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1. Introduction

Coined by Cunningham (1993) in the classical software engineering domain, the Technical
Debt (TD) metaphor refers to a context in which a technical compromise is selected against
better knowledge. An example of such a compromise would be the delivery of low-quality code
to a short-term delivery deadline. The technical compromise can enable some short-term gains,
TD benefit, but may cause adverse effects, so-called TD interest. TD might hamper the quality
of the system (L. et al., 2015) or the software developer productivity (Besker et al., 2019). In

industry, similar terms such as "workaround", "shortcut”, "exposure”, or "sub-optimal solution”

describe this technical compromise.

In the age of production automation, various industry sectors, such as automotive, healthcare
or food processing, manufacture their goods in so-called automated production systems (aPS)
(Vogel-Heuser et al., 2015c). Each aPS is often a unique entity designed for a specific customer
order (Birkhofer et al., 2010) and is developed on a case-by-case basis. The aPS are developed
by engineers from at least three disciplines, which strongly depend on each other according to
VDI/VDE 2206 (VDI, 2021) and Vogel-Heuser et al. (2015¢) (cf. Figure 1). Development
usually begins in the mechanical discipline in which the layout of mechanical components is
defined. Based on the layout and component lists of actuators and sensors, the electrical system
is designed, including the circuit diagram, the connection of actuators and sensors to the
Programmable Logic Controller (PLC), and the task of distributing power. Documents from
mechanical and electrical disciplines are then delivered to the software discipline, where the
control software for the PLCs is developed. Because of the case-by-case development as well
as the large size of the systems, the development process and life cycle of aPS include
additional phases compared to typical development processes for embedded computer systems,
e.g., system integration from multiple disciplines and start-up of the system at on-site customer
plants (Vogel-Heuser et al., 2015b). On-site commissioning under time pressure or sudden
changes of customer requirements due to different imponderables may often lead to technical
compromises for short-term benefits. As such, engineers from mechanical and electrical
disciplines face similar challenges (e.g., time pressure) as software developers (Besker et al.,
2017). As in software engineering, TD in aPS may cause additional undesired effects.
Moreover, if TD is acquired, then high costs can arise during the long lifetime of the plants —

up to decades, according to (Birkhofer et al., 2010). In addition, unnoticed TD could be costly
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due to the low visibility of TD. Rising economic pressure makes optimising the maintenance

cost of aPS a priority.
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Figure 1: aPS life cycle (adapted from Vogel-Heuser et al. (2015c)).

1.1. Motivation and the scientific problem

According to Panetto et al. (2019), three aspects should be taken into account to assist
management decisions in manufacturing: modelling, industrial engineering, and management.
During the initial phase of the development process, modelling is an essential activity as the
model is a simple knowledge-sharing method. It allows the detection of faults earlier which
decreases the cost to fix the fault in later stages of the life cycle (Zimmermann et al., 2017). As
"TD can slow down engineering organisations, making it hard to manage processes where
multiple domains are involved" (Biffl et al., 2019a), TD modelling is necessary for successful
project management of future systems engineering. Such modelling methodology shall take
into account related tasks, phases or disciplines of the engineering process where TD occurs.
Industrial experts have positively perceived graphic modelling notation in some aspects of
systems engineering, such as system architecture or data analysis involving multiple disciplines
(Trunzer, 2020). In addition, a system risk assessment must be considered when qualifying the
plants, according to NAMUR (2022).

Since not all types of TD are harmful (TD benefit can outweigh TD interest), it is important to
distinguish if TD is a problem or an investment on a specific occasion. The goal of managing
TD is to find an optimal combination between a high investment return and a low-risk level.
The TD metaphor has gradually expanded from coding activities to other software aspects such
as design or testing, thus, providing opportunities to research and improve the TD concept. In
a cross-disciplinary environment such as aPS development, "more investigation should be

conducted at companies developing automatic production systems to understand if the



1. Introduction 3

Technical Debt spans more disciplines [...] and especially if Technical Debt in one discipline
(e.g. software) would generate extra costs in other disciplines (e.g. electrical engineering) and
vice-versa" (Besker et al., 2017). On the topic of systems engineering, the German National
Academy of Science and Engineering (acatech) has recently mentioned: "the focus is on model-
based system design and optimisation over the entire life cycle (digital twin) and the integration

of system design and project management™ (Albers et al., 2022).

Avgeriou et al. (2016a) indicated that TD always relates to cost. Besides substantial cost
overruns, not “paying off” TD may hinder new feature development, e.g., existing features
suffering from TD might be affected and incur unforeseen costs. However, since TD research
in the aPS domain is still limited (e.g. concerning mechanical and electrical disciplines), there
is lacking information such as costs or awareness of TD in aPS (Problem1). To manage TD, it
must be identified early. The TD identification could be performed faster if a sufficient
classification of TD types is available. For instance, in the classical software engineering
domain, a comprehensive classification for TD in code enables automated identification with
tools such as SonarQube (a widely used program for the inspection of code quality)
(SonarSource SA, 2022). However, the classification of TD in aPS is still insufficient
(Problem2). Once identified, TD might need to be presented to involved stakeholders. The
representation or documentation of TD is vital since it can provide helpful information for other
TD management activities, such as TD repayment or illustrating trends of TD. Thus, the
amount and compounding effects of TD can be monitored. To achieve this, TD's relevant
disciplines and life-cycle phases have to be illustrated visually in sufficient context (Problem3).
Furthermore, to find an optimal combination between a high investment return and a low-risk
level, TD's risk needs to be measured and assessed to support companies in prioritising,
removing, and preventing TD in aPS (Problem4). Altogether, these result in four main

problems formulated as follows.

e Probleml: Lack of information about benefits, interests, sources and awareness of TD
in the aPS domain.

e Problem2: Insufficient classification to support TD identification in the aPS domain.

e Problem3: Lack of capable methods to represent TD workflow in the aPS domain.

e Problem4: Inadequate approach to evaluate TD’s risk in control code documentation
of aPS.
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This thesis offers some selected solutions in the efforts to tackle these problems, including TD
classification improvement, embedding TD perspective into modelling methods BPMN
(Business Process Model and Notation) and CLD (Causal Loop Diagram), and a proposal of
risk assessment method for TD in control code documentation of aPS.

1.2. Thesis structure

The remainder of this cumulative thesis is structured as follows. Chapter 2 describes the
background and state of the art. Chapter 3 presents the research steps. Chapter 4 summarises
the findings of the included papers. Chapter 5 discusses the research contribution, offers some
conclusions drawn from the results, and describes directions for future studies. The included
papers are listed in the Appendix.



2. Background and related work on Technical Debt

First, an introduction to the TD, Business Process Model and Notation (BPMN) and Causal
Loop Diagram (CLD) modelling methods are given, as they are in the focus of this work.
BPMN is a modelling language ideally suited to assist management decisions by integrating
additional perspectives into a business process. CLD enables a graphical representation of
compound issues by visualising the connection between parts of a system. Second, an overview
of relevant work on TD in the software engineering domain is presented because TD was
initiated in this sector and the most sophisticated techniques/strategies to handle TD originate

here. Finally, related work near and in the domain of aPS is presented.
2.1. Technical Debt definition

The TD metaphor is based on the terms "debt" and "interest™ from the financial domain. This

metaphor was initially introduced by Ward Cunningham, focusing on software code.

"Although immature code may work fine and be completely acceptable to the customer,
excess quantities will make a program unmasterable, leading to extreme specialisation
of programmers and finally an inflexible product. Shipping first time code is like going
into debt. A little debt speeds development so long as it is paid back promptly with a
rewrite. Objects make the cost of this transaction tolerable. The danger occurs when
the debt is not repaid. Every minute spent on not-quite-right code counts as interest on
that debt. Entire engineering organisations can be brought to a stand-still under the
debt load of an unconsolidated implementation, object- oriented or otherwise.”
Cunningham (1993)

Since TD negatively influences the ability to produce a quality product, TD is a critical problem
in software development (Li et al., 2015) (lzurieta et al., 2016). The TD metaphor provides an
effective communication mechanism to describe the adverse effects of the immature code.
However, the community has realised that TD is also a software development artefact primarily
incurred unintentionally and detected during later phases of the software development process

(lzurieta et al., 2016) (Avgeriou et al., 2016b). Thus, a more recent definition was given:

"In software-intensive systems, technical debt is a collection of design or

implementation constructs that are expedient in the short term, but set up a technical
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context that can make future changes more costly or impossible. Technical debt
presents an actual or contingent liability whose impact is limited to internal system

qualities, primarily maintainability and evolvability." Avgeriou et al. (2016b)

The future changes are more costly for software suffering from TD, as TD could force the
engineers to perform undesired time-consuming activities to progress the development work
and deliver high-quality software. This wasted time may negatively affect efficiency and

reduce productivity of the software developer (Besker et al., 2019).

2.2. Business Process Model and Notation

In their work related to organizational learning, Argyris and Schon (1978) indicated that
models, i.e. conceptual maps, could be used for formulating, implementing, and reviewing a
strategy. The models allow practitioners to simplify complex real-world data to support

continuous learning and analysing of different situations for making decisions.

Specified as an ISO standard, BPMN (OMG, 2011) is often employed for illustrating the
business process. BPMN defines some basic shapes (cf. Figure 2), such as activity (work or
task to be performed), event, gateway (to control the workflow), flow and lanes (to organize
the activities). A fictitious example of a BPMN diagram showing the activities conducted by

different disciplines of a supplier is illustrated in Figure 2.

BPMN is extensible and allows the models to be enhanced with additional concepts. The
original BPMN elements can be adapted to illustrate characteristics of a particular domain
(Stroppi et al., 2011) (Zarour et al. (2019). For instance, additional symbols or icons can be

added to the activity to represent domain-specific information associated with a task.

Many BPMN extensions have been developed to tailor it to the needs of various domains,
according to Zarour et al. (2019). For instance, Braun et al. (2016) proposed a BPMN
extension, namely BPMNA4CP, to enable multi-perspective modelling of clinical pathways for
the healthcare domain. Chergui and Benslimane (2018) focused on business process models in
security. In particular, they developed a BPMN extension that allows practitioners to specify
and enforce compliance and security requirements for business process-driven enterprise
systems. In the production domains, Bocciarelli et al. (2017) proposed an extension for
modelling aPS in the context of Industry 4.0. The extension allows representing the cyber-

physical systems as resources supporting business process execution. Graja et al. (2016)
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proposed BPMN4CPS for modelling cyber-physical systems. The extension enables designers
to explicitly model concepts of cyber-physical systems such as actuators or sensors. The
extension in Yousfi et al. (2015) aims to allow the use of ubiquitous computing (e.g. sensors
and smart readers) for business process improvement. Abouzid and Saidi (2019) proposed an
extension in which the timing of each operation in the manufacturing process is considered.
The extension in Polderdijk et al. (2018) allows human physical risks, such as heavy lifting, to

be modelled in manufacturing processes.

The BPMN is widely adopted in academia and industry due to its benefits, such as
standardization or tool support; thus, the costly development of a domain-specific modelling
language from scratch is avoided (Braun and Esswein, 2014) (Braun et al., 2016). For instance,
business processes described in BPMN can be executed by various engines such as Activiti,
jBPM or Camunda BPM (executability). This modelling technique can be employed to
integrate further perspectives to improve the decision-making process in the aPS domain
(Vogel-Heuser et al., 2022a). Hence, an integration of implicit knowledge such as TD into aPS
development and maintenance process seems promising with BPMN.

- Business Process Model and Notation (BPMN) basic shapes =--=---=--c-coeco-o--
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Figure 2: An example of Business Process Model and Notation (adapted from OMG (2011)).
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2.3. Causal Loop Diagram

Under the theme of management science research, System Dynamics modelling was coined by
Forrester (1961) as an application of Systems Theory. The System Dynamics approach aims to
establish a basis for resolving management problems. Mainly, the approach focuses on

explaining the problematic behaviours and how they appear with the "feedback™ concept.

CLD, a method introduced in the System Dynamics approach, assists in modelling the interior
structures of a system, i.e. causal relations between the variables. CLD notation is exemplarily
illustrated in Figure 3. The variables are connected by causal links, denoted by arrows
representing the influences between the variables. In the example in Figure 3, the Population
variable is influenced by two variables, Births and Deaths. Each causal link is assigned a
polarity, either positive (+) or negative (-), to indicate how the dependent variable changes
when the independent variable changes. The positive link represents a situation where the
variable at the head of the arrow changes in the same direction as the variable at the arrow tail
(both increasing or decreasing). For instance, an increase in the Births variable will lead to an
increase in the Population variable; thus, the Link Polarity (+) is assigned (cf. Figure 3). On
the contrary, the negative link describes the case where two variables change in opposite
directions.

- Causal Loop Diagram basic notation — --- - ________ \

Causal Link

N

' Link Polarity '
' Births Population '
| Variable Variable |
i ® Loop Identifier: Positive (Reinforcing) Loop E

@ Loop Identifier: Negative (Balancing) Loop

D
)

Figure 3: An example of Causal Loop Diagram (adapted from Haraldsson (2004) and
Sterman (2000)).
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According to Sterman (2000), system behaviour is often influenced by two feedback loops,
namely positive (reinforcing) and negative (balancing), which are denoted by loop identifiers
(cf. Figure 3). One can begin with a hypothesis, e.g., assuming an increment in a variable, and
follow the circle to determine the loop type. A loop is denoted as reinforcing if the value of the
initial variable ends up with the same result as the initial hypothesis after travelling through the
loop. In the left loop of the example in Figure 3, if the population increases, it will cause a rise
in births, leading to an increase in the population. Thus, the left loop is marked as reinforcing.
In contrast, the value of the initial variable in a balancing loop will change in opposite
directions after the loop. In other words, while the reinforcing loops amplify a behaviour, the
balancing loops stabilise the behaviour. Therefore, the CLD enables practitioners to
conceptualise and construct circular connections and feedback on a problem based on
identifying feedback loops in the variables (Haraldsson, 2004).

The System Dynamics modelling approach can assist practitioners in predicting the system's
overall behaviour and in what sequence different causal links will behave (Haraldsson, 2004).
For instance, to anticipate the trend of a variable, one can perform loop dominance analysis on
a CLD model to derive Reference Behaviour Patterns (RBP), i.e. a graphical representation of
the change over time of a variable, can be analysed in the CLD (Sterman, 2000). A loop
dominance describes which part of the feedback in a CLD is the strongest (most active) at a
given time. Thus, possible dynamic behaviours of the variables can also be examined.

Furthermore, the System Dynamics approach can allow knowledge transfer between
disciplines (Haraldsson, 2004) or organizational silos (Rehan et al., 2014). For instance, Beck
(2003) applied CLD in testing to analyse and prepare for different types of changes in
development (test-driven development). From the management domain, the System Dynamics
approach has gradually been applied to other domains. For example, Davies (2018) employed
CLD to develop the Market Dynamics Model in the business and economic domain. The
Market Dynamics Model was established from interview data aimed at studying customer
behaviour, e.g. underlying causal drivers when the customers decide to switch services.
Therefore, this modelling approach can be transferred or adapted to study problems in other

fields, such as TD in software engineering (Franco, 2020).
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2.4. Technical Debt in the classical software engineering domain

TD has received significant attention from researchers in the classical software engineering
domain. Avgeriou et al. (2016b) stressed the importance of TD research for product quality.
Starting with coding, the TD metaphor has gradually been applied to other software
engineering aspects, such as design, documentation, requirements, and testing (Li et al., 2016).
In agreement with the TD (sub-)types explored by Tom et al. (2013), a TD classification based
on the software development process phases was presented by Li et al. (2015). The Li et al.
classification tree categorises TD into different types according to the phases of the software
development life cycle, and each TD type is further classified into sub-types which use the
causes as criterion. The tree includes ten types of TD: requirements TD, architectural TD,
design TD, code TD, test TD, build TD, documentation TD, infrastructure TD, versioning TD
and defect TD. In addition, definitions for those TD types are provided. For example,
“Documentation TD refers to insufficient, incomplete, or outdated documentation in any aspect
of software development. Examples include out-of-date architecture documentation and lack

of code comments” (Li et al., 2015).

Due to the long-term negative effect and its low visibility, TD could become a severe problem
if ignored (Martini et al., 2015). Failure to monitor TD has resulted in unexpectedly significant
cost overruns in many software development projects (Guo et al., 2011). Besides substantial
cost overruns, Seaman et al. (2012) presented other examples of the penalties for not "paying
off"* TD, such as quality issues, the inability to add new features without disrupting existing
ones, and the premature loss of a system. Previous studies (Fairley et al., 2017) (Ramasubbu
and Kemerer, 2014) (Holvitie and Leppanen, 2015) showed how TD influences a project's
planned, reported and actual product delivery date. TD could also impact the organisation's
profitability, according to Kruchten et al. (2012), Ampatzoglou et al. (2015), Snipes et al.
(2012), and Martini and Bosch (2016). Even if software engineers requested investments to
remove TD, executives might not approve after inquiring about their business value. The
individuals choosing to incur TD (e.g. designers or developers) could often be different from
those responsible for servicing the debt (e.g. maintenance staff). In addition, decisions
regarding TD still have only rarely been quantified, and organisational gaps among the
business, operational, and technical stakeholders could incur more debts. Most information
regarding previous decisions is available as "tribal memory," which is an unreliable source of

historical data due to forgetfulness and the change in team members over time. TD decisions
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have been managed in an ad hoc manner, according to Klinger et al. (2011), Holvitie et al.
(2016), and lzurieta et al. (2017).

Experts from both academia and industry have continuously expressed the importance of
ensuring that those who design, develop, and maintain software understand TD's potential
consequences. These consequences are not only economic ones but may also include, e.g., the
motivation of employees (Szabados and Kovac, 2015) (Avgeriou et al., 2016b) (Stopford et al.,
2017). Monitoring and managing TD in the architecture could enable analysis earlier in the
development cycle and keep the project on track. In addition, the findings of Lim et al. (2012)
recommend increased communication about TD and making TD more visible to all involved
stakeholders. The TD paradigm has been increasingly recognised as an essential means for
technical communication (Martini et al., 2022). Similar to financial debt, TD might sometimes
be necessary, e.g. to meet the project schedule (Brown et al., 2010) (Wiklund et al., 2012).
Future interest payments can be reduced by restructuring of architecture or code refactorisation,
i.e. TD recovery (Brown et al., 2010) (Martini and Bosch, 2016).

Codabux and Williams (2013) studied how software development teams manage TD. The
publication did not cover a specific TD item (i.e., specific TD in a system) but instead focused
on the overall process of managing TD and understanding what can be considered as TD
interest. The research suggested that 20% of the development time should be collectively
invested for TD reduction. However, there was a lack of consensus among the participants in
the study related to TD terminology and thus, showed demand for developing a scheme to
characterise various types of debt. The work by Nugroho et al. (2011) proposed an approach to
rate the quality of a software system. The levels of quality in the rating system were based on
the findings of previous statistical studies and ISO/IEC 9126 sub-characteristics of
maintainability. The interest of TD would be the extra cost spent on maintaining software due
to poor quality, such as unnecessarily complex code. The work also proposed some formulas
to calculate the increment of TD over time; however, other development artefacts, such as

documentation, were not yet considered.

The work by Guo et al. (2011) aimed to track a single delayed maintenance task in an actual
software project throughout the project life cycle. They focused on TD in the maintenance
phase. The paper presented how postponing paying TD can result in even higher interest.
However, the scope of the work was limited to a pure software application (Microsoft
Exchange program). Based on Lehman's laws, Franco (2020) employed CLD to model
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relationships of software maintenance factors. The work suggested that different software
maintenance strategies can influence the amount and interest of TD. Thus, modelling TD may
support understanding and analysing interdependencies such as TD causes and effects.
Although the benefit of TD was considered, no TD benefit factor was included in the presented
model. In addition, modelling TD artefacts in a specific use case were not addressed in the

proposed approach, as the research focus was on the strategic level.

Zazworka et al. (2011) addressed the question of which debt should be paid first in case several
cases of TD are detected. The authors investigated the design TD caused by so-called God
Classes that control many other objects in the system. The study used the metrics of the change
effort and defect likelihood to rank the various cases of TD. Regarding the effort, the authors
reasoned that a God Class has low refactoring effort if it is only slightly outside the thresholds.
Regarding the impact, the authors argued that classes with significant change and defect
likelihood are likely to impact the quality significantly. The impact on quality was defined as
the interest of the debt, which could be determined by some software quality characteristics
such as correctness or maintainability (Zazworka et al., 2014). Digkas et al. (2021) conducted
a case study to measure the risk of extra maintenance costs incurred by the existence of TD
items in a software system (TD interest). They indicated that if the interest of TD is small, the
effect of TD is negligible; if the interest is significant, the system becomes unsustainable. The
study's results suggested that the risk metrics, e.g. probability of TD interest, can be used to
prioritise TD. However, the study did not yet consider particular characteristics of software
artefacts and development practices. Thus, further research is necessary concerning the risk
and prioritisation of TD, particularly regarding other development artefacts such as

documentation.

The topic of TD has attracted significant attention (cf. Figure 4), making it an important
research topic. However, the research on TD management activities such as representation
(modelling) or risk prioritisation is still poorly addressed in the current literature (Rios et al.,
2018) (Lenarduzzi et al., 2021) (Melo et al., 2022). In the case of TD that relates to non-code
artefacts, TD should be represented in an appropriate form and documented for further
management. Unfortunately, the existing approaches only focused on a subset of activities such
as identification, measurement, or repayment of TD (Li et al., 2015). It is explained that in the
classical software engineering domain, code analysis tools (e.g. SonarQube) can be used to
browse TD and the results can subsequently be exposed to stakeholders (Li et al., 2015).

Nevertheless, some research results from the classical software engineering domain can be
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transferred to the aPS domain, e.g. the CLD approach from Franco et al. (2020). Still, these
existing methods may not fully meet the challenges of interdisciplinary development (i.e.
mechanics, electrics and software); thus, those methods would require adaption for the aPS

domain.
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Figure 4: Increment of research interest towards TD in the software engineering domain in
recent years (number of publications from the search for the keyword "Technical Debt" in
three well-known sources for scientific research).

2.5. Technical Debt near the automated production systems domain

Martini et al. (2015) investigated the causes of TD accumulation in embedded systems. The
study focused on the architecture of the software. They reported the danger of TD accumulation
that eventually, in some cases, made future development impossible due to the effects of the
chosen sub-optimal solutions in software architecture. According to Li et al. (2015), these sub-
optimal solutions were classified as architectural TD. Different causes of architectural TD were
identified, including uncertainty of use cases in early stages, uncertainty of impact, parallel
development, time pressure, new business requirements, priority of features over product, and
uncompleted refactoring. Based on the Grounded Theory from Strauss and Corbin (1997),
Martini et al. (2015) developed a crisis point model and checked it through interviews. The
case study presented a more detailed model, including several variables of an accumulated
architectural TD, related phases and refactoring activities. Based on these initial models,
different refactoring strategies were considered to infer trends of TD. However, the proposed
models were only partially confirmed. Martini and Bosch (2016) reported a use case where
costly refactoring or a redesign would be necessary to add new features to the system if the TD

accumulation is mismanaged.

Also focusing on the architectural aspect of the software, Martini and Bosch (2017) presented
a model of the causes for architectural TD accumulation, the classes of architectural TD, and
the phenomena caused by debt. They reported an architectural TD use case related to

uncompleted refactoring for code duplication. The software architects identified a violation in
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which three different methods were used to communicate among components. This violation
created difficulties for developers during development since there was confusion in choosing
the correct communication method. The architects planned to replace the three existing
protocols with a new one to keep the system consistent. However, some unintended
consequences related to the implementation of the to-be-removed protocols were found during
the refactoring processes. Unfortunately, such effects were not taken into account during the
estimated refactoring time. Thus, the developers were unable to eliminate the existing protocols
because of the time constraints to finish the refactoring, which led to the inclusion of a fourth
protocol in the system. Moreover, the management could not prioritise such refactoring again,
leaving the original issue unresolved. This accumulation of TD due to uncompleted refactoring

will require a more significant refactoring effort to resolve the reported TD completely.

Vogel-Heuser and Bi (2021) investigated the interdisciplinary effects of TD in companies
producing mechatronic products. Significant TD types and sub-types were collected using the
interview method. The work identified a significant amount of TD taken in the early stages of
the life cycle and reported that many unresolved TD are posing a potential risk to the systems.
Based on the results in Vogel-Heuser and Bi (2021), Bi et al. (2021, 2022) conducted a follow-
up investigation on the frequency, impact, and patterns of the collected TD (sub-)types. The
analysis reported an accumulation of TD at the beginning of the life cycle. Due to the
contagiousness of TD effects in the life cycle, disciplines in later life-cycle phases are more
affected by TD.

2.6. Technical Debt in the automated production systems domain

This part highlights the characteristics of aPS, followed by requirements for TD research in

aPS, and concludes with a description of the related work in the aPS domain.

2.6.1. Characteristics of aPS

aPS are a subset of mechatronic products. The development process of aPS is more complex
than the classical software engineering process since aPS are long-living, large and complicated
systems. aPS development involves collaboration across multiple disciplines such as
mechanical, electrical and software engineering (cf. Figure 1). In the following, aPS
development characteristics are highlighted at different scopes from software to boundary

conditions.
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Software

aPS software often meets various challenges which are usually not considered by software
analysis techniques established in high-level language programming or embedded systems
software (Luder et al., 2005). Some distinct characteristics in developing aPS software
regarding programming languages, architecture, design concepts, and functions are given as

follows.

There are differences in programming languages for aPS software running on PLC compared
to the languages used in the classical software engineering domain. The aPS software is often
developed following IEC 61131-3 standard (IEC, 2013). IEC 61131-3 specifies three types of
Program Organization Unit (POU): (1) Function (FC), (2) Function Block (FB), and (3)
Program (PRG). Each POU is often comprised of a comment header, a variable declaration
part and an implementation part. The IEC 61131-3 compliant languages consist of three
graphical languages (i.e. Ladder Diagram, Function Block Diagram and Sequential Function
Chart) and two textual languages (i.e. Structured Text and Instruction List). Although the
object-oriented extension has been incorporated into the IEC 61131-3 standard for a while, it

is still barely adopted in industrial practice (Neumann et al., 2020).

Furthermore, compared to classical embedded systems, the architecture of PLC controlling
aPS has some particularities. Instead of using an event-driven real-time operating system, PLC
follows a cyclic execution model with monitored cycle times (Ulewicz, 2018). aPS application
engineers or technicians sometimes lack the necessary software backgrounds because they are
mostly educated to control the technical process. These particularities pose significant
challenges to the development of aPS software (i.e. control software), which strongly differs
from classical embedded systems applications (Wilch et al., 2022). For example, control
software needs to enable software changes while the aPS are operating and manual mode to

recover from faults by operator intervention (Vogel-Heuser et al., 2015c).

In control software, the modularity, software hierarchy levels or data exchange between
modules often follows different design concepts than classical software engineering (Neumann
etal., 2020). Particularly, the control software architecture often follows a monolithic structure,
which hinders maintainability (Fuchs et al., 2014). Moreover, while design patterns are often
used in high-level programming languages to resolve common and recurring problems,
reusable solutions offered by design patterns are still limited in IEC 61131-3 programming

(Fuchs et al., 2014) (Cruz et al., 2019). In some companies, control software is modularized
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based on the physical layout of the machine (Neumann et al., 2020). The architecture has to
cope with particular requirements, such as the strict real-time of the tasks running in one PLC
cycle, e.g. to provide stability in the manufacturing process. Another characteristic is that
global variables are widely used to exchange data or for fault handling. Industrial practice
shows that control software depending on global variables has relatively low modularity
(Vogel-Heuser et al., 2017a).

Compared to classical software, functions realised by the control software have divergent
characteristics or importance (Wilch et al., 2022). Besides application logic tasks, control
software has to realise extra functional tasks such as hardware control, operation mode
switches, or fault handling (Neumann et al., 2020). While human behaviour is the predominant
factor interacting with the classical software, hardware behaviour is the main factor driving the
control software of aPS (Ulewicz, 2018). Thus, control software design must adapt highly to
the hardware behaviour because many faults are connected to hardware failures. Furthermore,
some additional hardware constraints, e.g. usage of hardware with lower quality than specified
to reduce costs (Vyatkin, 2013), must be considered in aPS development.

Due to the above differences, traditional software engineering methods from computer science
must be adapted to be applied to control software development (Neumann et al., 2020). In
addition, due to Industry 4.0 requirements, such as adaptability to a wide variety of products,
the complexity of control software is increasing (Fay et al., 2015) (Seitz et al., 2021). The
growing complexity is also due to the need to improve the degree of automation in production
(Fay et al., 2015) or to establish more distributed production facilities (Neumann et al., 2020).
Therefore, there is a growing demand for methods supporting automation engineers during the

development process.
Boundary conditions

Several boundary conditions are commonly encountered in aPS development, including
interwoven disciplines, automated process types, company-specific constraints, system
requirements and tiers (a popular term in the automotive industry describing companies along

the supply chain).

First, there is a strong coupling between the involved disciplines during aPS development. For
example, exchanging or replacing mechanical or electrical equipment often induces a software

change, either in the form of an adaption of existing POUs or the implementation of new POUs
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(Vogel-Heuser et al., 2015b). Due to these constraints involving multiple disciplines and the

increasing size or complexity of software systems, developing aPS is a complex task.

Second, the type of automated process is another factor influencing the development of aPS.
Specific requirements need to be fulfilled for different types of manufacturing processes. For
instance, continuous processes may have sequential time constraints, creating strong
dependencies on the components and hampering the system's modularity. Additionally, to keep
competitive, each aPS customer might have their own specific or tailored manufacturing

process, i.e. process-specific constraints, which must be considered during aPS development.

Third, the development of aPS is often influenced by other company-specific constraints, such
as the company’s location(s) or the engineers’ backgrounds (Neumann et al., 2022). For
companies developing aPS at multiple locations, good modularization and documentation
would be a prerequisite for, e.g., reusing or adapting the components to the company-specific
requirements. Different disciplines developing the aPS might have different perspectives
regarding the quality of aPS. In addition, the aPS quality might also be influenced by engineers
with different backgrounds, e.g. in-house module developers or on-site technicians (Vogel-
Heuser et al., 2022c).

Fourth, aPS needs to meet requirements in systems engineering such as dependability (i.e.
availability, reliability, security, integrity, accessibility, and maintainability). Depending on the
industry, specific standards can exist (e.g., OMAC for packaging machines) or legal
requirements (e.g., in the medical sector) are needed to meet those quality requirements. The
aPS development is often validated with GAMP (Good Automated Manufacturing Practice)
(ISPE, 2022) (NAMUR, 2022), which is a risk-based approach accepted in the pharmaceutical
and food industries to regulate manufacturing systems. Risk priority in the GAMP method is
based on three factors severity, probability, and detectability using a multiplicative approach:
factors are multiplied by each other in two stages. First, the severity is offset against the
probability. This calculation determines the risk class. Second, the risk class is then offset

against the detectability and results in a risk priority.

Fifth, the aPS development often involves multiple companies at different tiers. Tier 1
(customer) includes companies producing the consumers' final products, such as car wash
machines. Tier 2 consists of the machine (MM) and plant manufacturers (PM) representing
companies making the machines or building the plants for Tier 1. Tier 3 contains companies

producing the devices or platforms, such as sensors for Tier 2. Tier 3 can also provide devices
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to Tier 1. While the MM can integrate and verify the systems before delivery, the PM is often
not able to test the whole system due to the heaviness and large dimensions of the modules,
which sometimes equal small plants. Thus, the customer site is often the place where the first
full integration test for aPS is conducted (during the commissioning phase). Unfortunately, this
period is usually short because the customer wants to start production as soon as possible;
therefore, engineers are often under high pressure, a common trigger for TD (Vogel-Heuser et
al., 2015b). Hence, the maintenance cost for sub-optimal solutions can be high since aPS have
a long life-cycle time.

2.6.2. Requirements for TD research in aPS

As “[life-cycle] cost reduction remains the main driving force in automation” (Vyatkin, 2013),
research on TD in aPS is vital. Rabiser and Zoitl (2021) indicated that adopting promising
software engineering techniques and technologies is necessary to address particular challenges
in production automation. Specifically, methods and tools have to support engineering across
disciplines and system boundaries, according to Brings et al. (2019). Well established in
computer science, the model-based engineering approach, e.g., graphical modelling, represents
a potential means for efficient cross-disciplinary engineering, variability management, or
coping with the high software complexity in technical systems (Tichy et al., 2008)
(Zimmermann et al., 2017). In addition, the approach should take the systems’ life-cycle phases
into account (Vogel-Heuser et al., 2015¢). Unfortunately, model-based software engineering is
still barely used in industrial automation (software) development, according to Vogel-Heuser
et al. (2022b).

While some code TD, like code with poor quality or code that violate coding practices, can be
automatically identified and modelled using static code analysis methods in software
engineering, the identification of TD related to mechanical and electrical artefacts is not trivial
due to other languages (graphical ones) and insufficient classification (Reg-Classification). It
is assumed that an improved TD classification can assist in identifying TD more effectively.
Moreover, once identified, the TD is sometimes not sufficiently documented due to a lack of
methods to model TD in aPS. Therefore, the mechanical or electrical TD analysis to monitor
the effects, amount, and interest of TD is hampered. Since graphic materials are more effective
than text in human understanding, TD modelling methods with graphical notation would help
assist the presentation of TD to involved stakeholders (Reg-Modelling). Graphical modelling
is assumed to be applicable to represent all types of TD. So far, the work on risk assessment of

TD in the aPS domain is limited (Reg-Risk). It is assumed that the risk associated with a
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specific TD can be measured by considering the related aspects driving that TD. Last but not
least, studies with data collection from industrial companies are necessary to gain more
empirical knowledge of TD phenomenon in the aPS domain (Reg-Survey). Under the
assumption that results from an online survey are reliable, the findings obtained from case
studies can be validated. Hence, the formulated requirements listed in Table 1 need to be
fulfilled to assist in analysing, monitoring and reducing TD in aPS.

Table 1: Rating scheme of requirements to evaluate relevant work (related problems are
listed in Introduction section).

Reg-Classification — Granularity of TD classification
Related problem: Problem2 (identification)
Fine-grained classification (considered TD types and sub-types), multiple disciplines
considered, and examining life-cycle phases of aPS.
Limited classification (coarse-grained, no multiple disciplines considered, or not
examining life-cycle phases).
- | No classification.
Reg-Modelling — Support of modelling TD use cases with graphical notation
Related problem: Problem3 (representation)
Support of graphical modelling of TD use cases considering: (1) discipline and life-
+ | cycle-phase aspects to illustrate the propagation of TD in aPS, (2) abstraction,
interpretation and executability.
Limited support of graphical modelling of TD use cases (not considering discipline or
life-cycle-phase aspects of aPS).
- | No consideration of graphical modelling.
Reg-Risk — Support of assessment of the risks associated with TD
Related problem: Problem4 (risk indicator)
Approach considering: (1) assessment of the risk aspect associated with a specific type
of TD, and (2) extensibility, flexibility and feasibility to automate.
o | Approach only consider risk aspect of TD in general, not a specific TD type.
- | No consideration of assessment of risk aspect of TD.
Req-Survey — Industrial survey
Related problem: all identified problems from Problem1 (lack of information) to
Problem4 (risk indicator)
Including (1) quantitative and qualitative industrial surveys, and (2) companies at
different tiers working with aPS.
Limited consideration of data collection (e.g. data mainly collected from demonstrators
or personal experiences or from one company).
- | No data collection.

+
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2.6.3. Related work in the aPS domain

Vogel-Heuser et al. (2013) showed that the evolution of automation software for machines and
plants tightly correlates with the evolution of its mechanics (including mechanical, hydraulic
and pneumatic disciplines), electrical/electronics, and software components. VVogel-Heuser et
al. (2017a) studied typical architectures to identify the state of the practice of reusability and
modularity in industrial aPS companies. It was found that these practices supported a reduction
of the development effort for aPS. However, it is unclear how different reusability and
modularity levels affect TD, as the work did not consider the TD aspect.

Vogel-Heuser et al. (2018) presented a typical workflow of control software library module
development. The workflow starts with module design by module developers. Next, the module
application is implemented by application engineers. Finally, start-up technicians integrate and
test the modules on-site, i.e. in the real production environment. If the source code of an
existing library is complex, application engineers and start-up technicians often quickly create
a new module instead of improving the existing library module. From a TD perspective, this
process can be considered taking a TD since more development effort will be required to
maintain both old and new modules and merge them, i.e., paying the interest of TD. The work
proposed some modularity metrics to evaluate the maturity level of a module library; however,

the TD concept is not yet considered in this work.

Vogel-Heuser et al. (2020a, 2022a) proposed an extension of BPMN, namely BPMN+I, to
support decision-making in innovation management for aPS, where the aspects of multiple
disciplines and life-cycle phases are considered. The extension introduces eight new notational
elements and two sub-diagrams to illustrate the cooperation between disciplines. The presented
use case describes a procedure derived from surveys in plant manufacturing focusing on the
start-up phase and on-site decision support. The procedure includes two alternative solutions
for a short-term management decision in the start-up phase of aPS. However, the TD concept
was not introduced in the publication.

Due to a closely interwoven development and maintenance process between disciplines, TD in
aPS is composed of decisions from multiple disciplines rather than only those made in the
software discipline. aPS have three dimensions: mechanics, electrics, and software. Moreover,
compared to software engineering, aPS engineering includes additional phases, like control
cabinet design and manufacturing. Also, maintenance activities include evolving the designs

and managing various variants and versions (Vogel-Heuser et al., 2015c). Thus, existing
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approaches to cope with TD from the software engineering domain do not cover all aspects of
aPS development and maintenance. To gather enough information on TD spanning across the
disciplines and/or across the life-cycle phases of aPS, discussions with personnel and
examinations on engineering artefacts from multiple disciplines along the life-cycle phases are
required.

Vogel-Heuser and Rdsch (2015a) and Vogel-Heuser et al. (2015b) presented some examples
of TD in aPS and thus made a first step to applying the TD concept to the aPS domain. For
example, the melted isolation of wiring of a motor was poorly repaired by a local service who,
as was unfortunately often the case, lacked experience and did not have the required equipment,
such as fixtures, for this complex motor. In this example, an appropriate spare motor was not
in stock and a low-quality repair or replacement was a necessary option to continue the
production operation. However, those temporary solutions were often forgotten and not
updated in the documentation when the system went back into operation. As such TD was not
resolved, the interest of TD could be a less accurate motor behaviour, overheating and, in the
worst case, fire due to the overheating resulting from the continuous operation with poor quality
material. An initial enlargement of TD classification for aPS was presented (cf. Figure 5).
However, the presented TD items were limited, lacked systematic large-scale analysis, and

were collected from the heuristic use cases.
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Figure 5: Enlarged TD types for aPS (grey boxes: TD types introduced in Li et al. (2015);
dashed-line boxes: complemented items) (adapted from Vogel-Heuser and Résch (2015a)).

Some TD items in aPS were identified in case studies (Vogel-Heuser and Neumann, 2017c)
(Capitan and Vogel-Heuser, 2017). A few TD aspects of classical software engineering were
extended to control software development. Vogel-Heuser and Neumann (2017c) focused on
concrete TD types in fault handling, modes of operation and safety aspects in control software.
Capitan and Vogel-Heuser (2017) adapted some software metrics from high-level
programming languages in the software engineering domain to indicate TD in control software.

Bougouffa et al. (2018) indicated some TD in PLC code using a static code analysis tool.
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However, the above studies were performed on a laboratory plant and addressed only selected

aspects of the control software.

Vogel-Heuser et al. (2017b) introduced KAMP4aPS as a change effort estimation method
working on cross-disciplinary metamodels. Through the use of the model, one can simulate
modifications from a change request. A fine-grained task list can be generated based on change
propagation in the model. These fine-grained tasks enabled the ease of estimating the required
change efforts. Based on KAMP4aPS, Cha et al. (2018) embedded the TD concept into the
decision-making workflow considering multiple disciplines to assist in the solution selection
process for the aPS domain. The TD interest is evaluated in an exemplary multidisciplinary
change scenario. Although the KAMP4aPS approach seems to allow automated analysis, the
extensibility and flexibility aspects were not presented, and the two above studies were

performed on a laboratory plant only.

Besides intentional TD, which was explicitly taken and tracked, there is unintentional TD, i.e.
TD taken unknowingly (Li et al., 2015). A change which leads to unknown inconsistencies can
be perceived as an unintentional TD. Feldmann et al. (2014) proposed an ontology-based
approach to detect inconsistencies between requirements and test cases. With this ontology-
based approach, unformatted data (e.g. unstructured text) is transformed into a formal structure
which enables processing, querying and detecting the inconsistencies. However, the TD
concept was not introduced in this research yet. Ocker et al. (2019) proposed a method to
identify and assess the criticality of TD based on conformance violations and interdisciplinary
inconsistencies checks. Although the proposed approach seems to be extensible, flexible and
allows to be automated, it requires a set of formal knowledge bases, which is challenging to
establish due to the diversity of viewpoints related to the aPS development (e.g. disciplines,
products, processes, or resources). In particular, the various metamodels of multiple disciplines
are required, ranging from automation to psychology to finances, covering the whole life cycle
and considering different stakeholders (Kohn et al., 2013). For metamodels in automation,
there is not only one reasonable metamodel, but various metamodels may also appear
depending on the purpose of the models, such as different perspectives on the systems (Cha et
al., 2020). In addition, Ocker et al. (2019) only focused on the design TD of a laboratory

demonstrator.

In Bosch, Tichy & Martini's working group, Besker et al. (2017) focused on the cost of TD
interest and the awareness of TD. They reported that while the price for TD interest was 32%
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of the aPS' development time, there was only moderate awareness of TD. However, the
research was only conducted with the software discipline of one aPS company in the

Scandinavian region.

In Weippl's working group, Brenner et al. (2019) expressed that TD (e.g. insufficient
requirements) might not only induce defective software but could also result in defects of
physical parts (e.g. aPS). Three models of causes and effects from TD were presented. They
suggested that to monitor the rise of TD, continuous risk analysis is necessary. However, the

focus was on software security, and only fictive examples were examined.

In Biffl's working group, Biffl et al. (2019a) employed the Quality Function Deployment
method (tabular approach) to assess the risks of TD related to process documentation and
configuration management. The focus was on engineering data exchange, e.g. requirements
supporting software engineers. Although the approach seems to be extensible, the preliminary
results from the study (i.e., a list of TD effects, items, causes, and their relationships) require
further validation since the data was collected at only one company. They noted that
"engineering process description may highly depend on the context, domain, and organisation,
thus future case studies should consider these variation points." The feasibility of being
automated and flexibility of the approach were not presented in the publication. In addition,
graphical modelling was not considered in the study yet. "The relations between TD effects,
items, and causes highlighted the need for better representations for production knowledge as
inadequate context and artifact descriptions lead to high efforts, in particular, for software
engineers, and might result in economic project failure", Biffl et al. (2019a) noted.

Biffl et al. (2019b) studied the data exchange process and reported some TD items related to
engineering data models and instances. The study indicated that the identified TD items caused
"adverse effects on project effort, cost and duration as well as data quality." A preliminary TD
cause-and-effect model was reported, and the model was found helpful for discussing
similarities and differences in other companies. Biffl et al. (2019c) reported three TD items
related to engineering description languages. However, these two studies were only conducted

with one company. In addition, risk measurement or prioritisation was not considered yet.

Waltersdorfer et al. (2020) described some TD items in the data exchange process between
four data providers and two data consumers. The data providers include mechanical, electrical,

fluidics, and software engineers. The data consumers are comprised of project managers and
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simulation engineers. The study focused on the development phase; thus, TD at subsequent

phases, such as commissioning or maintenance, was not in consideration.

Based on the systematic classification of Li et al. (2015), a synthesis across previous work is
conducted to present the state-of-the-art TD classification for aPS. So far, the reported TD in
previous studies (cf. Figure 6) are still mainly collected from some phases of the software
discipline of aPS (e.g., architecture, code or documentation); thus, further study is necessary to

explore TD in other phases and disciplines of aPS.

In conclusion, despite recent progress by the research community in the classical software
engineering domain to understand TD, TD research in the aPS domain is still limited. The
relevant work on TD is summarised in Table 2 and shows that none of the evaluated studies
succeeds in fulfilling all the identified requirements. It is primarily due to the specific
characteristics and boundary conditions of aPS, the current research results from computer science
could not be (directly) applicable. In addition, different disciplines and tiers working aPS were
not taken into account sufficiently in previous work. Therefore, the research gap is identified as

follows.

Research gap: The information and method for identification, representation, and
prioritisation of TD in aPS are insufficient. In particular, first, an improvement of the TD
classification to support TD identification is needed. Second, additional research on
graphical modelling to represent TD is required. Third, a risk assessment method for a
specific type of TD allowing extensibility, flexibility and automated analysis does not exist.
Fourth, information about benefits, interests, sources and awareness of TD in the aPS

domain is not well reported.

In the following chapter, the research method is presented.
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Figure 6: State-of-the-art TD classification for aPS based on classification of Li et al. (2015)
(white boxes: enlargement; dashed-line boxes: TD types for aPS introduced in Vogel-Heuser
and Rosch (2015a); grey boxes: existing TD (sub-)types according to Li et al.) (adapted from

Capitan and Vogel-Heuser (2017) and Vogel-Heuser and Neumann (2017c)).



26

2. Background and related work on Technical Debt

Table 2. Evaluation of relevant work (sorted into working groups) based on rating scheme in

Table 1.

Work \ Requirement

Reg-

Classification

Reg- Reg- Reqg-Survey

Risk

Modelling

Avgeriou | (Lietal., 2015)

+
Classical SW

(Digkas et al., 2021)

Dell'Olmo | (Franco, 2020)

+

Literature
O

Classical SW

Strategic
level model

Bosch, (Martini et al., 2015), o o
Tichy & (Martini and Bosch, Architectural LC Embedded
Martini 2016, 2017) TD SW
(Besker et al., 2017) o o
aPS SW LC LS
Weippl (Brenner et al., 2019) o o
aPS SW LC
security
Biffl & (Biffl et al., 2019a) o +
Lider Data exchange Tabular LS
approach
(Biffl et al., 2019b, o + o
2019c¢) Data exchange | Preliminary LS
cause-effect
model
(Waltersdorfer et al., o +
2020) Data exchange Tiers not
considered
TUM AIS | (Vogel-Heuser and o o
Rosch, 2015a), Coarse- LS
(Vogel-Heuser et al., grained
2015b)
(Vogel-Heuser and o o
Neumann, 2017c) aPS SW LS
(Capitan and Vogel- o + o
Heuser, 2017) aPS SW Modularity LS
assessment
(Ocker et al., 2019) o +
Design TD Ontologies
approach
(Vogel-Heuser et al., + o +
2021) Mechatronics LC Mechatronics
(Bietal., 2021, 2022) + o +
Mechatronics LC Mechatronics
(Vogel-Heuser et al., + o +
2020a, 2022a) TD not LC Mechatronics
considered

SW: software; LC: limited consideration (only mentioned, no method proposed); GA: general
assessment (assessing risk from TD in general, not focusing on specific TD type); LS: limited survey
(from laboratory plant, personal experience or one company)




3. Research activities

The work program is structured into three parts: (1) data collection, (2) data analysis, and (3)
implementation and evaluation. The relationship between research problems, research
activities (RAs) and publication is presented in Figure 7. In the following, the research

activities are described in detail.

~ Overview of research problems, research requirements and research activities

Problems Requirements Activities
Problem Req-Surve '
(lack of information) a y RAL ;
(data collection) ;
Problem2 . ;
(identification) Req-Classification RA2 .
(data analysis) !
Problem3 _ :
(representation) Reg-Modelling ] RA3 . !
(implementation and !
Problem4 evaluation) !
(risk indicator) Req-Risk o !
heuristic approach

— Research activities Y

-
Gathering TD use cases and state-of-the-practice data from aPS industry

\ . . .
RAL. < |( RA1la — Collecting TD use cases | - |( RA1b — Surveying state of industrial }
Data collection [ (qualitative, heuristic, and | | validiy practice !
{ inductive approach) ] . (quantitative, deductive approach) )

(T T T T Sy (T TBRAYh — Concent far P \
RAZ. < I RA2a — Classification | |{ RA2D — Concept for risk |( RA2c — Concept for TD !
Data analysis | : | I assessment of selected TD | dell dapti o |
| of TD (systematic : (sub-)types : : modelling (adapting existing :
\__ererang etal) i (heuristc approach) _ ) | SPPOaches fom et domans)
~
) v
RA3 Implementation and evaluation of selected aspects of concept
Implementation (T TTTTTTTTTTTTTTmTTTmmT T N I(—___________ _____ 3
and evaluation | RA3a — Implementation of prototypical tool to model TD ! | RASD —Evaluation of TD :
| | | modelling concept |
e / N _
~
| J
~ Publication <
* RAla Paperl . RA1bD Paper2 Eﬁ;i Paper3
« RA2a TD_CaseStudies TD_Questionnaire . RA3a TD_BPMN
: 222? Paper4 + RAla Paper5 Eﬁig Paper6
. RA3b TD_CLD * RA2a TD_GMP + RA2b TD_lIndicators

\. J/
Figure 7: Research problems, activities and publication (namely paper numbers as occur).
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3.1. Data collection (RA1)

This RA aims to address Reg-Survey by gathering concrete TD cases and state of industrial
practice from the aPS industry. The work started with an inductive investigation (cf. RAla in
Figure 7) and a deductive study (cf. RAlb in Figure 7). The inductive investigation was
conducted with case studies, while the deductive approach used an online survey to evaluate
the hypothesis grounded on the findings of the inductive approach. Selected case studies from
companies were conducted to meet practical industrial requirements and theoretical
contributions. Triangulations are employed to increase validity. Examples of triangulation are:
(1) conducting interviews with people from multiple disciplines and roles and companies from
multiple industrial sectors (data triangulation) or (2) using an online survey besides interviews

(methodological triangulation).

3.1.1. Collecting TD use cases (RAla)
An essay questionnaire was developed and gradually improved during the research. The essay
questionnaire was intended for interviews with answers in a long-text format to collect TD data

from different disciplines. The interviews examine:

e Software: (1) TD from mechanical or electrical engineering, which induces undesired
TD to software design and implementation, and (2) methods for TD recovery (e.g.
module revisions or versions).

e Electrics/electronics: TD taken during the cabinet design and start-up phase, which
induces TD in software or mechanics.

e Mechanics: TD taken at the design phase causing long-term extra costs to the
maintenance phase, such as the high effort required to visually monitor the machine for

troubleshooting an issue or for conducting maintenance activities.
The activity follows the heuristic approach with a focus on the following aspects:

e TD at other development phases, such as the manufacturing phase (e.g. electrical
cabinet construction) and assembly phase (e.g. assembly of mechanical and/or electrical
components and software integration).

e TD at the commissioning phase, which features short deadlines that cause time

pressure, and are a common trigger of TD, as aforementioned.
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These focused phases are development steps where TD is most likely to occur. The aimed

deliveries of RAla are:

e Concrete TD occurrences from different disciplines at different aPS development
phases. This activity is also a data preparation step for upcoming activities.

e Qualitative list of sources for TD and existing methods for TD recovery.

3.1.2. Surveying state of industrial practice (RA1b)

For the online survey, a multiple-choice questionnaire was developed based on the existing
questionnaire introduced by Vogel-Heuser et al. (2017a). The existing questionnaire, which
focused on software maturity, was extended with TD aspects. Quantitative results from RA1b
are used as proof for the qualitative results from RAla. In addition, since MM and PM might
follow different development practices (cf. section 2.6.1), it has to be explored how selected
aspects affect TD: (a) MM and PM, (b) project characteristics, and (c) different reusability and

modularity levels.
The aimed deliveries of RA1b are:

e State of industrial practice of TD and its management in the aPS domain focusing on
benefits, interests, sources and awareness of TD.

3.2. Data analysis (RA2)

This RA generalises, classifies, prioritises and represents TD items collected in RAla enlarging
Li et al. (2015) classification. This activity aims to address Reg-Classification, Reg-Modelling
and Reg-Risk.

3.2.1. Classification of TD (RA2a)

Concrete TD items from RAL are analysed to establish a classification for TD based on the
classification of Li et al. (2015). A synthesis across cases is conducted to gradually build a
body of knowledge from individual TD examples.

The aimed deliveries of RA2a are:

e The enlargement of current TD classification for the aPS domain. It should be noted

that RAla follows a heuristic approach focusing on selected aspects (cf. section 3.1.1);
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thus, the completeness of the classification from this work is not claimed and only

selected TD areas are investigated.

3.2.2. Concept for risk assessment of selected TD (sub-)types (RA2b)

Once TD (sub-)types are classified, indicators for selected classes are developed to support
companies in assessing TD. The indicators support the practitioners in identifying upcoming
TD items in the early phases and thus help to prevent some TD. For instance, the proposed
modularity metrics in Vogel-Heuser et al. (2018) or complexity metrics in Fischer et al. (2021)
could be adapted to indicate the low maturity level of other aspects of control software, such
as control code documentation. This activity follows the heuristic approach since it has to study
the distinct parameters of factors influencing activities related to the selected classes. The
proposed concept is based on the GAMP method, which allows extensibility for additional
factors that could be added to different calculation stages. Adhering to the categories of metrics
presented by Hristov et al. (2012) in the classical software engineering domain, a list of possible

indicators is explored for control code documentation artefacts in the aPS domain.
The aimed deliveries of RA2c are:

e A proposal of risk assessment concept for selected TD (sub-)types.

3.2.3. Concept for TD modelling (RA2c)
Once upcoming TD is identified in the beginning, for example, by proposed metrics in RA2b,
the following research activity is to answer how aspects of TD, e.g. sources and effects, can be

modelled. The results from this RA are the necessary inputs for RA3.

There is a need to model TD at different levels, e.g. from strategic to implementation. Besides
TD in the software discipline, the model should include cross-disciplinary TD from mechanical
and electrical disciplines and throughout the life cycle of aPS. In addition, the connections
between related TD items in different disciplines should be annotated in the model. Thus, this
research activity adapts existing modelling approaches from other domains. First, to illustrate
the propagation of TD aspects, e.g. adverse effects, across the life-cycle phases, BPMN is
selected as it allows the extendibility of graphical representation for specifying elements along
a workflow, following the idea in Vogel-Heuser et al. (2020a). Second, CLD is selected
following the idea of Franco (2020) in the classical software engineering domain, which could
be extended to model TD artefacts in other disciplines, e.g. mechanical or electrical. Also, CLD
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enables loop dominance analysis, a method in system dynamics, to derive trends of TD (a

variable in CLD model) over time.
The aimed deliveries of RA2c are:

e Modelling methods for selected aspects of TD, such as sources and effects.

3.3. Implementation and evaluation (RA3)

At this stage, the usability of the selected concept is evaluated to address Reg-Modelling. It
should be noted that the activity only addresses selected aspects of TD modelling with BPMN
and CLD.

3.3.1. Implementation of prototypical tool to model TD (RA3a)

Within this RA, a prototypical implementation of TD adaptation for BPMN is developed to
describe a technical compromise and its propagation in a process model. The tool assists in a
better representation of the TD use cases, e.g. sources and contributing factors to TD, to support
engineers or technicians in illustrating the cases to the management team for further action, e.g.

prioritising repayment for the technical shortcuts.

3.3.2. Evaluation of TD modelling concept (RA3b)
This activity investigates the usability of the CLD+TD concept by surveying industrial experts.

The aimed deliveries of RA3 are:

e Prototypical tool for BPMN+TD modelling with graphical notations to specify selected
aspects of TD, such as sources and effects.

e Experts' feedback on the usability of CLD+TD modelling, e.g. in depicting effects of
TD or in illustrating trends of TD, and improvement potentials.

In the next chapter, the publications are described.



4. Summary of the publication

This chapter highlights the research results obtained during the work reported in six papers
(four published, one accepted, and one submitted) on which this dissertation is based. All
published papers are listed in Scopus or Web of Science databases. The individual contribution
of each paper is described in Table 3. The included papers (namely paper numbers as they
occur) are attached in the Appendix.

Table 3: Overview of the candidate’s individual contribution (for each activity of each paper,
the contribution of all authors is 100%).

Conceptualization Data Elaboration | Writing
collection

Paperl-TD_CaseStudies [published] 10% 20% 50% 70%
Paper2-TD_Questionnaire [published] 20% 20% 60% 80%
Paper3-TD_BPMN [published] 30% 30% 50% 70%
Paper4-TD_CLD [published] 70% 50% 80% 80%
Paper5-TD_GMP 30% 0% 60% 80%
[submitted on 18 March 2022]
Paper6-TD_Indicators 10% 30% 60% 60%
[accepted on 04 May 2023]

Notes:
e Conceptualization: Development and conceptual design of the research project
e Data collection: Gathering, collection, acquisition or provision of data, software or sources
o Elaboration: Analysis/evaluation or interpretation of data, sources and conclusions drawn from them

e Writing: Drafting of the manuscript

4.1. Cross-disciplinary and cross-life-cycle-phase Technical Debt in
automated Production Systems: two industrial case studies and a

survey (Paperl)

Quang Huan Dong and Birgit VVogel-Heuser
Summary of the paper

The surrounding factors and their impacts of TD on the software development aspect of aPS
are studied. Besides the mechanical, electrical and software engineering aspects, the

investigated aPS also include pneumatic or hydraulic aspects. The employed research method
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is TD4aPS (Technical Debt for aPS), which is adapted from the SWMAT4aPS (Software
Maturity for aPS) method presented in (Vogel-Heuser et al., 2017a). The study was conducted
with the participating MM and PM in Germany to collect qualitative TD data from different
contexts. Two case studies are collected from companies in Tier 2 (MM and PM). Case A is
from a MM, and case B is from a PM. Case A represents a TD taken during the design phase
of the examined aPS. Case B represents a TD that arises in the commissioning phase due to

time pressure.

The reported TD items show two typical characteristics of TD in the aPS domain. In case A,
as the TD from the mechanics discipline induces adverse effects on the software discipline, the
TD can be regarded as a cross-disciplinary TD. In case B, as the effects of TD spread to
different life-cycle phase(s), the TD can be regarded as a cross-life-cycle-phase TD. The
identified TD items are categorised according to the systematic classifications introduced by
Li et al. (2015) and Vogel-Heuser and Rosch (2015a).

Based on the results of an online survey, a preliminary evaluation was conducted to examine
the qualitative findings collected from the case studies. This evaluation was intended to
enhance the study’s validity. Early results indicated that the largest additional long-term effort
occurred in the software discipline and time pressure was the most frequent reason for the
choice of TD. Thus, the quantitative results from the online survey seem to confirm the
qualitative results of the case studies. Nevertheless, additional analysis is necessary to validate

the achieved findings.
Individual contribution of the candidate

My contribution to this paper (Dong and Vogel-Heuser, 2018) includes the literature review
and questionnaire preparation. | conducted the investigation by analysing the study data and

visualising the findings. The initial version manuscript was written by me.
This section was published as Paper1:

Dong, Q. H., and Vogel-Heuser, B. (2018). Cross-disciplinary and cross-life-cycle-
phase Technical Debt in automated Production Systems: two industrial case studies and
a survey. IFAC-PapersOnLine: 16th IFAC Symposium on Information Control
Problems in Manufacturing (INCOM), 51(11), pp. 1192-1199. Elsevier.
https://doi.org/10.1016/j.ifacol.2018.08.428
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4.2. Technical Debt as indicator for weaknesses in engineering of

automated production system (Paper2)

Quang Huan Dong, Felix Ocker and Birgit VVogel-Heuser
Summary of the paper

Through the online survey, insights on TD in 48 German MM and PM companies working
with aPS are obtained. The state of industrial practice on selected aspects such as benefits,

interests, sources and awareness of TD in the aPS domain are reported.

On average, PM has a more significant project size and has better TD awareness than MM.
Customer-specific projects suffer more from TD interest, general projects have less TD benefit
than other kinds of projects, and general projects have better TD awareness. When the
electrical/electronics (E/E) discipline takes TD benefit, 43% of TD interest comes to the
software discipline. Notably, in 33% of projects in which E/E engineers are the majority, E/E
engineers do force TD's interest in software discipline. Although software
development/engineering is the most affected discipline by TD interest, it is also the most
beneficial from taking TD. Among the surveyed sources of TD, time pressure received the
most responses, confirming the findings of earlier work such as Martini et al. (2015) in the
domain of embedded systems.

The results also indicated that different modularity levels lead to different reusability levels,
and different levels of reusability result in different TD amounts. Specifically, high reusability
results in low TD interest.

It should be noted that with the online survey method, the result could only provide an overview
of top-level aspects of the state of industrial practice regarding TD in aPS. Recently, more
profound results have been presented in two studies by Vogel-Heuser et al. (2021) and Bi et al.
(2021) with the interview method. However, since these two studies focused on mechatronic
products, there still needs a further investigation on the state of industrial practice of TD in aPS

— a subset of mechatronic products, as aforementioned.
Individual contribution of the candidate

My contribution to this paper (Dong et al., 2019) includes the literature review and
questionnaire preparation. | conducted the investigation by analysing the survey data and

visualising the findings. The initial version of the manuscript was written by me.
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This section was published as Paper2:

Dong, Q. H., Ocker, F., and VVogel-Heuser, B. (2019). Technical Debt as indicator for
weaknesses in engineering of automated production systems. Production Engineering,
13(3), pp. 273-282. Springer. https://doi.org/10.1007/s11740-019-00897-0

4.3. Modelling technical compromises in electronics manufacturing with

BPMN+TD — an industrial use case (Paper3)

Quang Huan Dong and Birgit VVogel-Heuser
Summary of the paper

Some manufacturing plants are relocated because of new market opportunities, labour costs, or
material changes. The plants are often relocated from Germany (Europe) to Asia depending on
the product margins or benefits to allow profitable business. On this subject, a field study is
conducted in Singapore in the domain of electronics products for automation. The surveyed
companies belong to Tier 3 (device or platform manufacturers). Early results indicate that some
TD due to time pressure during the transfer of the manufacturing systems might be needed to
start production as early as possible. This work proposes an initial BPMN enlargement for TD,

namely BPMN+TD, in order to model some selected aspects of the collected TD example.

Two extended graphical notations, namely TechnicalDebtTask and TechnicalDebtltem, are
supported in a basic version of the BPMN+TD prototypical tool. The tool enhances the BPMN2
Modeler project, an open-source Eclipse plugin. BPMN+TD extends the BPMN2 Modeler with
two proposed TD graphical notations above. The description of BPMN+TD is in XML format,
which can be generated by the tool automatically. The generated XML file obtained from the
BPMN+TD tool can be imported into a BPMN engine to create and execute instances of the
defined process model. Thus, the activities related to a TechnicalDebtTask or
TechnicalDebtltem can be assigned to responsible staff or disciplines. Therefore, changes
related to the TD can be tracked. New information added to the BPMN+TD model could help

to prevent knowledge loss in case the related personnel leave the company.

It should be noted that the survey results presented in Paper2 reported a relatively low TD
awareness in German aPS manufacturers. However, this exploratory case study shows quite

good TD awareness at this electronics manufacturer.
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Individual contribution of the candidate

My contribution to this paper (Dong and VVogel-Heuser, 2021a) includes the literature review,
questionnaire preparation, and interview documentation. | conducted the investigation by
performing the transcription and analysis of the interview data, visualising the findings and

developing the prototypical tool. The initial version of the manuscript was written by me.
This section was published as Paper3:

Dong, Q. H., and Vogel-Heuser, B. (2021a). Modelling technical compromises in
electronics manufacturing with BPMN+TD - an industrial use case. IFAC-
PapersOnLine: 17th IFAC Symposium on Information Control Problems in
Manufacturing (INCOM), 54(1), pp. 912-917. Springer.
https://doi.org/10.1016/j.ifacol.2021.08.108

4.4. Modelling Industrial Technical Compromises in Production Systems

with Causal Loop Diagrams (Paper4)

Quang Huan Dong and Birgit VVogel-Heuser
Summary of the paper

A concept, namely CLD+TD, is proposed to model some causal aspects of TD in aPS with
CLD. Following the TD definition by Li et al. (2015), three main factors, including the benefit
of TD, the interest of TD, and the type of TD, are formulated. Due to the interdisciplinary
characteristics of aPS, one TD item might induce another. Thus, an additional association arrow
is introduced to represent TD inducing or injecting another TD. Therefore, CLD+TD includes
four graphical notations to illustrate the above factors: (1) three adjustments of the original
CLD factor box for the interest of TD, the benefit of TD, and the type of TD; and (2) TD-

inducing arrow.

As proof of concept, CLD+TD is applied to model some TD use cases collected in the
commissioning phase of an industrial company working in automation. The findings show the
cross-company or cross-tier characteristic of TD. In particular, the presented use cases reported
the significant influence that the purchasing departments of Tier 1 (customers producing final
products) and Tier 2 (MM or PM) have on decisions to acquire TD in automation, influencing

all participating tiers.
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Following the approach of Haraldsson (2004), a loop dominance analysis is conducted on a
reported CLD+TD model to determine RBP in order to explain the circular trend of TD, i.e.

TD increase and decrease circularly.
Individual contribution of the candidate

My contribution to this paper (Dong and Vogel-Heuser, 2021b) includes conceptualization,
literature review, questionnaire preparation, and interview participation. I conducted the
investigation by performing transcription, analysing the interview and evaluation data, and

visualising the findings. The initial version manuscript was written by me.
This section was published as Paper4:

Dong, Q. H., and Vogel-Heuser, B. (2021b). Modelling Industrial Technical
Compromises in Production Systems with Causal Loop Diagrams. IFAC-
PapersOnLine: 4th IFAC Conference on Embedded Systems, Computational
Intelligence and Telematics in Control (CESCIT), 54(4), pp. 212-219. Springer.
https://doi.org/10.1016/j.ifacol.2021.10.036

4.5. Including validation of process control systems' engineering into the

Technical Debt classification (Paper5)

Quang Huan Dong and Birgit VVogel-Heuser
Summary of the paper

The associated risks with TD may be critical if TD is overlooked or not fixed properly. For
instance, the product might not be used safely (in the healthcare supplies industry) or be
contaminated (in the food and beverage sector) due to a design fault which is not adequately
addressed. The work extends the TD classification for process automation systems that need to
undergo a validation process according to GAMP, which is required for pharmaceutical

production or food processing, for example.

A meta-analysis was conducted with engineering documents provided by a world-leading
machine and plant manufacturer which had been adopting V-Model and GAMP. The functional
specifications followed the V-Model process, and the risk evaluation was in accordance with
GAMP. The compositions described engineering and risk in electrical, software, and
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mechanical disciplines. The risk trace matrix document also includes feedback from the

participating company's customer (Tier 1).

The solution mentioned in each risk entry was assessed to check whether there was a
suboptimal solution; thus, TD could be detected. Two workflows with different approaches
were designed for the study to achieve a TD classification. The two methods supported the
researchers in systematically reviewing and identifying TD in significant long documents
(more than a hundred pages). On the one hand, the bottom-up approach focused on
discrimination between implementation and guidelines/standards. On the other hand, the top-

down approach analysed risk entries.

TD identification was conducted by comparing the identified guidelines with the
implementations. Some selected TD use cases confirmed by industry experts are presented. In
the first example, there was a discrepancy between risk assessment guidelines and practice.
The second example was a discrepancy between practice and GAMP. Regarding example 3,
there was an intentional judging risk as a low priority, although the risk is high and other

options are available (e.g., software bug).

The presented meta-analysis approach on engineering documents can be employed as a TD
identification method for such process control systems. The TD classification for process
automation was thereby enlarged for a specifically critical type of machine that may harm the

health of many humans.
Individual contribution of the candidate

My contribution to this paper (Dong and Vogel-Heuser, 2022) includes the literature review,
evaluation preparation, analysing the study data, and visualising the findings. The initial

version of the manuscript was written by me.
This section was submitted as Paper>5:

Dong, Q. H., and Vogel-Heuser, B. (2022). Including validation of process control
systems' engineering into the Technical Debt classification. Forschung im
Ingenieurwesen/Engineering Research. Springer. (submitted on 18 March 2022)
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4.6. Semi-automatic assessment of lack of control code documentation

in automated production systems (Paper6)

Quang Huan Dong, Birgit VVogel-Heuser and Eva-Maria Neumann
Summary of the paper

Software functionalities of long-lifetime aPS must be enlarged to produce new or more
complex products; thus, the complexity increases. In this case, documentation TD might hinder
source code readability or misinterpretation. This is due to high complexity or poor control
code documentation that might hinder software maintainability, which might introduce
undesired additional costs. In the classical software engineering domain, various approaches
have been introduced to measure software characteristics such as complexity or code
documentation (e.g. code comment). However, a method is lacking to determine the criticality

or quality of documentation in the aPS domain.

A study is conducted to analyse the documentation aspect of the results of a survey. The survey
addressed a German-speaking community (and) involved mechanical-, embedded systems-,
and software engineering disciplines in MM and PM. The analysis indicates that (1) document
availability is poor in early engineering phases, and it later varies at different disciplines or
company sizes, (2) the detail level of in-house guidelines differs at disciplines, (3) automatic
generation of engineering documents is still poorly applied at disciplines, and (4) the usage of

community guidelines is less than the usage of company-specific guidelines or checklists.

A set of factors influencing documentation activities is derived based on the survey results and
state of the art. The focus is on the control code documentation. The work employs the
identified factors and the GAMP method in formulating a risk-based concept to indicate
documentation TD, namely RP14DD. The RP14DD approach is extensible, flexible, and can be
(semi-)automated; therefore, feasible for industrial large-scale control software projects, which
often involve hundreds of POUs. Hence, integrating RP14DD into the risk management process
will support practitioners in identifying and analysing the risks associated with control code
documentation TD in technical systems; therefore, earlier reaction or risk-reduction measures

can be developed to enhance the system quality.
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Individual contribution of the candidate

My contribution to this paper (Dong et al., 2023) includes the literature review, elaboration,

proof of concept, visualising the findings, and drafting the manuscript.
This section was accepted as Paper6:

Dong, Q. H., Vogel-Heuser, B., and Neumann, E.-M. (2023). Semi-automatic
assessment of lack of control code documentation in automated production systems. at
— Automatisierungstechnik. De Gruyter. https://doi.org/10.1515/auto-2022-0146
(accepted on 04 May 2023)

In the following chapter, the research contribution is discussed.



5. Discussion and outlook

To conclude the thesis, a summary of the research contribution is discussed. It relates the
findings to the problems presented in the Introduction. Afterwards, it is reviewed if the

requirements are fulfilled, and an outlook on future work is given.

5.1. Summary of contribution

The qualitative- and quantitative findings (primarily presented in the included papers) and the
approach proposed in this work reveal critical details of undesired costs among disciplines
along life-cycle phases from a TD perspective in the aPS domain. The enlarged TD
classification is provided to contribute to the efforts to support TD identification — the first
activity in TD management — in the aPS domain. In addition, embedding TD perspective into
modelling methods can assist practitioners in presenting TD to involved stakeholders.
Furthermore, the proposed risk assessment of TD in control code documentation can support
the practitioners in identifying upcoming TD items in the early phases. Thus, some TD can be

prevented and therefore, unscheduled maintenance efforts can be reduced.

The work investigates the TD characteristics in different disciplines and phases of aPS. The
proposed concept regarding indicators for the documentation of TD demonstrates how various
metrics collected from different sources (e.g. static code analysis tools or test management
tools) can be integrated into a model to support decision-making in evaluating the risk of TD
in aPS maintenance. This work also supports the idea that integrating the TD concept into
development and maintenance activities is a potential approach for reducing cost problems
related to the aPS. Formulating graphical representations of identified TD during the
development of aPS enables leveraging current knowledge in cross-disciplinary and cross-life-
cycle-phase characteristics of TD in aPS. The thesis also enriches the literature on TD research
in the aPS domain, which is scarce since there were only few publications on the topic primarily
targeting TD in control software. Furthermore, the stepwise research procedure presented in

section 3 can be employed in future work on the TD in aPS.

In the following, the research contribution regarding the four research problems which are

initially stated in the Introduction chapter is discussed.
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5. Discussion and outlook

Problem1: Lack of information about benefits, interests, sources and awareness of TD

in the aPS domain.

Quantitative results on the current industrial practices and preferences regarding
benefits, interests, sources and awareness of TD in the aPS domain are reported in
Paper2. The body of knowledge is enriched with findings on the decision to take TD,
the spreading of TD interests among disciplines in their engineering timeline, and an

overview of TD awareness at MM and PM.

The presented results in Paper2 indicate that the participating companies can quickly
benefit from TD. However, the long-term cost of recovering from TD is significantly
higher than the short-term costs saved. In addition, awareness of TD in these companies
is low. Therefore, the aPS manufacturers should pay more attention to expenditures for
TD. The developed questionnaire can be utilised as a self-assessment method for other

companies to examine their situations with the benchmark findings of this work.

It is worth noting that these findings in Paper2 could only provide a limit and top-level
results regarding the state of industrial practice of TD in aPS as the employed research
method was the online survey. Nevertheless, combined with insights from case studies,
e.g. characteristics of TD or models of relations between TD (sub-)types, these findings
lay a groundwork for the broad-scale evaluation of TD in mechatronic products
conducted by Vogel-Heuser et al. (2021) and Bi et al. (2021, 2022) to study, e.g.
patterns of TD.

Problem2: Insufficient classification to support TD identification in the aPS domain.

The management of TD in aPS demands substantial knowledge and experience on the
TD artefacts. The first step of TD management is awareness, i.e., identifying TD by
studying its causes. Qualitative results are achieved with TD use cases reported in
Paperl, Paper3, Paper4 and Paper5 collected from industrial companies working with
aPS. Following the systematic classification of Li et al. (2015), the body of knowledge
is enlarged with new TD (sub-)types categorized into the aPS life-cycle phases based
on the initial phases and causes of TD. Hence, these details can support practitioners in
correctly and quickly identifying TD in similar cases.

A synthesis across publications is conducted and presented in Figure 8 to provide an

overview of the identified TD which is individually reported in the included papers.
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This work enlarges the current TD classification for aPS (cf. section 2.6.3) with a new
TD type, namely Industrial engineering TD. In addition, new TD sub-types are found
in Manufacturing TD and Commissioning TD groups, which are understudied in earlier
work. Furthermore, new TD sub-types in the risk assessment process are also explored.

Two typical characteristics of TD in the aPS domain, i.e. cross-disciplinary and cross-
life-cycle-phase, are illustrated in Figure 8. TD use cases with cross-disciplinary and
cross-life-cycle-phase factors are reported in Paperl and Paperd. TD use cases
presented in Paper4 show the contagious characteristic of TD spanning from strategic
to implementation phases of aPS. An example of a TD spanning across sites of the
manufacturers is described in Paper3. These findings assist practitioners in

understanding and predicting the effects of TD in aPS.

Findings in Paper5 highlight the contagious characteristic of TD in aPS. TD may not
only spread throughout the life cycle of aPS but may also burden the operating company
and customer consuming the final products, e.g., yoghurt or a pharmaceutical product.
Although Avgeriou et al. (2016b) stated that “technical debt presents an actual or
contingent liability whose impact is limited to internal system qualities, primarily
maintainability and evolvability", these findings provide empirical evidence that the
TD impact could reach further than just internal system qualities. In addition, since the
presented TD use cases show risks and adverse effects on the aPS in the healthcare

sector, the findings are critical as they could help to avoid harming lives.

It is worth noting that due to the heuristic approach to finding TD, this work can only
identify some selected aspects; thus, there is no claim of the completeness of the
classification. The selection of TD use cases reported is based on an accessible
sampling. Despite this limitation, it should be noted that all informants were
professionals with extensive experience in the automation field. Another limitation is
that the research was only performed with aPS working in some industries, such as
automotive, pharmaceutical or healthcare. Hence, the findings may not be generalised
to other aPS sectors. Nevertheless, the collected use cases were from different
companies of different sizes (i.e. small-and-medium, large and very large
organisations) and different tiers, which could provide a decent degree of

generalizability.
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Figure 8: Enlargement of TD classification for aPS following Li et al. (2015) systematic
classification (white boxes: enlargement; dashed-line boxes: TD (sub-)types introduced in
Vogel-Heuser and Rosch (2015a); grey boxes: TD (sub-)types according to Li et al.)
(adapted from Dong and Vogel-Heuser (2018, 2021a, 2021b and 2022)).
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Problem3: Lack of capable methods to represent TD workflow in the aPS domain.

Two methods are proposed to assist practitioners in modelling the cross-disciplinary
and cross-life-cycle-phase characteristics of TD in the aPS domain. First, the work
focused on annotating TD in a process model with the BPMN+TD approach reported
in Paper3. Second, based on Systems theory, the proposed CLD+TD approach in
Paper4 aims at modelling the TD artefacts with the concept of feedback. The presented
novel prototypical hierarchy view could support illustrating the relationship between
factors of the related TD use cases in a 3D view. There, the CLD+TD models could be
displayed at different layers (e.g., from strategic to implementation). This view could
enhance the representation of the synthesised model. Thereby, the root cause and

hierarchy influence of the TD factors can be described in the model relatively quickly.

Compared with the former approaches, BPMN+TD and CLD+TD support engineers or
technicians to represent some TD aspects explicitly, such as involved disciplines, which
was not addressed in (Biffl et al., 2019b) (Martini and Bosch, 2017). In addition, the
CLD+TD approach supports explaining the trend of TD in the crisis point model, which
was just partially verified by Martini et al. (2015).

Problem4: Inadequate approach to evaluate 7D's risk in control code documentation
of aPS.

Quantitative results on the current industrial practices and preferences in Paper6
indicate a lack of documentation in the aPS domain. The presented RPI4DD concept
supports the engineers in measuring the risk of TD in control code documentation in
control software, which is a prerequisite for TD identification and prioritization
activities in TD management. Therefore, the work contributes to the efforts to improve
documentation quality in the aPS domain; thus, engineering artefacts (e.g. complex
code) could be understood quicker. Hence, the time to develop aPS could be reduced,

thus, low costs.

Compared with the former approaches, RP14DD follows a systematic approach, i.e.,
factor hierarchy, which allows an adaption of the proposed concept methodically. The
related work on TD risk assessment approaches, e.g., Biffl et al. (2019a) or Digkas et
al. (2021), did not present concrete steps to systematically enlarge or adapt the

approaches, e.g., to measure the risk of different TD types. Besides documentation, the
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proposed approach can be generally applied to other aspects of control software quality

(e.g., testing) or could be further applied to other disciplines.

Above all presented findings, the enlargement of TD classification shown in Figure 8 is
considered the main contribution of this thesis. In the following, the fulfilment of the stated

requirements is discussed.

5.2. Fulfilment of the requirements

A self-assessment of the fulfilment of the requirements is conducted and presented in Table 4.
Significant concerns might arise as there is still a requirement partially fulfilled. However, the
three fulfilled requirements show the positive outcome of this work. Due to the heuristic
approach, only selected aspects of TD in aPS are addressed in this work. Nevertheless, the
work still follows the design science research approach. For instance, industrial studies were
conducted to collect TD use cases, followed by proposing concepts to model the collected TD
use cases and evaluating a selected concept's usability.

Although Reg-Modelling is just partially fulfiled, both proposed methods BPMN+TD and
CLD+TD allow abstraction by simplifying and annotating some selected aspects of a TD use
case with graphical and textual notation. Since the proposed methods are adapted from BPMN
and CLD, which are well-known modelling methods, thus, the BPMN+TD and CLD+TD
models could be interpreted by stakeholders with trivial training (interpretation). Regarding
executability, the generated XML file from the BPMN+TD model with the prototypical tool
can be imported into a process execution engine. The source code of the tool is published online
(Dong and Vogel-Heuser, 2023). In addition, the presented CLD+TD models can be simulated
using system dynamics modelling and simulation software application such as Simantics

System Dynamics (Simantics Team, 2022).

To fully address Req-Modelling, future work can include more aspects (e.g., additional TD
notations or factors) to enhance the results since the presented approaches in Paper3 and

Paper4 are extensible.
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Table 4: Summary of the rating of requirement fulfilment (+ fulfilled, o partially fulfilled, -

granularity of TD classification
with convenience sample at aPS
life-cycle phases.

not fulfilled).
Requirement Rating | Detailed Rating and Reference to
Publication
Reg-Classification — Improved Fulfilled - An enlargement of TD

classification (cf. Figure 8) is reported in
Paperl, Paper3, Paper4, and Paper5. The
work considers TD in different disciplines and
life-cycle phases of aPS. As this work is
exploratory and heuristic, there is no claim of
the completeness of the classification, but
selected aspects of TD in the aPS domain were
reported.

Reg-Modelling — Support of
modelling TD use cases
considering discipline and life-
cycle-phase aspects to illustrate
the propagation of TD.

Partially fulfilled — Paper3 presents a BPMN
adaptation, i.e., BPMN+TD, to annotate
selected aspects of a TD use case in a process
model. Paper4 introduces the CLD+TD
concept to model selected TD artefacts with
CLD. Although the BPMN+TD and CLD+TD
approaches are modelling methods with
graphical notation, the requirements for
abstraction, interpretation and executability
are still not fully addressed yet. In addition,
Paper3 only reported early findings and initial
enlargement of BPMN for TD; therefore, those
results can be seen as complementary results
of this thesis. Thus, further work is needed to
incorporate more aspects of TD to build up
comprehensive TD notations.

Reg-Risk — Support of
assessment of the risk aspect
associated with a specific type of
TD.

Fulfilled — Paper6 addresses selected factors
of (semi-)automatically identifying
documentation TD and proposes a Risk
Prioritisation Number of Documentation
concept, i.e., RPI4DD. The applicability of
RP14DD on control code documentation TD in
aPS is presented. Extensibility and flexibility
are considered in the approach.

Reqg-Survey — Quantitative and
qualitative industrial survey
including companies at different
tiers working with aPS.

Fulfilled — All included papers consider data
from the industry, including companies from
different tiers working with aPS. Multiple
industrial TD use cases were reported.
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A self-assessment of the assumptions for requirements is also conducted and presented as
follows. First, after each interview, the TD classification has been gradually enlarged with new
TD (sub-)types identified. The improved classification supported identifying TD more quickly
at the subsequent interviews. Thus, the Reg-Classification assumption — identifying TD more
effectively with TD classification improved — held. Second, the BPMN and CLD adaptions
were employed to model selected aspects of TD in some aPS development activities such as
design, documentation or commissioning. Thus, the assumption the Reg-Modelling
assumption — applicability of graphical modelling to represent all types of TD — is possible to
be held. Third, a set of factors influencing control code documentation was successfully derived
to indicate the risk of documentation TD. Thus, the Reg-Risk assumption — measuring the risk
of a specific TD with the related aspects driving that TD — is possible to be held. Fourth, the
results from the online survey seem to confirm the qualitative results of the case studies. Thus,
the Reqg-Survey assumption — the validity of results from an online survey — is possible to be

held. Therefore, the presented requirements for TD in aPS seem to be proper for future research.

5.3. Outlook

The awareness of TD in the aPS domain is still moderately low; thus, undesired costs for
unnoticed TD. The cross-disciplinary and cross-life-cycle-phase characteristics of TD in aPS
increase this problem. Since the proposed methods to model TD use cases could assist in
documenting and presenting TD to different stakeholders in the surveyed companies,
awareness of TD in aPS could be increased. Towards further steps in TD management (e.g.,
assisting management decisions on TD in aPS), additional research is required on two other
aspects (industrial engineering and management), according to Panetto et al. (2019). There,
directives for the identified TD could be developed.

This work explored TD in aPS operating in some sectors (e.g., industrial automation in
healthcare). More exploration in other sectors of aPS is required to enlarge TD classification
further and investigate how sector characteristics (e.g., types of automated manufacturing
processes) influence TD. The difference in TD awareness at the surveyed electronics
manufacturers in Singapore and the surveyed German aPS companies raises an interesting

question:

e How are global aPS companies coping with TD?
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Future work could study global aPS companies' characteristics, i.e. international aspects, to
answer the above question. For example, early findings presented in Paper3 indicate a
significant misunderstanding of qualification of maintenance staff or operators when plants of
the electronics manufacturers are relocated from Europe to Asia. Future research can be carried
out with global automotive companies, which are building factories around the world to
produce specific cars or branches for e.g. different markets. It can examine if those car-makers

encounter any TD like the ones reported in Paper3.

Although many articles discuss TD in the computer science domain, there were only some
conference papers and no journal paper fully dedicated to TD in aPS before Paper2. Due to a
more rigorous review process, a journal paper is often seen as superior to a conference paper;
thus, the acceptance of academic researchers on Paper2 shows that the topic of TD in the aPS
domain has scientifically gained more recognition. Hence, opportunities for further
publications can be seen since there are many results of TD's work in computer science that

could be transferred or adapted for aPS or other domains.
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Cross-disciplinary and cross-life-cycle-phase Technical Debt in automated
Production Systems: two industrial case studies and a survey
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Abstract: Technical Debt (TD) metaphor was introduced at classical software engineering domain more
than two decades ago. Outcomes of TD research have been gradually showing the benefits, which support
practitioners to identify and remove TD items, thus reduce the maintenance cost. Recently, TD concept has
just been successfully introduced into automated Production Systems (aPS) domain. aPS have long
operation time, which has significant maintenance cost. In aPS domain, the research about TD is more
complex, because besides software, aPS consist of other disciplines such as mechanical and electrical parts.
Strong relationships of these three disciplines have substantial influences to development and maintenance
phases of aPS. Thus, it is a challenge to study TD items in this domain. We need a broader investigation
with involvements from multiple departments, to examine TD in aPS, rather than just analyze software
part. However, up to now, most researches about TD in this domain still focus on software part only. This
research studies TD items in aPS concerning the surround factors and impacts of these factors to the
software side. The research method is TD4aPS, an adaption of SWMAT4aPS benchmark process to TD
research for aPS. We select and present two typical case studies in the paper. One case is from a machine
manufacturer. Another case is from a plant manufacturer. Two typical characteristics of TD in aPS domain
are shown: cross-disciplinary and cross-life-cycle-phase. From analysis, the detected TD items are
classified then short- and long-term recommendations are proposed. We validated qualitative results in
case studies by quantitative results from an online survey received from German industrial companies
working with aPS at 40 different markets.

© 2018, IFAC (International Federation of Automatic Control) Hosting by Elsevier Ltd. All rights reserved.

Keywords. Integration of Knowledge/Competence in Enterprise Modelling Framework, Enterprise System
Quality Improvement, PLM Systems

decades. There are machine and plant manufacturers in aPS

1. INTRODUCTION domain. While the machine manufacturers could integrate and

Coined by Cunningham (1993), Technical Debt (TD) is a
metaphor used to describe the long-term negative impact from
a sub-optimal solution in the source code to meet the deadline.
TD causes significant effort to maintain a software system.
The TD concept has been significantly paid attention and up to
now, it is a well-known research topic to both academia and
industry in classical software engineering domain, according
to Li et al. (2015). TD is a friction to software development,
see Avgeriou et al. (2016a). However, TD is still unfamiliar in
aPS domain. In aPS domain, the production process is driven
by the software running in the programmable logic controllers
(PLC). The development process of aPS is more complex than
development process of classical software engineering
process. aPS is developed in a jointly process, which three sub-
processes occur in parallel at the mechanical, electrical and
software disciplines. The processes at three disciplines are not
started at the same time but slightly overlapped, because of the
dependencies. The mechanical design phase usually starts
first. When mechanical engineers have a preliminary design,
process at electrical engineering is started. The electricians are
responsible for the connection between sensors, actuators and
PLC. In consequence, software engineers are responsible for
developing PLC programs. aPS have long life time up to

test the systems before a delivery, the plant manufacturers
could not be able to verify the whole systems due to heaviness
and large dimensions of the modules. Thus, the first time that
many systems are fully integrated and verified, is often at
commissioning phase, which happens at a customer site.
During this phase, on-site engineers are always under a high
pressure, because the customer wants to start the production at
the earliest. This pressure could be a trigger of choosing sub-
optimal solution if an issue occurs during commissioning
period. Recently, applicability of TD concept into aPS domain
was successfully demonstrated in Vogel-Heuser et al. (2015a).
An open research direction is to collect more examples of TD
items from industrial companies to build a comprehensive TD
classification for aPS domain (Vogel-Heuser et al., 2015b).

In this research, besides three mentioned disciplines (i.e.
mechanical, electrical and software parts), the studied
systems also include hydraulic or pneumatic sides. Hereafter,
the term mechanics includes mechanical, hydraulic and
pneumatic aspects. Based on the classification in Li et al.
(2015), the main contributions of this research are to: (1)
collect and analyze more examples of TD items from case
studies in industrial aPS companies; (2) propose short- and

2405-8963 © 2018, IFAC (International Federation of Automatic Control) Hosting by Elsevier Ltd. All rights reserved.
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Fig. 1. Taxonomy of indicated TD items from case studies at production systems in this research

long-term recommendations for identified TD items; (3)
extend current TD classification with cross-disciplinary, cross-
life-cycle-phase sub-type TD (see Fig. 1). Another
contribution is TD4aPS - Technical Debt for aPS - process. We
adapt SWMAT4aPS benchmark process (Vogel-Heuser et al.,
2017a) to TD4aPS as a research method for TD research in
aPS domain.

2. RELATED WORK IN RESEARCHING TD IN
SOFTWARE ENGINEERING AND aPS DOMAINS

There have been many studies about causes of TD and TD
impacts on maintenance cost in classical software engineering
domain. Seaman et al. (2015) indicated many potential
avenues of further TD research at other communities and
domains. However, TD studies in aPS domain are still limited
so far.

In classical software engineering domain, a comprehensive
classification of TD types and subtypes was presented by Li et
al. (2015). Avgeriou et al. (2016b) indicated TD always relates
to cost. First, TD is the effort, which was saved by developing
a low quality software to meet the product delivery date. After
that, TD is the cost, which has to be spent in the refactoring
activities for software system. Furthermore, violations on
architecture level (e.g., improper software design) might
indicate maintenance problems, as Zazworka et al. (2014)
pointed out.

Near to aPS domain, Martini et al. (2016) successfully
identified some factors causing TD in embedded software
development. One significant factor triggering TD is the

pressure to deliver the systems on time. This study showed that
if TD is not managed, then a large refactoring or a redesign is
needed in order to add new features into the system later.

In aPS domain, Besker et al. (2017) conducted a study at one
company developing aPS. This study identified TD was
causing significant additional effort as the company “spends
quite a lot of resources in paying the interest on Technical
Debt, on average 32 % of the development time” but TD was
not recognized at a company level yet. Focus of this research
was on software discipline and the authors indicated the
importance to conduct further study on how different
disciplines interact with each other in a TD perspective.

Vogel-Heuser et al. (2017b) focused on reusability and
architecture of aPS software at several industrial companies.
This study proposed some guidelines to prevent similar TD
items indicated in code structure of aPS software. Capitan et
al. (2017) tried to adapt some existing software metrics from
the software engineering domain to aPS domain. The research
focused on TD items regarding size, complexity and
modularity aspects of aPS software. This study was performed
on a laboratory aPS demonstrator. Two above studies found
many new TD subtypes, according to classification of Li et al.
(2015). However, focuses of these studies were still at software
discipline of aPS.

Vogel-Heuser et al. (2015b) reported some examples of TD
items at other disciplines (i.e. mechanical and electrical) of
aPS. Vogel-Heuser et al. (2015a) enlarged the TD
classification of Li et al. (2015) for aPS domain. Enlarged TD
types described in these two studies were based on additional
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aPS life cycle phases in compared to software life cycle phases
of classical software engineering domain (see Fig. 3 for aPS
life cycle phases). However, the presented TD items were from
personal experience of the authors or from a laboratory
demonstrator only.

In conclusion, to the best of our knowledge, there is lacking a
systematic study about TD items causing cross-disciplinary
impact in industrial companies in aPS domain. This research
aim is to fulfil this gap by conducting case studies at industrial
aPS companies with involvements from multiple disciplines.
Cross-life-cycle-phase TD items would also be examined.
Thus, our contribution would gain a broader knowledge about
TD in this domain.

3. STEPS OF THE RESEARCH

This section describes the activities conducted with
participated machine and plant manufacturers in Germany
(target groups of the study). We revised the benchmark process
for aPS software maturity (SWMAT4aPS) in Vogel-Heuser et
al. (2017a) to TD4aPS to serve new focus of this research:
cross-disciplinary and cross-life-cycle-phase TD in aPS. The
adapted process is illustrated in Fig. 2.

At preparation phase, we retrieved necessary data about the
existing obstacles in aPS development then developed two
questionnaires by some initial interviews (activity (1)). The
essay questionnaire was intended for interviews at next phases.
The multiple choice questionnaire was intended for an online
survey. The multiple choice questionnaire was an
enhancement of an existing survey (Vogel-Heuser et al.,
2017a) focusing on software maturity. Activity (1) was a
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revision of the corresponding activity in SWMAT4aPS in
order to adapt to new context in this research.

A new phase (beta test) was added because of two reasons.
First, we wanted to check the required time which the
questionnaires could be finished, because we assumed
industrial people could only spend short time for our activities.
Second, we wanted to check if the multiple choice
questionnaire could gain a holistic view on current
development and maintenance activities in the company of a
participant (in online survey) and the essay questionnaire
could gain enough information of a case (at interviews) for
further analysis. First, based on the essay questionnaire,
interviews were executed with two experts from industry in
activity (2), who had some knowledge about TD already.
These experts were a leader from development department and
an engineer from quality department. Two experts were from
different companies. The received feedback from experts was
incorporated into both questionnaires. For example, technical
debt term should not be directly introduced when starting an
interview. It might be misunderstood as a development
process, if an interviewee is new to TD concept. It should be
better to use workaround term, which is more familiar to
people in industry, when starting a discussion then TD
definition could be consequently introduced. Another
feedback was about reasons of suboptimal solutions: “Rushed
to meet the delivery date” and “Pressure to keep the system in
operation” should be generalized to “Time pressure”. Second,
in activity (3), we gained assessments from two other
industrial experts to enhance the efficiencies of the multiple
choice questionnaire. We selected candidates from different
companies to the companies in activity (2) to gain suggestions
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from different contexts. An example of valuable feedback to
us was: “We should ask for the number of workarounds being
longer than 1 year, 3 years or 5 years in the system. The aim
of that questions is to indicate whether there arises an
accumulation of TD and whether there is a critical value that
indicates a high increase of effort in order to dissolve the
workarounds (e.g. workarounds building up on each other,
new development based on the workaround).” We also
retrieved assessments of people from our survey publisher.
Instead of broadcasting the survey by ourselves, we chose a
professional publishing service, which could reach large
number of participants in our target groups to ensure quality of
the responses. Feedback from people at the publisher also
supported us to order, show or hide the questions properly,
according to the choices of previous questions. As a result,
although we added many questions into the existing
questionnaire (the revised version has more than 50 questions),
we were still able to maintain the minimum required time, in
which a participant needs to answer all questions,
approximately 20 minutes in average (the upper limit for an
online survey, according to publishing experts’ experience).

Two final phases (experimentation and reporting) were similar
to corresponding phases in SWMAT4aPS. There was just a
minor adjustment which activity (4) was a replacement of
expert analysis activity. Other activities ((5), (6) and (7)) were
existing activities in SWMAT4aPS. Activity (4) and (5) were
performed in parallel. First, the main interviews were
conducted at other industrial organizations based on the
revised essay questionnaire (activity (4)). These interviewees
were with people from multiple disciplines (i.e. electronic
engineering, control systems engineering, instrumentation
engineering and mechanics engineering). Roles of the
informants varied from manager to engineer. During this
period, we found two interesting cases (reported at next
section, Section 4). More investigations (e.g. additional
questions, interactions, etc.) were performed with the
interviewees to study these two cases carefully. The analysis
was not only based on data of current cases, which reported by
the interviewees in this activity {rc3}, but also referred to
obtained data at previous activities {rcl, rc2} as a source of
information for similar cases. Hence, discussions as well as
issue detection could be performed faster after each interview
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because participants could only spend limited time (one hour
in average) for each the interview as aforementioned. Second,
we illustrated the qualitative results from activity (4) in
activity (7). We validated these results by quantitative results
from an online survey from activity (5) and (6). Data from the
online survey was processed in activity (5) then illustrated in
activity (6). Finally, reporting activities aimed to provide a
holistic view about the participated aPS manufactures. On one
hand, the quantitative results of activity (6) focused on whole
status of development and maintenance, thus, could be used to
validate the results in (7). On the other hand, the qualitative
results of activity (7) could provide in detail cases which TD
items causing unscheduled efforts to participated aPS
manufacturers.

4. ENLARGEMENT OF TD CLASSIFICATION FROM
CASE STUDIES AND CORRESPONDING
RECOMMENDATIONS

In this section, two typical cases studies are selected and
described from a machine manufacturer in case A and from a
plant manufacturer in case B. The issues in case studies are
analyzed then indicated TD items are classified. The TD in
case A occurs at the detailed design phase of an aPS. The TD
in case B arises at commissioning phase, after aPS are
developed and delivered to customer site. The starting points
of indicated TD items referring to aPS life cycle are briefly
presented in Fig. 3. After an analysis to detect TD items, short-
and long-term recommendations are proposed to each specific
case. TD items in these case studies show typical
characteristics of TD in aPS domain: cross-disciplinary TD (in
case A) and cross-life-cycle-phase TD (in case B). Due to
confidentiality agreements with the participated companies,
only abstracted results are available.

4.1 Case A — machine manufacturer — Design TD introduced
by mechanical engineers

In one product line of this manufacturer, the machines are

equipped with multiple-stage hydraulic cylinders, which are
used to generate forces. A multiple-stage hydraulic cylinder
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Fig. 3. TD in two cases according to life cycle phases of aPS in Vogel-Heuser et al. (2015b)
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Fig. 4. Potential safety issue to the machines in case A (weak
connection could be broken if big negative force occurs)

contains multiple sub-cylinders, which have different surface
sizes. The sub-cylinders are ordered by surface sizes (the force
is increased from small to large surface sub-cylinders
following Pascal’s principle). Based on the detailed design,
piston rods of these sub-cylinders are mechanically tightened
together. Regarding the control system, the cylinders are
controlled by closed loop controlled circuits (one for each sub-
cylinder). This design has some weak points at connection of
piston rods. There could be some negative forces and these
forces will stress the mechanical connection (see Fig. 4). If the
connection is broken, the cylinders could be damaged. To
avoid these negative forces, a workaround in control software
was developed observing the forces in the sub- cylinders to
adjust control parameters if negative forces occur. These
control parameters need to be optimized repeatedly because
the cylinder movement is complex. Thus, it will last a concern
during the complete lifetime of these machines. According to
the interviewee, the hydraulic cylinders need to be re-
designed. However, due to technical and cost reasons, a re-
design activity for these cylinders was never scheduled
because the development project of these machines was closed
commercially already. Impact of the issue in the mechanical
part was rated as high and in the control software part as
medium level.

4.2 Case B — plant manufacturer — commissioning phase

This manufacturer builds plants for furniture and building
companies. In these aPS, at a workstation (WSI1), raw
materials are manipulated to form the first stage of a product
(PS1). The PS1 products are then transported on a ramp to next
workstation (WS2) in the production process. To optimize
energy consumption, at WS2, the products are operated in
batch, which means several PS1 items from the line are
collected before the procedure at WS2 is triggered,
constructing the second stage of the products (PS2 items). The
process can be configured by control software settings or
parameters so called process settings. This plant manufacturer
is expanding its market boundary across continents and the
needs of new customers might be different to current capacity
of the systems. During commissioning phase at a customer’s
site, an on-site engineer identified reason for the lack of
functionality and adjusted production- and ramp-speed
parameters by using a trial and error strategy. Adjusting these
two parameters only worked for certain range of product
formats (e.g. product dimensions). When the engineer tried
producing other ranges in order to adapt with changes (i.e.

Quang Huan Dong et al. / IFAC PapersOnLine 51-11 (2018) 1192—1199

different raw materials, different velocities) at later phases,
items on the ramp were hitting or overlapping each other when
being collected prior to WS2. The hitting/overlapping issue
resulted in damaged PS2 products afterwards (illustrated in
Fig. 5). However, the engineer abandoned to perform any
further experiments or adjustments for other formats
immediately because of time pressure to produce first products
to be sold. This could be an intentional easier decision for the
engineer and less trouble with the customer. Thus, he took TD,
which will cost even more money in the later phases. The issue
in control software parameters was ranked as high level.

4.3 TD analysis and classification

As the development process of aPS involves multiple
disciplines, when a sub-optimal solution from one discipline
causes negative affects to other discipline(s), it is considered
as a cross-disciplinary TD. When interest of TD spreads to
different aPS life cycle phase(s), it is considered as a cross-
life-cycle-phase TD. During the analysis, when a new TD item
is indicated, we compared its type with the existing TD
categories in the classifications of Li et al. (2015) and Vogel-
Heuser et al. (2015a). The taxonomy of TD items identified
from this research is presented in Fig. 1.

In case A, the first TD item (fault in mechanical design is not
fixed) is classified into Mechanical design TD group. This
mechanical design fault induces a software design TD
(covering the mechanic TD in software design) introducing
additional code, which does not fit into the control code
architecture or any library module to be used for future plants.
The cylinder movement is over controlled in software. An
undesired extension of control software functionality has to be
realized due to constraints from mechanical discipline. Thus,
this TD in mechanical design is a cross-disciplinary TD
because interest of this TD has extended to the software
discipline. This modularity violation causes low quality of the
system such as low decomposability. As aforementioned,
violation in modularity might indicate maintenance problems.
For example, a variant is generated which will only be used
once but needs to be maintained for all software updates of this
plant. Another example is, it is difficult to isolate the modules
for investigation of another kind of issues.

In case B, the intended delay in testing changes at later phases
in all settings or parameters resulted in a TD. The cost to test
process settings for those changes could be foreseen as an
addition cost of next life cycle phases, when the plant runs
more efficiently with higher quality and throughput.
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Fig. 5. Production issue in case B due to insufficient
configurations in process settings



Quang Huan Dong et al. / IFAC PapersOnLine 51-11 (2018) 1192—1199

Steps: Legend:
1 Choose a project, filter the cross-disciplinary TD Cost of normal
items from the task list. tasks

Cost to cover
mechanics design
TD

2 In chosen project at step 1, review the effort to cover
cross-disciplinary TD items at each department I
3 Do step 1 and 2 at other projects to find total cost to
cover cross-disciplinary TD items at each department Cost to cover
software design
TD, which induced

from mechanics

4 | Review the maturity level of each department and
— adjust the cost centers if necessary.

- design TD
Project 3
Project 2
Project 1 1)
Mechanics:
- Normal tasks (Cost M1) additional
Software: S unscheduled
- Normal tasks (Cost: 51) 3 effort
- Technical debt:
- Task: cover mechanics design TD
(2 M g M| s
3 33
Z“ g‘ S planned
[ | 2 cost
M s M|S miE M s M s
1[4 2||2 3|3 T4 T4
5 Q@ 5 @ o @ > @ o @
o & S (S (S < &5
IS s L s L &L s &
A £ £ s
o 9 o 9 o 9 & 9 & @
< & < < <
Project 1 ijéct 2 F’rojéct 3 Total cost Need an upﬂate (assign the

additional costs from software
department to mechanics
department account)

\3J A\ 4

Fig. 6. Long-term recommendation for case A

Moreover, the production of customer would need to be
suspended while the engineer is testing process settings for
each new situation. Hence, long-term negative impact from
this TD becomes apparent to next life cycle phases due to this
TD at commissioning phase. This cross-life-cycle-phase TD is
Changes are not tested. Since it is at the commissioning phase
already, this TD would not belong to the test phase. Thus, this
TD is categorized into Commissioning TD group.

4.4 Recommendations to prevent/remove TD

Before providing a recommendation, we tried evaluating
surround factors (e.g. from financial and controlling matters)
to increase the possibilities which the recommendation can be
considered and applied in short- or long-term perspective.
From the interviews, an important information, which should
be noted, is even if the aPS manufacturers would like revise
the faulty design artefacts after a project has been delivered
and TD has occurred, they may not be able to because they
cannot assign necessary working hours to correct the fault to
this old project any more. It is because the project was closed
commercially already. This reason is also confirmed by
personal experience of the authors when working in industry.

In case A, it is about a closer cooperation in between
disciplines. Unfortunately, in this situation there is no other
way than accepting cross-disciplinary TD due to time delivery
fixed in the contract and the project is already closed. If an
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additional unscheduled activity was added in a project (e.g.
extra effort to develop an extension in software in this case
study), there is a high chance that actual cost has exceeded
planned cost. In addition, this situation might occur at other
projects which might use shared resources (e.g. designers or
technical designs) or follow similar development process to
the project in this case study. Thus, for this case, a long-term
recommendation is to collect different TD items in between
different departments gathered over different projects. The
company should start to inspect spent time from each
discipline in the projects to filter the cost, which is used to
cover TD from other disciplines. These steps could support the
company to indicate the maturity level of each department to
assign the appropriate cost centers. In case it is always the
software department which has to cover mechanics TD this
would be a good indicator for the management team about the
maturity of the mechanics department and it would be
necessary to assign the additional costs in the software
department to the mechanics department accounts (cost
centers). Fig. 6 summarizes the recommendation in four steps
(from (1) to (4)) and illustrates an example result of this case
(mechanics discipline has low maturity level) after applying
these steps.

In case B, for short-term resolution to remove TD, a possible
approach is, the on-site engineer would study the production
agenda of the customer then update maintenance task list
accordingly. These “outlook” tasks can support the on-site
engineer to plan and remember that there are some tasks,
which need to be done before a production situation changes.
The steps and possible tasks are illustrated in Fig. 7. These
tasks need to be checked regularly. Otherwise, there could be
another trouble if some components (e.g. the ramp or the
sensors) are impacted when the hitting-and-overlapping issue
occurs. For long-term solution, the company could consider
Steps:

1) Review the parameters

2 ) Analyze the production schedule

3 ) Define the tasks to remove TD

Tested parameters

Parameter 1: Production speed
Parameter 2: Ramp speed

Not tested parameters
Parameter 3
Parameter 4 1

Parameter k

Parameter n

Product 1 e 2
Required format: F1
Required y: V1
Product 1. 2 ——
e d formats: F1, F2
Required velocity
Product 1, 2 I
Required f ts: F1, F2
Required velocities: V1, V2
Start-up date Day X Day Y TIME
Production schedule with different product formats and velocities
3
Due dates of task list to remove TD
Start-up date
Task 1. Tested production speed and ramp speed to produce F1with V1
Day X

O Task 2: Test parameter 3 and 4 to produce F1 and F2 with V1
Day Y
O Task 3: Test parameter k to produce F1, F2 with V1 and V2

Fig. 7. Short-term recommendation for case B
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applying some virtual commissioning techniques before the
commissioning phases of other plants. One noteworthy
technique is presented in St} et al. (2016) by researchers from
both academia and industry. The virtual commissioning
techniques could support the engineers in the preparation for
possible situations, which can be extracted from production
schedule of new customers. If an issue is found before
commissioning phase, the engineers could have enough time
to find an optimal solution for it. Hence, TD could be
prevented at later phases of aPS. There is an increasing use of
virtual commissioning techniques when developing the
automated manufacturing plants, according to Sifl et al.
(2016).

As aforementioned, currently, plant manufacturers are only
able to test the systems at customer site. If an issue occurs at
another commissioning phase of another customer and it
would take time to implement optimal solution or an optimal
solution is not available yet, then on-site engineers tend to
choose a sub-optimal solution to meet deadline of this short
phase. Thus, TD is triggered and an extra effort might be
required to remove TD later. When an aPS manufacturer (for
instance, company in case B) tries expanding its market
boundaries, different requirements from new customers might
come to the development team. This means that the
development team needs more preparations to the market
expansion. Rdsch et al. (2014) demonstrated a significant
approach to verify faults and reliability of plants. The test cases
are generated from timing sequence diagrams. This approach
could work at the component level. In case B, the manufacturer
met an issue with the timing when the products flow from one
to another workstation. The similar issues could occur at new
plants. Model-based testing methodology could support the
development team to detect these troubles prior to the
commissioning phase; because one advantage of this approach
is, the timing as well as the diversity of the materials could be
defined and verified at early phases of aPS development
process. As this technique could support the team cover more
cases at early phases, the on-site engineers could meet less
problems at commissioning period. This preparation could
support aPS manufacturers to prevent the TD. The
organizations do not need to spend extra effort for paying
interest of TD and could operate more economically. As
aforementioned, TD always corresponds to cost. Hence, the
model-based testing technique could be considered as another
suggestion to the company in case B as well as other plant
manufacturers.

5. ADRAFT EVALUATION BASED ON ONLINE
SURVEY RESULT

The intention of this step is to construct validity of this study.
The research results from case studies could be more objective
if they are validated by another source of information —
quantitative results from an online survey. The information
from an online survey is often gained in a structured form and
has a large volume. Only full responses are considered in this
evaluation phase. A full response is counted when the
participant submitted the answers for all questions. There were
79 full responses. The feedback was received from German
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Fig. 8. Most frequent reasons for the choice of a suboptimal
solution instead of the most reasonable one (blue columns are
top three reasons)

industrial organizations working with aPS at various markets.
The participated companies were operating at 40 market
domains. Those markets included automotive, medicine,
packaging machinery, robotics and automation, etc. The
participants were from multiple disciplines such as mechanics,
IT, electronics/electrical engineering, etc.).

First, we focus on comparing causes of the suboptimal
solutions in the case studies with frequent reasons of
suboptimal solutions, identified from the online survey.
Regarding the question “What are the most frequent reasons
for the choice of a suboptimal solution instead of the most
reasonable one?”, the top three answers were Time pressure,
Short-term cost saving and Lack of experience. Each
participant could choose more than one answer in this
question, since there might be multiple triggers of choosing
suboptimal solutions at one company. Fig. 8 illustrates an
overview on how the answers were voted by participants. The
result of this question can confirm validity of the causes being
found in our two case studies. In case A, Short-term cost
saving and Lack of experience reasons triggered the long-term
and cross- disciplinary additional effort. In case B, Time
pressure at commissioning phase led to unscheduled extra
effort at next life cycle phases of aPS.

Second, we focus on disciplines which are being affected by
additional long term effort (unscheduled cost). Regarding the
question “In which discipline does the long term additional
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Fig. 9. Discipline in which additional long term effort occurs
(software and mechanics disciplines have the highest
unscheduled efforts — blue columns)
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effort occur?”, the informants ranked software discipline has
the most occurrences of long term additional effort and
mechanics discipline is at the second position (see Fig. 9).
Each participant could only choose one answer in this question
since we wanted to determine the discipline where has the
most additional effort, which comes closest to experience of
that participant. The results at software and mechanics
disciplines match with the recommendation to case A. It shows
that other machine and plant manufacturers participated in the
survey might have similar problem to the company in case A.
Thus, it is suggested that those manufacturers conduct a review
on their open projects, focusing on the tasks of software and
mechanics disciplines, to check if TD occurs.

In summary, the quantitative results of the survey would seem
to confirm the findings of the case studies, but further analysis
is required in the future to validate achieved results.

6. CONCLUSION AND FUTURE WORK

Industrial case studies show TD from mechanical discipline
has significant interest to software discipline of aPS. In case
cross-disciplinary TD occurs, efforts from multiple disciplines
might be required to remove that TD item completely. Cross-
life-cycle-phase TD items are also presented. New cross-
disciplinary and cross-life-cycle-phase TD items found in case
studies are categorized and an enlargement of current TD
taxonomy for aPS domain is achieved. The recommendations
to remove/prevent TD items in case studies could be generally
applied to other machine and plant manufacturers. We also
present TD4aPS, an adaption of SWMAT4aPS benchmark
process, as a systematic research method for TD in aPS
domain. It shows that SWMAT4aPS is extendable and could
be adapted to serve further research needs in aPS domain.

For upcoming work, additional evaluation of results from the
online survey would be conducted. We plan to collect more
examples of TD related to electrical/electronic discipline (e.g.
TD from cabinet construction phase or TD from
electrical/electronic engineering and software integration
phase). We also plan to conduct further research at
international aPS companies.
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Abstract

The concept of Technical Debt describes a situation in which a technical compromise is made despite better knowledge. The
survey presented delivers insights on Technical Debt in 48 German companies supplying automated production systems. The
participating companies do have some immediate benefits from taking Technical Debt under time pressure, but encounter a
significant higher long-term additional effort to recover from technical debt. However, awareness for Technical Debt at these
companies is low. Therefore, the automated production system manufacturers need to keep a closer eye on expenditure for
Technical Debt. The developed survey can be used as a self-assessment method for other companies to compare their results

with the average results from this survey.

Keywords Technical debt - Cross-disciplinary engineering - Automated production systems - Management

1 Introduction and motivation

Technical Debt (TD) describes a situation in which a techni-
cal compromise is made, e.g., delivering not-quite-right code
in order to meet an urgent deadline [1]. The technical com-
promise chosen can yield a short-term benefit (TD benefit)
but may cause a long-term negative impact (TD interest) on
the system quality or the productivity of engineers [2]. The
concept of TD can be transferred to the development of auto-
mated Production Systems (aPS), which are used nowadays
to create products in various sectors, including automated
packaging, pharmaceutical production or food processing.
aPS are specific classes of mechatronic systems. Typically,
aPS are designed by engineers from the three disciplines
mechanical, electrical and software. Other disciplines such
as hydraulic, pneumatic, sensor or drive technology may
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also get involved whenever needed. There are strong inter-
dependencies between all those disciplines. Analysing TD in
the software discipline at one aPS company, Besker et al. [3]
suggested to include mechanical and electrical disciplines
additionally to software.

A survey is conducted to address uncovered aspects in
prior work [4] such as cost, as well as consciousness of TD
in the aPS domain. The study considers the views from man-
agement and specialists as well as different types of aPS
manufacturers including inputs from software, electrical,
and mechanical hardware personnel.

The main contribution of this paper is the first quantita-
tive survey to determine the state-of-the-practice regarding
TD in the aPS domain. The paper thus provides a sound
basis for TD management in order to reduce costs in engi-
neering and manufacturing.

2 Technical Debt in automated production
systems

A classification of TD types according to different causes
for general software systems was presented by Li et al. [2].
Some significant causes are improper architecture, test,
documentation, and, most studied, code TD. The work of
Avgeriou et al. [5] indicates that TD always relates to cost.
Failure to monitor TD has resulted in unexpectedly large
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cost overruns in many software development projects [6].
TD might have influences on the planned, reported, and
actual product delivery date of a project [7-9], profitability
of the organization [10-12]. However, sometimes the soft-
ware engineers request investments to remove TD, but after
inquiring about their business value, the executives might
decline [13]. In addition, the individuals choosing to incur
TD (e.g., designers) could be different from those respon-
sible for recovering from the debt (e.g., maintenance staff)
[14][15].

In the domain of software engineering for embedded
systems, which is more similar to the aPS domain, Martini
et al. [16] investigated reasons for TD. They identified, e.g.,
Time pressure, Lack of knowledge and Parallel development.
However, Parallel development as reason for TD did not yet
cover the factor of cross-disciplinarity. For a specific case,
Martini et al. [17] reported that improving modularity can
reduce architectural TD in the software.

In the aPS domain, Besker et al. [3] studied the work
of software developers at one aPS company in Scandinavia
and identified that they spend “... quite a lot of resources in
paying the interest on Technical Debt, on average 32% of
the development time”. The estimated amount of TD was
confirmed by managers. Vogel-Heuser et al. [18] identified
that, on average, plant manufacturers have larger software
projects compared to the projects of machine manufactur-
ers. Taking this difference into account, the ways of cop-
ing with TD should be analysed, depending on the com-
pany type — plant manufacturer or machine manufacturer
(RQ1I). Furthermore, it is unclear how project characteristics
affect TD and the awareness for TD (RQ2). Motived by the
interdisciplinarity of aPS development [14], it is necessary
to study which discipline and phase of the life cycle are
affected by decisions of taking TD (RQ3). In prior work
[4], some important aspects such as cost saved, long-term
additional cost and consciousness of TD were not covered.
In addition, it is important to analyse how the management
and specialists rank the amount of TD with regard to the
disciplines involved and the causes of TD (RQ4).

The survey by Schuh et al. [19] revealed some major
challenges for manufacturing companies. In another sur-
vey, also with German companies from the manufacturing
industry, Schuh et al. [20] identified some factors contribut-
ing to the performance of the systems developed. However,
TD aspects have not yet been addressed, since those two
surveys focused either on upcoming technologies [19] or
on information exchange between service and development
[20]. According to Vogel-Heuser et al. [21], maintainabil-
ity is a prerequisite for the evolution of aPS, which have
an especially long lifetime. In order to improve maintain-
ability, high modularity of aPS software is a critical factor
[18]. Being good at modularity would enable reusability and
consequently higher efficiency in development as well as
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higher software quality. However, insufficient management
of TD may destroy modularity. Unfortunately, in available
surveys, TD was either not considered [19] [20] [21] or TD
was only analysed regarding modularity of a specific soft-
ware at one company close to the aPS domain [17]. As far
as we are aware, no other studies have been undertaken to
explore reusability, modularity, and TD in different disci-
plines of the aPS domain. Thus, the effect of reusability and
modularity on TD in different disciplines of aPS companies
should be analysed (RQ5).

In summary, the aPS domain lacks a quantitative study
regarding TD. Moreover, the study shall consider the com-
pounds of TD occurrence such as (1) project types/scopes;
(2) types of aPS manufacturers; and (3) the perspectives of
management and specialists. This research aims to fill this
gap in order to gain broader knowledge about TD and the
state of the practice in the aPS domain. Based on that, future
work can develop proper TD management activities while
considering multiple disciplines. Thus, this work forms the
basis for a potential increase in cost effectiveness in the aPS
domain.

3 Research questions and hypotheses

Following the idea of Li et al. [2], we identify typical set-
tings, in which TD occurs and which constraints, situations,
and people or disciplines are involved. The in-depth analysis
explores whether specific types of companies or projects are
more in danger to encounter TD than others. We also inves-
tigate the effect of TD on various disciplines. Saved cost and
disciplines having the largest benefit from taking TD are
found. Subsequent to the findings from Vogel-Heuser et al.
[18], the study includes TD on different levels of modularity
and reusability. It is assumed that a high level of modularity
or reusability leads to low TD.

Twelve hypotheses were formulated for five research
questions in different contexts (e.g., company/project to
discipline).

At company/project level, TD can be expected to affect
larger projects more, which prevail in plant manufactur-
ing. This is because larger projects are more complex, less
transparent, and harder to manage. Nowadays, to serve
diverse customer wishes, companies may need to work on
a wide range of project scopes. However, typically, plant
manufacturer projects are larger in scope than those of
machine manufacturers (H1.1). This is expected to lead
to different TD awareness levels for plant manufacturers
and machine manufacturers (H1.2). As Besker et al. [3]
pointed out, significant additional cost is required due to
insufficient attention and management of TD. However,
independent of the project’s kind, it is unclear what short-
term costs are saved, which long-term additional cost are
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caused, and what the awareness level is. The general pro-
jects, which are not adapted to customer specific require-
ments, require solutions that are more general, in order to
satisfy all customers’ requirements. Hence, different kinds
of projects might differ in TD. On the one hand, general
projects might have less TD benefit (H2.1) and more TD
awareness (H2.2). On the other hand, customer specific
projects suffer more from TD interest (H2.3). In contrast
to Besker et al. [3], who conducted their survey at one
company, this survey studies 48 companies.

At the discipline level, besides the complex dependencies,
the start time of each discipline on the engineering timeline
is different [14]. Usually, the development starts with the
mechanical engineering discipline, which creates the con-
struction plan of the mechanical parts. Based on this con-
struction plan and component lists of sensors, actuators and
valves, the electrical engineers design the electrical system.
This includes the corresponding circuit diagram, the con-
nection of sensors and actuators to the programmable logic
controller and the task of distributing power. Documents
from both disciplines are then forwarded to the software
engineers, who use them to develop the control software
for the soft or hardware programmable logic controllers
[14]. Due to the sequence, the departments responsible for
TD might choose sub-optimal solutions, which TD inter-
est is induced to other departments. Thus, the departments
responsible for TD are affected less by their own decisions
(H3.1). In case one department has lots of influence (e.g. is
larger than the others) in a project, it might be able to force
TD on other departments (H3.2). Up to now, it is unclear
how management and specialists perceive the amount of TD
benefit and interest at disciplines (H4.17). In different inter-
views, software engineering is the often blamed department
for not finishing their task and that we want to study with
this survey whether software is the most benefited as well as
the most affected discipline (H4.2). Furthermore, from the
views of management and specialists, Time pressure is the
most common reason for TD (H4.3). Besides the reasons
found in Martini et al. [16], the research would include the
reasons relating to cross-disciplinary development such as
equipment unavailability or missing transdisciplinary.

At different disciplines, there might be different experi-
ence in development methods and achieve different modu-
larity and reusability level (H5.1) in order to cope with TD.
Hence, different modularity and reusability levels might lead
to different levels of TD (H5.2).

4 Method and threats to validity

In this section, the method is described and potential threats
to validity are reported.

5 Method

A survey was conducted with German machine and plant
manufacturers from June until October 2017. The survey
was distributed by an independent publishing service
(Vogel Business Media GmbH & Co. KG). Eighty com-
plete responses were collected from 48 companies. The
participating companies operate in various markets such
as water treatment, medicine, automotive, printing, et cet-
era. The percentages of participants involved in electrical,
software, and mechanical disciplines are 69, 49 and 17%
respectively. Details of the questions used in this study
are available online [22]. The originally German question-
naire was translated for this paper. Hereafter, Q#[number]
denotes a question, which has the according ordinate num-
ber in the translation. Based on the discussions between
authors, the answers of each question were ranked from
zero to five (maximum score), where applicable. For
example, the scores at Q#2.6 (short-term cost saved) are
zero (for “0%” answer), 1.25 (for “1-15%” answer), 2.5
(for “16-30%” answer), 3.75 (for “31-60%" answer), 5
(for “> 60%” answer). Another example is the scoring for
Q#2.9 (TD awareness), which ranges from zero (for “No,
not at all”’), to 1.25 (for “In selected departments™), to 2.5
(for “At the project lead”), to 3.75 (for “Within the man-
agement”) to 5 (for “In the whole company”). To ensure
validity of the results, “could not determine” or “not appli-
cable” (n.a.) answers were not scored and excluded from
the analysis.

In this paper, besides the three disciplines mentioned (i.e.
mechanical, electrical and software parts), the studied sys-
tems also include hydraulic, pneumatic, sensor or drive tech-
nology. Hereafter, the term mechanics includes mechanical,
hydraulic and pneumatic disciplines and the term electrical
includes electrical, sensor and drive technology.

Besides TD, the survey contains questions aimed at other
aspects such as tools for version/variant management or
maturity in software exchange. As the scope in this paper is
limited to TD, only questions related to the TD perspective
are considered. In total, thirteen questions provide valuable
information in the context of TD: one question about the pro-
file of participants (Q#1.4), four questions about characteris-
tics of projects (Q#1.6, Q#1.7, Q#1.8, Q#1.14), one question
about reusability (Q#1.15), one question about modularity
(Q#2.5) and six questions about TD itself (Q#2.6, Q#2.6.1,
Q#2.7, Q#2.8, Q#2.8.1 and Q#2.9). To answer a research
question, it might be necessary to select and combine the
results of individual questions. For example, Q#1.7, Q#1.14
and Q#2.9 are used to answer RQ1. A correlation coefficient
analysis was performed with MATLAB in order to assess the
strength of relations between the scores in TD, modularity
or reusability questions.

@ Springer
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5.1 Threats to validity

First, there might be a bias when deriving the research ques-
tions and hypotheses. To reduce this bias, the research ques-
tions follow the ideas and suggestions from recent publica-
tions as well as feedback from discussions and workshops with
experts from industry.

Secondly, there might be a bias when developing questions
and their answers in the survey, especially questions related
to the TD perspective, since the concept of TD is not yet well
known in the aPS domain. To mitigate this threat, two inter-
views were conducted to test the survey with experts who
already had some knowledge about TD and who are work-
ing with aPS. These interviewees were a developer lead and
a quality assurance engineer from two different companies.
To reduce the time to fill in the survey, the terms used in six
questions about TD were carefully revised so that the partici-
pants could provide the answers quickly. For example, the term
“long term additional effort” was selected instead of “effort to
pay TD interest”. The term TD only appears at the last ques-
tion (Q#2.9) for TD aspect. In Q#2.9, textual options are pre-
ferred to score/percentage options since the textual ones can
describe the TD consciousness level better.

Third, the participants and their companies were not
selected by the authors, but by an independent business
media partner. Thus, we do not know the company names.
There is a threat that if participants did not provide exact
answers, we will not be able to figure this out. Nevertheless,
diversification of the responses can be reached as the survey
was sent to a broad range of plant and machine manufactur-
ers, which are in the network of the partner. In addition,
the method using such a survey has been proven to show
reasonable results as it has been compared in prior studies
to interview results.

Fourth, during the analysis phase, the survey results were
analysed independently by various employees of our insti-
tute, were consolidated, and discussed with domain experts
in order to reduce errors in the results’ interpretation.

In Sect. 5.6, the validity of each finding is made clear by
use of a traffic light indicator.

6 Results

This section presents results of the research questions indi-
vidually and closes with a summary of our findings and an
assessment of the findings’ validity.

6.1 How do plant manufacturers and machine
manufacturers cope with Technical Debt?
(Research Question 1)

The amount of plant engineering, special purpose machin-
ery or serial machinery projects is asked in Q#1.7 as a
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pre-processing step. If a participant could not determine the
amount, the response is excluded from analysis. Machine
manufacturers create individual machines. Plant manufactur-
ers build plants, which include individual machines. Com-
panies were categorized as machine manufacturers or plant
manufacturers according to the majority of their projects.
Question Q#1.14 addresses the scopes of the primarily cre-
ated projects (see Fig. 1). As can be seen in Fig. 1, only
a miniscule number of plant manufactures provides Single
modules (2) and a small number produces Single modules
(2) and Parts of a machine (3). This means, that several plant
manufactures also offer parts of machines. Unsurprisingly,
the typical scope of plant manufacturers’ projects (4.22) is
bigger than the mean scope of machine manufacturers’ pro-
jects (3.29) and the upper quartile of machine manufactures
creates Complete machine (4). We conclude that HI1.1 is
true.

The different scopes of projects might lead to differ-
ent TD attention because managing large scope projects is
more complex. It can be observed that plant manufacturers
score better TD awareness level than machine manufacturers
(mean 2.50>mean 1.12) (Fig. 2). H1.2 is true. Nevertheless,
TD at both plant manufacturers and machine manufacturers
might have been a good choice because values for short-
term cost savings are better than the values of long-term
additional cost (plant manufacturers: 2.14 > 1.94; machine
manufacturers: 2.60 > 1.82).

6.2 How do project characteristics affect Technical
Debt and the awareness for Technical Debt?
(Research Question 2)

The amount of specific work (e.g. design of a new machine
or adaptation of an existing one to a specific customer wish)
might vary in different project kinds. aPS from Projects

Complete plant (6) —l—
?_‘ Parts of a plant (5)
g : 4.23‘\
< Complete machine (4) \
[
5 320
+ Parts of a machine (3)
o
2
a Single modules (2) —I—

Components (1) i
Plant Machine
manufacturers manufacturers

Company type (Q#1.7)

Fig. 1 On average plant manufacturers show larger project scope than
machine manufacturers (Q#1.14, 33 responses)
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5 short-term cost saved (Q#2.6)
B8long-term additional cost (Q#2.8)
4 OTD awareness (Q#2.9)

Average score
N

Machine manufacturers

Plant manufacturers
Company type (Q#1.7)

Fig.2 Plant manufacturers have better TD awareness than machine
manufacturers (Q#2.9, 33 responses)

5 short-term cost saved (Q#2.6)
Elong-term additional cost (Q#2.8)
o 4 OTD awareness (Q#2.9)
<}
23 2.86
[}
g 2
5 1.60 148
<

Projects individually
constructed at customer’s
option

Projects adapted at
customer’s option

Projects not adapted at
customer’s option

Kind of the project (Q#1.6)

Fig.3 Project characteristics and TD (57 responses)

individually constructed at customer’s option (i.e. customer
specific projects) are designed individually and devel-
oped for specific customer requests. aPS from Projects not
adapted at customer’s option (i.e. not-adapted projects) are
designed and developed for multiple customers. The scope of
Projects adapted at customer’s option (i.e. partially adapted
projects) stays in between the two above project kinds. The
shares of the different kinds of projects in the total amount
of projects are obtained at question Q#1.6. The shares are
used to identify the project kind, which has majority at the
company of each participant. Figure 3 presents benefit, inter-
est as well as attention of TD at different project kinds.

Regarding TD benefit, customer specific projects (2.86)
and partially adapted projects (2.88) have better scores than
general (not-adapted) projects (2.57). H2.1 is partially true
as the score gap is small. One might expect that the customer
specific ones score much more on TD benefit, because they
allow less standardization. However, the result is not exactly
as hypothesized.

Customer specific projects and partially adapted projects
have quite low TD awareness levels (1.48 and 1.59 point in
respectively). Not-adapted projects have higher TD aware-
ness (2.5 point) compared to the two kinds of projects above.
H2.2 is true. It could be explained that customer specific

projects would require solutions, which are more general for
all customers and, thus, might affect TD recovery strategies
and levels of consciousness for TD.

For TD interest, customer specific projects (1.60) have the
lowest score compared to general projects (1.97) and par-
tially adapted projects (2.02). Hence, H2.3 is true. It seems
that there is a significant amount of TD at customer specific
projects.

6.3 Which discipline and which phase of the life
cycle are affected by decisions of taking
Technical Debt? (Research Question 3)

RQ3 analyses whether the departments responsible for TD
are not affected by their own decisions (inverse relation
between Q#2.6.1 and Q#2.8.1). Question Q#2.6.1 asked the
participants, which discipline often takes TD benefit (i.e.
effort is saved) and Q#2.8.1 asks for the discipline which has
to pay the respective TD interest (i.e. long-term additional
effort). Question Q#1.8 enquires the number of engineers
from each discipline that are involved in an average project.
The number of engineers is used to check whether a disci-
pline has a majority in the project. The distribution of TD
interest when one department takes TD benefit is illustrated
in Fig. 4.

When the discipline mechanics takes TD benefit, 89%
TD interest occurs at mechanics itself (Fig. 4). The major-
ity of employees in 50% of these projects are mechanical

| Engineering timeline >

14%, (5)

Electrical/electronic '

engineering

Mechanics
engineering

89%, (1)

43%, (4)
11%, (2)

43%, (3) 16%, (7)

Software engineering .

Distribution of TD interest

— on of ;
when a discipline takes TD
P ' 78%, (6)
__________________________________ _:
[ PSS
L(2) LMechamcs engineers are majority in none of these projects _:
L(&‘) LE[ectrical engineers are majority in 66% of these projects _{

| i T AT O al
| (7) | Software engineers are majority in none of these projects

L(8) JI_Software engineers are majority in none of these projects |

Fig.4 When taking TD, electrical discipline induces significant TD
interest in software discipline (Q#2.6.1, Q#2.8.1, 35 responses)
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engineers. The remaining TD interest (11%) has to be paid
by the software discipline. Mechanical engineers are major-
ity in none of the projects, which put TD interest on the
software discipline. Overall, mechanics is affected only by
its own decisions and mechanical engineers are not felt to
force TD on others. A similar situation occurs in the soft-
ware discipline.

An interesting result is collected regarding the electrical
discipline. When the electrical discipline takes TD benefit,
43% of TD interest is shifted to the software discipline and
electrical engineers form the majority in 33% of these pro-
jects (cf. (4), Fig. 4). 43% of TD interest occurs in electrics
and electrical engineers are the majority in 66% of these pro-
jects (cf. (3), Fig. 4). 14% of TD interest occurs at mechanics
and electrical engineers are the majority in none of these
projects (cf. (5), Fig. 4). Overall, the electrical discipline is
only partially affected by its own decisions. When electrical
engineers form the majority in a project, sometimes (33% of
projects which electrical engineers are majority) they force
TD interest on the software discipline. The electrical disci-
pline causes significant TD interest on software discipline.
In conclusion, H3.1 is partially true.

In summary, mechanics, and software take both TD bene-
fit and TD interest. The electrical discipline takes TD benefit
and causes significant TD interest on the software discipline.
When mechanics or software engineers form the majority in
a project, they do not force TD on others. When electrical
engineers are the majority in a project, sometimes they do
force TD on software engineers. In addition, as aPS software
development highly depends on the electrical development
(and mechanics development as well), it could be the main
reason that the software discipline often takes TD interest
when the electrical discipline takes TD benefit.

6.4 How do management and specialists rank
the amount of Technical Debt at disciplines
and the causes of Technical Debt? (Research
Question 4)

Question Q#1.4 is used to classify the respondents. Nearly
half of respondents (45%) are in leadership or management
positions (e.g., director, head or group leader). The per-
centage of respondents as specialist is 40%. The remain-
ing respondents (15%) did not reveal their positions. Thus,
the results can roughly be divided into two views: manage-
ment and specialists. In this part of the analysis, only the
responses from the respondents who revealed their positions
are counted.

Question Q#2.6 studies the average effort that can be
saved in the short term by implementing a sub-optimal solu-
tion in comparison to implementing the most reasonable
one. The most votes are for 16-30%, which has 39% votes
from management and 38% votes from specialist (Fig. 5).
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Percentage of respondents

Short-term cost saved

Fig.5 Both management and specialists have the most votes for
16-30% of effort can be saved if TD is taken (Q#2.6, 68 responses)

A wise Gaussian distribution can be observed that manage-
ment and specialist have similar rates for the benefit of TD,
except at>60% which has more votes from management
(17%) than from specialist (9%).

Question Q#2.8 studies the long-term additional effort
caused by the implementation of a sub-optimal solution
compared to the implementation of the most reasonable
solution. Both management and specialist have high number
of votes at large TD interest (31-60% and >60%) (Fig. 6).
HA4.1 is true. It should be noted that specialists have higher
ratings (focusing on 16-30%, 31-60% and > 60%) than
management.

The result of question Q#2.6.1 indicates disciplines with
the biggest potentials for savings. Both management (31%)
and specialists (34%) agree on the software discipline (cp.
(1) in Fig. 7). There is still a significant gap between the
votes of management and specialists at each discipline. For
example, project lead/sales has 19% of management and
25% votes from specialists, which result in a delta of 6. The
average delta is 9 and yet there is a significant number of
specialists (23%) who could not determine the discipline.
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Long-term additional cost

Fig.6 TD requires significant long-term additional effort (Q#2.8, 68
responses)
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Fig.8 Software discipline with the most impacts from TD (Q#2.8.1,
68 responses)

Regarding the discipline that has to pay the most TD
interest (Q#2.8.1), the software discipline gets the most
votes from both management (38%) and specialists (52%)
(Fig. 8). Comparing the results of mechanics, electrics and
software, the electrical discipline has the least votes (14%
from management and 0% from specialist). Overall, the soft-
ware discipline has the most votes for TD benefit (Fig. 6)
as well as the most votes for TD interest (Fig. 8), from both
management and specialists. Overall, H4.2 is true.

Question Q#2.7 studies the reasons for the choice of a
sub-optimal solution instead of the most reasonable one. One
participant can vote for multiple reasons as several causes
of TD might apply at the same time. Overall, both manage-
ment and specialists vote similarly for all reasons (Fig. 9).
The highest votes at Time pressure from both management
(83%) as well as specialists (88%) confirm the finding of
the work from Martini et al. [16] in the embedded software
engineering domain, where pressure to on time delivery is a
significant TD trigger, H4.3 is true.

Percentage of respondents

B Specialist 0% 20% 40% 60% 80% 100%
33%
34%

Lack of experience

11%
6%

Missing / defective equipment

Time pressure

Missing transdisciplinary testing

Lack of guidelines

Insufficient testing

Short-term cost saving

No chance for rectification
after assignment is completed

Reason for the choice of a suboptimal solution

Others

Could not determine

Fi

g.9 Causes of TD (Q#2.7, 68 responses)

5 ‘ OMechanics B Electrical/Electronics 8 Software I
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1.

Fig. 10 High modularity enables high reusability (67 responses)

Modularity (Q#2.5)

Medium
Reusability (Q#1.15)

6.5 How do different reusability and modularity
levels affect Technical Debt? (Research Question
5)

Different reusability levels are obtained from question
Q#1.15. Scores of modularity (Q#2.5) vary from 2 (Pro-
Jject specific share), 3 (Libraries/templates), 5 (Both) and 0
(Neither nor). Could not determine responses are excluded
from the analysis. Figure 10 presents the modularity at
different reusability levels. It can be observed that at each
discipline, the different ratings on modularity lead to dif-
ferent reusability levels. Hence, H5.1 is true. It can be
explained that, most of the time, system needs to be well
modularized in order to be good at reusability. In addi-
tion, a medium correlation (r=0.693) is identified between
modularity of the software discipline and modularity in
electrics/electronics.
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Fig. 11 High reusability leads to low TD interest (56 responses)

TD benefit, interest, and consciousness at different reus-
ability levels are illustrated in Fig. 11. An interesting result
is that companies, which score low reusability also score
low TD interest (1.07). Thus, different levels of reusability
might lead to different levels of TD. H5.1 is partially true
since TD benefit and attention are similar at different reus-
ability levels. One explanation could be that TD interest is
low with low proficiency to reuse, not because the system
is not reusable, but because the company does not reuse it
and therefore they do not pay long-term interest on reused
system with TD.

6.6 Summary of Findings and Their Validity

The research questions, related hypotheses, and validity are
summarized in Fig. 12. The result from HI.I confirms the
result in Vogel-Heuser et al. [18], with a larger group of
companies. Although larger project scopes lead to higher
awareness for TD (H1.2), it might be argued that larger pro-
jects might have developed better TD recovery strategies;
however, the TD recovery strategies remain unclear at these
companies and should be checked in future research.

Regarding H3.2, besides majority of engineers, the influ-
ences “power” might be enrooted in other factors such as
prestige or management support. It would be interesting to
check the influences from those factors in future research,
too. As aPS software development often starts after mechan-
ics and electrical development (due to dependencies),
“quick-and-dirty” solutions might be implemented in soft-
ware, in case the project deadline is close.
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As a medium correlation between modularity of electrical
and software disciplines is identified, it seems that mechani-
cal engineering just does not have as many dependencies
with electrics as electrics have with software engineering.
Furthermore, bad mechanical engineering decisions might
not be perceived as TD, but rather as a boundary condition.

Regarding H4.1 to H4.3, management and specialists rank
the amount of TD quite similar. This confirms the findings
of Besker et al. [3]. For H4.2, although the software disci-
pline has the highest votes from both management (30.56%)
and specialists (34.38%) for disciplines taking TD benefit,
it is assumed that this perception might be from bad bug
fixes from the software engineers. It could be also the case
because most people crossing this box are not from the soft-
ware department. Therefore, the reasons for this perception
should be taken into account in future research.

Regarding H5.2, with similar TD consciousness, the fac-
tor modularity might play an important role. Mature modu-
larity solutions lead to higher reusability (H5.1), which in
turn reduces TD interest (mean 2.03 and 2.22) in comparison
to those cases with low reusability (mean 1.07).

7 Conclusion and outlook

This study uncovered that the decision of taking TD benefit
by the electrical discipline causes significant TD interest
(43%) in the software discipline. The results reveal impor-
tant details to leverage the transparency of unscheduled cost
between different disciplines in a TD perspective. TD has a
significant impact on the overall cost for aPS. However, TD
awareness at these companies is low. Therefore, both plant
manufacturers and machine manufacturers should monitor
costs for TD more closely. The developed survey can be used
as a self-assessment method for other companies. Thereby,
the average results from this study can serve as a benchmark.

Future work should study TD recovery strategies, which
aPS manufacturers use to cope with cross-disciplinary TD
since no existing TD management approach has deeply dis-
cussed or investigated a utilization in actual cases [2], and
furthermore, in a cross-disciplinary environment such as aPS
development.
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Research question

Hypothesis

Findings

Validity

RQ1

How do plant
manufacturers and
machine manufacturers
companies cope with
TD?

H1.1: On average, plant manufacturers
and machine manufacturers show
different project scopes.

Scope of primary software project (machine manufacturers 3.29 < plant
manufacturers 4.22) (cp. Fig. 1, Q#1.14)

H1.2: Large project scopes have better
level of awareness for TD.

Plant manufacturers, which has larger project scopes, has better TD
awareness than machine manufacturers (2.50 and 1.12) (cp. Fig. 2, Q#2.9)

O

RQ2

How do project
characteristics affect
TD and the awareness
for TD?

H2.1: General projects have less TD
benefit than other kinds of projects.

TD benefit at projects (General 2.57 < Customer specific 2.86 < Partially
adapted 2.88) (cp. Fig. 3, Q#2.6)

H2.2: General projects have better TD

awareness.

TD awareness at projects (Not-adapted projects 2.50 > Partially adapted
projects 1.59 > Customer specific projects) (cp. Fig. 3, Q#2.9)

H2.3: Customer specific projects are more
suffered from TD interest.

TD interest at projects (Customer specific 1.60 < General 1.97 < Partially
adapted 2.02) (cp. Fig. 3, Q#2.8)

RQ3

Which discipline and
which phase of the life
cycle are affected by
decisions of taking TD?

H3.1: The departments responsible for TD
are affected less by their own decisions.

When electrical discipline takes TD benefit, 43% TD interest comes to
software discipline (cp. Fig. 4, Q#2.6.1 and Q#2.8.1)

H3.2: Also, in a project, if one department
has lots of influences (e.g. larger than the
others), it might be able to force TD on
other departments.

I DN NED

In 33% projects which electrical engineers are majority, electrical engineers
do force TD interest on software discipline (cp. Fig. 4 — (4), Q#2.6.1 and
Q#2.8.1)

O] O 000

RQ4

How do management
and specialists rank the
amount of TD at
disciplines and the
causes of TD?

H4.1: Management and specialists
perceive the amount of TD benefit and
interest similarly.

Both management (39%) and specialist (38%) have the highest votes for
13-30% as the amount of TD benefit (cp. Fig. 5, Q#2.6)

Both management (31%) and specialist (44%) have the highest votes for
31-60% as the amount of TD interest (cp. Fig. 6, Q#2.8)

H4.2: Software is the most benefited as
well as the most affected discipline.

The most benefited from taking TD is software discipline, which has most
votes from both management (31%) and specialists (34%) (cp. Fig. 7,
Q#2.6.1)

Both management (38%) and specialist (52%) have the highest votes for
software as the most affected discipline (cp. Fig. 8, Q#2.8.1)

H4.3: Time pressure is the most often TD

reason.

Both management (83%) and specialist (88%) have the highest votes for
Time pressure (cp. Fig. 9, Q#2.7)

RQ5

How do different
reusability and
modularity levels affect
TD?

H5.1: Different modularity levels lead to
different reusability levels.

Regarding mechanics discipline, modularity at low reusability level starts
from low (mean 1.50) to medium (mean 2.02) at medium reusability, then
high (mean 3.37) at high reusability. Similar trends are also observed at
electrical and software (cp. Fig. 10, Q#1.15, Q#2.5)

H5.2: Different reusability levels lead to
different amount of TD.

Low reusability has low score TD interest (mean 1.07) than medium
reusability (mean 2.03) and high reusability (2.22). However, TD benefit
and awareness are similar at different reusability levels (cp. Fig. 11,
Q#1.15, Q#2.6.1, Q#2.8 and Q#2.9)

D)

. = true, g = partially true, l:l = false

. = high (based on >= 80% responses), Q = medium (based on >=50% and <80% responses), O = low (based on <50%)

Fig. 12 Research questions and hypothesis including findings
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Abstract: Relocating manufacturing plants is a phenomenon nowadays due to increasing changes in
markets, materials, and labour cost. Under business pressure, while transferring the manufacturing systems,
some technical compromises might be taken to start the production as soon as possible. A technical shortcut
can provide a short-term benefit but may introduce a long-term negative impact. This work reports an
industrial use case at a world-leading electronics manufacturer during its plant relocations. The study
employs the Business Process Model and Notation (BPMN) to visualize the use case. There, an
enlargement of BPMN, namely BPMN+TD, is achieved to assist in modelling TD artifacts.
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1. INTRODUCTION AND MOTIVATION

In globalization, mass-production companies, such as
electrical/electronics (EE) manufacturers, may have their
departments in different countries. For example, the R&D
department roots in Europe, and the manufacturing sites are
located in low-cost countries in Asia. Over time, the
manufacturing facilities are often transferred from a higher-
cost location to another lower-cost one due to cost
optimization and entrance to a lower-cost market segment.
There, time pressure during transferring manufacturing
systems is high, since management wants to start the
production as soon as possible, because of, e.g., an urgent
customer demand. Time pressure is often a common trigger to
a rising topic, in which some technical activities are partially
done or skipped. In industry, one can find similar terms of the
compromise on technical activities as "workaround",
"shortcut", or "exposure". The Technical Debt (TD) concept
describes a circumstance in which a technical compromise is
taken to gain a short-term benefit (e.g., to meet a deadline) but
may cause a long-term negative impact (e.g., cause higher
maintenance effort) (Li et al.,, 2015). TD always relates to
costs, unfortunately, the research on these compromises at EE
discipline is still limited (Besker et al., 2017), especially at
international companies (Dong and Vogel-Heuser, 2018).

Business Process Model and Notation (BPMN), defined in
OMG (2011), is widely used for describing the business
process, which is a simple knowledge sharing method.
Modelling is an essential activity since it is the first activity in
the cycle. Furthermore, errors found near the beginning of the
cycle are cheaper. However, BPMN and its available
extensions, recently surveyed by Zarour et al. (2019), do not
address on modelling scenario of a technical shortcut yet.

According to Panetto et al. (2019), three aspects should be
considered to assist management decision-support in

manufacturing: modelling, industrial engineering, and
management. This study proposes an extension to BPMN, the
de facto standard for business process modelling, to allow
annotating TD to improve processes and, in particular, TD-
related activities or decisions later. The main contributions are:
(1) selected results of a TD survey on the cooperation of design
departments and manufacturing sites in international
companies, which are locating or relocating EE
manufacturing; (2) BPMN adaptation to model selected TD
aspects. The first contribution provides an up-to-date case
from an industrial company, presenting the pros and cons of a
typical technical shortcut during its plant relocations. The
second one assists a better visualization for the use case.
Hence, it supports technicians in demonstrating the case to the
management team; thus, managers can use the findings in
decision-making processes, such as prioritization and
repayment for the technical shortcuts.

2. BACKGROUND ON BPMN AND TECHNICAL DEBT
IN ELECTRONICS MANUFACTURING

This section highlights the current state of the related work on
modelling with BPMN and the research of TD. Related work
on other annotations is out of this paper's scope. At first,
BPMN and its extensions are shortly introduced, followed by
an overview of TD arise in electronics manufacturing.

2.1 BPMN and Its Extensions BPMN+TD

BPMN allows extensibility with domain-specific concepts to
enrich the models. Zarour et al. (2019) recently conducted a
systematic literature review and reported over 50 BPMN
extensions tailored for various domains. Among the surveyed
extensions, there are two works relating to the manufacturing
field. First, Abouzid and Saidi (2019) introduced the timing of
each task in the manufacturing process. Second, Polderdijk et
al. (2018) described human physical risks (e.g. heavy lifting)

2405-8963 Copyright © 2021 The Authors. This is an open access article under the CC BY-NC-ND license.
Peer review under responsibility of International Federation of Automatic Control.

10.1016/j.ifacol.2021.08.108



Quang Huan Dong et al. / IFAC PapersOnLine 54-1 (2021) 912-917 913

in manufacturing processes. However, none of the two work
above and other surveyed extensions focused on presenting
technical compromises.

2.2 Technical Debt in Electronics Manufacturing

Coined by Cunningham (1993), the TD concept recently
gained large attention in the software engineering domain (Li
et al., 2015). The TD concept can be applied to the
manufacturing domain (Dong et al., 2018). Besker et al. (2017)
studied at one company developing production systems. They
reported that TD causes significant additional effort. The
authors indicated the importance of conducting a further study
at mechanical or EE engineering since their study focused only
on the software discipline. So far, only a few works have
studied TD relating to EE engineering. Dong and Vogel-
Heuser (2018) reported two TD use cases at the machine and
plant manufacturers. The work did not focus on EE discipline.
Waltersdorfer et al. (2020) reported some experiences with TD
management in production systems engineering. They
surveyed TD relating to data exchange between four data
providers (i.e., mechanical, electrical, fluidics, and software
engineers) and two data consumers (i.e., project manager and
simulation engineer). The work addressed on development
phase; thus, the exchange with data consumers in the
subsequent phases (e.g., manufacturing) was not in focus yet.
Vogel-Heuser and Bi (2020) reported new TD types in
mechatronic products. However, TD modelling was not in the
scope, and the research focused on companies in the German-
speaking region only.

In conclusion, the relevant research on TD of the EE
manufacturing domain is still insufficient to the best of our
knowledge, especially in a global context. This work
investigates TD at international EE manufacturers. A selected
TD use case is modelled with BPMN to support TD
visualization. Thus, this first attempt on BPMN and TD
integration can allow the knowledge regarding technical
shortcuts to be described in a process model.

3. STEPS OF THE RESEARCH

This section described two phases conducted in this qualitative
case study. At first, a preparation phase studied obstacles in
current EE engineering to build up TD-related questions for
the survey. The second phase (i.e., execution and reporting)
started with a survey from multiple sources to allow
triangulation, followed by modelling and reporting steps.

At the preparation phase, we conducted three initial interviews
with people from three German industrial companies, which
operate on different continents, to study some industrial TD
examples. The EE discipline participants included a product
manager of control devices, a project manager of process
measurement devices, and an analysis specialist. An interview
guideline was iteratively developed and tested during this
phase. The interview guideline started with an introduction
about the TD concept, followed by TD-related questions. The
guideline was revised with different sets of questions and
practical terms for different scenarios. As an interviewee could
be a manager or a specialist in the design department or
manufacturing site, one might have a different perspective on

a technical compromise. The challenges during international
cooperation were also in the focus of the interviews.

In the second phase, the main interviews were performed to
collect a large number of TD examples, followed by feedback
loops. In total, there were 13 semi-structured interviews
conducted with people from design departments and
manufacturing sites in five international companies (i.e.,
companies with global manufacturing facilities). There were
seven interviews from Germany by Webex and six face-to-
face onsite interviews in Singapore. The roles of the experts
varied from manager to specialist. The interviews last 40
minutes on average. Each interview partner received an
individual summary of use cases and TD types found. The
experts were able to check whether the cases were formulated
correctly and gave feedback. After feedback on the individual
summary received, each company's results were integrated and
sent to participants in that company. If needed, more
investigations were performed with the interviewees to study
the cases carefully (e.g., feedback loops on an individual or
company interview summary). We found an interesting case
regarding negotiations between departments on different
continents (reported in the next section, Section 4). The study
employs BPMN to enable a better visualization for the use
case. There, an enlargement of BPMN is proposed to model
the TD artefacts, namely BPMN+TD.

4. A DRAFT ENLARGEMENT OF BPMN TO MODEL
TECHNICAL DEBT ARTEFACTS

This section describes two main contributions of the work: (1)
an industrial TD wuse case identified in global EE
manufacturing, (2) enlargement of BPMN, its applicability on
the TD use case, as well as a prototypical tool. The case was
collected at one of the world-leading EE manufacturers of
industrial sensors. There were two interviews from Germany
by Webex and three face-to-face onsite interviews in
Singapore at this company. The roles of interviewers included
management (two senior managers and one department head)
and specialist (two technological professionals). Due to
confidentiality agreements with the participated companies,
only abstracted and anonymized results are presented.

4.1 A Technical Debt Use Case in Global Electronics
Manufacturing

According to the experts of the EE manufacturer, a product's
life cycle often starts with innovation performed in Europe,
then the product gets commodity with competition in
Singapore, followed by competition in other Asian countries.
The process is due to cost, which the manufacturing facilities
move from a high-wage country to a lower-wage country. The
original work task instruction was short and, in most cases, in
a European language, e.g., only few pages with computer
drawings or text saying "insert a screw here, put the button
there". In Europe, the instruction needed for execution can be
condensed and rely a lot on the operators' experience.

When the instructions come to Singapore, "put the button
there" and "put the screw here" in words and 1D or 2D drawing
are not enough. The local operators would like to see at a
specific angle what kind of screw to screw it in a position that
fits. Thus, pictures of the facilities are taken during transferring
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activities, and then the Europeans have to verify. After a while,
the work task instruction length has significantly increased
(e.g. multiple times longer than the original European version).

Later, the plant is transferred to another lower-cost Asian
country (e.g., Vietnam). Unfortunately, English is not the
primary language there. Due to differences in understanding
and differences in languages, the same instruction was
reworked again. The instruction was expanded in great details
and photos for third world production because clarity is needed
for execution. At the same time, it is also part of cultural
differences where people do not want to do the wrong thing.
In a third world production, unskilled operators require a lot of
support in terms of photo explanation since a slight
misunderstanding can lead to an unexpected manner.

A short-term gain is achieved as the reworked instruction can
be used by local operators, who have only to follow the given
sections. However, for each model transferred or updated, its
work task instruction must go through the above procedure
since the original European version is insufficient. Therefore,
the company struggles to maintain large instruction for many
models since it has become a picture-orientated production
instruction. Hence, the additional cost for these activities can
be foreseen.

(a) Class diagram of

TechnicalDebtTask (E1) Activity

(from Activities)
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This use case introduces two novel types of TD. First, the
documentation or work processing scheme does not fit the
staff’s knowledge need (e.g. in-between Europe, Singapore,
and Indonesia/Vietnam). As this TD occurred during the
industrial engineering phase, it is classified as an Industrial
engineering TD. Second, there lacks intercultural
communication on production instructions for manufacturing.
This TD is classified as a Production planning TD within the
Industrial engineering TD group. For a TD recovery method,
the industrial engineers are working on global standardization
of production instructions so that it is written and understood
in the same manner to avoid extra work and possibly resulting
in inconsistencies.

In summary, the use case illustrates an industrial incident
throughout a long lifetime. An accumulation of TD occurs,
which indicates a high increase of effort to dissolve the
technical compromise (e.g., due to shortcuts building upon
each other, new expansion based on the shortcut). It is
suggested that a collaboration of industrial engineers from
headquarter and subsidiaries would be enhanced (e.g. gather
feedback and jointly document work instruction) to avoid the
reported TD.

4.2 Proposal of BPMN~+TD Extension

(b) Class diagram of
TechnicalDebtltem
(E2)

BaseElement
(from Foundation)

Task
(from Activities)

Artifact
(from Artifacts)

5

ManualTask
(from Activities)

ServiceTask
(from Activities)

SendTask

(from Activities) (from Activities)

BusinessRulelTask

TextAnnotation
(from Artifacts)

Association
(from Artifacts)

Group
(from Artifacts)

UserTask
(from Activities)

ReceiveTask
(from Activities)

ScriptTask
(from Activities)

TechnicalDebtITask
(from Activities)

f

TechnicalDebtlitem
(from Artifacts)

Event
(from Events)

(c) Class diagram of
TechincalDebtIintermediateThrowEvent (E3a) and
TechnicalDebtintermediateCatchEvent (E3b)

Relationship

TechnicalDebtITask
(from Activities)

TechnicalDebtlitem
k> (from Artifacts)

| <z

TechincalDebtIntermediateThr

(from Events)

I
ThrowEvent CatchEvent
(from Events) (from Events)
I | | I
ImplicitThrowEvent IntermediateThrowEvent EndEvent StartEvent

(from Events) (from Events) (from Events) (from Events)

I |
IntermediateCatchEvent | | BoundaryEvent <f
(from Events)

(from Events)
TechnicalDebtintermediateCatchEvent

(from Events)

f

i

TechincalDebtIntermediateThrowEvent
(from Events)

TechnicalDebtInter
(from Events)

Fig. 1. Enlargement of BPMN to model technical debt (extended classes are highlighted in green)
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In order to model the reported use case, an enlargement of
BPMN to model TD artefacts is proposed. The BPMN
extension composes: modification of the activity box for TD
task (E1), TD item (E2), two TD events (E3a, E3b), two
association arrows (E4a, E4b), and engineering prototype
(ES). An excerpt of UML class diagrams of E1, E2, E3a and
E3b is depicted in Fig. 1. The elements are visualized in Fig.
2. The E[notation] in Fig. 1 and Fig. 2 denotes the same
element. Firstly, 7D task supports to model the action of taking
a compromise. BPMN defines several tasks to represent
different behaviours. For instance, "SendTask" (cp. Fig. 1a) is
designed to send a message. The task list is extended with a
new task type, namely TechnicalDebtTask. Secondly, 7D item
supports to describe the causes (i.e. type of TD) and the
consequences of taking a TD. Thirdly, two TD events support
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E1 - TD task E2 - TD item E3a - E3b-TD
y TD throw catch
* . description of
take action cause and
(compromise) consequence

E5 — engineering

Eda-TD prototype

inducing arrow

---p>

E4b — multilateral
influence arrow

Fig. 2. Proposed additional elements to present TD in
BPMN+TD

9]
£ Define Receive
§ specifications order
© =TT |
T T
t t
! | .
P D \ Analyze market analysis => product gets commodity i
3 |
wv —_——
o &1 —1 |
& order S ! |
€ = movin :
5} Move plant from Europe to lower cost country o g |
€ Y decision |
% =~ Prepare Move plant to Move plant to :
< production plan Singapore Vietnam CTT T |
T | |
= . | ) , !
—= 1 T
Design " Prepare : i
- concept ! detailed design ! !
o0 - |
‘@ order to produce - !
A L ypical output of | |
& | initial (concept) Sj components ' r.. design in engineering ! !
>~ CAD drawings concept ! :
IS o I : prototype I !
g D revision : CAD, CAM D : !
| drawings multilateral ! |
I Jcircuit diagrams T . | !
g i i [
3 | Support work task | :
§ Decide on : documentation | instructions for foreign Verify : |
% how to produce for foreign plants? plants production : :
£ Select existing lines PrePare work task Gather feedback design i |
a instruction | |
2 | |
= w Select technology Joint preparation of ! :
o
2 ‘g Input documents: d the work‘ task H—X ! |
¢ - drawings ocSJEmentatlng”EllE in | :
w® - technologies »5Gan ) | |
r;'; -components — ¢ ! i
et | . . | | |
S § Cost: quantitative values either “ ! Work instruction S R B :
B2 from earlier projects or | Lacking of intercultural communication | |
-§ estimated (e.g. with FP method) K on production instructions for o D |
& I manufacturing: Documentation / work | :
Related documents | processing scheme don't fit to staff's | dOutput D |
(external Interface) o knowledge need (DE - SG - VN) | ocuments: :
- family documentation ***P* *d* *tj**I**j*;[;*_;hj***w‘ - pictures labour, materials, :
I roduction planning TD within _ translations ;
modification of the activity box for TD } Industrial engineering TD } machines, storages :
777777 oo ————————— |
T
: 77777777777777777777 V. .
; might || I Develop manufacturing process U{Manufacture}{ Test & }
| induce I X | Delivery
| | Tailor manufacturing process due to |
TD injects another TD | L _insufficient work task instructions J
il = I ManufacturingTD )

Fig. 3. Modelling a TD use case with BPMN+TD



916 Quang Huan Dong et al. / IFAC PapersOnLine 54-1 (2021) 912-917

attaching a TD task with a TD recovery process. TD throw
event (cp. Fig. 1-c) generates a TD event and continues the
current task. TD catch event listens for a TD event and starts
the TD recovery process in parallel. Forth, two supplementary
association arrows are introduced: 7D inducing arrow (E4a),
representing one TD injecting another TD, and multilateral
influence arrow (E4b), representing an association of multiple
activities. Fifth, since the prototype is a typical design output
in engineering besides the documents, the engineering
prototype (ES) is introduced.

4.3 Applicability of BPMN+TD on the Technical Debt Use
Case

A preliminary model of the reported use case is shown in Fig.
3. It is noteworthy that the activities in Fig. 3 were from the
EE manufacturer, in which the use case was studied. The steps
are formulated by analyzing the interview data. These steps
and their orders can be slightly different in the business
processes of other companies. The specification begins at the
customer, then comes to sales, management, design, and
finally to industrial engineers. The activities of each role are
arranged in lanes. Design and industrial engineering will work
closely on the drawings as well as the prototype. An
application of TD task (E1) is presented at the "Work
instruction" activity, which is lacking in the exchange with
local production personnel. It should be noted that in Fig. 3,
the causes and consequences of TD are still represented in the
same box of TD task since it is just the preliminary model from
the initial analysis. Since the TD task box is too large, later, in

the prototypical implementation part (reported in section 4.4),
the causes and consequences are presented in a separated
element (TD item) for better visualization. A suggestion for
TD recovery is described in the box "Support work task
instructions for foreign plants". An application of multilateral
arrow is presented in three activities "Prepare detailed
design", "Prepare work task instruction", and "Production
design verification". At these three activities, besides
documents, prototypes are often exchanged.

At this EE manufacturer, in the box "Decide how to produce",
"select existing lines" activity is often performed first, then
new solutions are explored and introduced into the
manufacturing process. In a particular case, first, production is
started with a common glue, which bonds materials together.
The bonding process might take hours; then, research is taken
to apply a better glue reducing the process to minutes.
However, in general, the order of the two activities, "select
technology" and "select existing lines", may depend on several
factors such as complexity of the product or planned cost. On
the one hand, a complex product might require a special
technology, which influences how the lines are selected or
newly setup. There, "select technology" can be performed first,
then "select existing lines" is done afterwards. On the other
hand, some technologies are too expensive, and the current
budget cannot cover them; thus, "selecting existing lines"
could have more influences. There, "select existing lines" can
be performed first, then "select technology" is executed
afterwards.
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A| process 2.bpmn 3
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<bpmn2:text>&1t;&1t;IE-TD>> Work processing scheme not fit

to staff's knowledge need</bpmn2:text:

</bpmn2:textAnnotation>

4 1 3

Design | Source

Fig. 5. Excerpt of automatically generated-XML by
BPMN+TD plugin on two elements TechnicalDebtTask E1
and TechnicalDebtItem E2 highlighted in Fig. 4

4.4 Prototypical Implementation of BPMN~+TD

A prototypical implementation of TD adaptation for BPMN is
being developed (cp. Fig. 4). Two graphical notations are
supported, TechnicalDebtTask (E1) and TechnicalDebtltem
(E2) in the first version. The tool is a plugin BPMN+TD for
Eclipse, an extension of an existing Eclipse plugin BPMN2
Modeler (2020). BPMN+TD enhances the BPMN2 Modeler
with proposed notations to model TD use cases. An example
description of two TechnicalDebtTask and TechnicalDebtltem
elements in Fig. 4 is illustrated in Fig. 5. TechnicalDebtTask
inherits from Task element, and TechnicalDebtltem inherits
from TextAnnotation (cp. Fig. 1-a,b). The description is in
XML format, generated automatically by the tool. One can
import the generated XML file from the BPMN2 Modeler into
a process execution engine. There, instances of the process
model can be created, and the documentation activities can be
assigned to appropriate staff, thus ensuring drawings are
updated by responsible staff or department. Hence, it can track
changes at each manufacturing site to analyze the
accumulation of the changes, and the information inserted into
the BPMN+TD model can prevent knowledge loss in case the
related staff already left the company.

5. CONCLUSION AND OUTLOOK

In this paper, we reported an up-to-date TD use case regarding
work task instruction, which had been occurring in the
industrial engineering phase at a global -electronics
manufacturer during its plant relocations. An initial
enlargement of BPMN for TD was proposed in order to
visualize the TD use case. The paper illustrated how a
technical compromise and its propagation could be described
in a process model. The model depicted the involvement of
different roles and linked the action leading to TD as well as
its causes and consequences. A preliminary version of
BPMN+TD prototypical implementation was proposed with

917

two enlarged graphical notations supported (E1 and E2). The
study involved three aspects suggested in Panetto et al. (2019)
(i.e. modelling, industrial engineering, and management);
thus, the results could assist management decision-support in
manufacturing. There, the model could support the technicians
in demonstrating the TD case to the management team to start
prioritizing repayment for the technical shortcuts.

Further study is planned to assess the findings at global
enterprises operating in other industries, such as automotive or
machine and tool manufacturing. Future work could
incorporate different aspects of TD (e.g., notation for TD
interest or TD removal activities linked to TD events) to build
up comprehensive TD notations for BPMN. Besides EE
disciplines, the application of BPMN+TD could expand into
directly related fields such as mechanical engineering.
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Abstract: Automated production systems (aPS) have a long lifetime, which requires significant
maintenance cost. During the commissioning phase of aPS, which often occurs at customer sites, the on-
site engineers are always under high pressure because the customers would like to start the production at
the earliest. There, some compromises, so-called technical debt (TD), might be chosen. A technical
compromise taken in the commissioning phase can provide a short-term benefit, but could yield a long-
term negative impact on the maintenance phase. This study aims to apply Causal Loop Diagram (CLD) to
model technical compromises in the aPS domain. A concept, namely CLD*™, is proposed. Application
examples of CLD*™ on some technical compromises collected from an industrial company working in
automation are reported. A loop dominance analysis on a CLD*™ model is performed to derive the circular
trend of technical compromise over time; thus, relevant maintenance activities could be planned
accordingly. In addition, challenges leading to the technical compromises addressed in the presented use
cases can support practitioners in developing appropriate solutions to manage the reported technical

compromises in the commissioning phase.
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1. INTRODUCTION AND MOTIVATION

Nowadays, automated production systems (aPS) are widely
used to produce goods in many industry sectors such as
automotive, electronics, general air technology, and medicine.
As a subset of mechatronic systems, aPS include closely
interwoven interdisciplinary components (i.e. mechanical,
electrical/electronics, and software components). aPS are often
highly adapted based on specific customer requirements
(Vogel-Heuser et al., 2015). Due to the large size and/or
weight of the aPS modules, it is often impossible to integrate
and verify the whole system in the development phase. The
first time that many modules fully integrated is in the
commissioning phase, which occurs at a customer site. As the
commissioning phase is done on-site, there is always high
business pressure on the engineers, as the customer wants to
start the production as soon as possible. This pressure is often
a common trigger that could drive technical tasks to be only
partially done or skipped entirely. One can find terms such as
"workaround" or ‘"shortcut" describing these technical
compromises in the industry.

Coined by Cunningham (1993), the Technical Debt (TD)
metaphor describes a context in which a technical shortcut is
chosen despite better knowledge. TD is a well-known
metaphor in the classical software engineering domain. The
TD metaphor has just been introduced into the aPS domain in
recent years (Vogel-Heuser et al., 2015). Since aPS have a long
operation time, up to decades (Vogel-Heuser et al., 2015), the
impacts from TD in aPS may be large. TD always relates to
cost; unfortunately, the research on these compromises in the

mechanical or electrical disciplines is still limited (Besker et
al., 2017) (Dong et al., 2019).

Modelling is one of the most critical engineering activities
since a model is a simple knowledge-sharing method. Also,
errors found in the early engineering phases are cheaper to
resolve. Unfortunately, the methodology to support TD
modelling activity is not well addressed in the literature (Li et
al., 2015). Recently, Franco (2020) proposed an application of
Causal Loop Diagrams (CLD) to model relationships of
software maintenance factors in the classical software
engineering domain. The model included two factors of TD:
Maintainability violations (TD principal) and TD interest
amount.

TD in software source code could be automatically detected
and presented using code analysis tools. Thus, the visual
analysis could be performed, and maintenance activities could
be planned to manage code TD timely. However, mechanical
or electrical TD is more complicated since it is not easy to
detect TD in mechanical or electrical artefacts automatically.
In addition, once identified, the TD 1is often not well
documented due to limited methodology to model TD,
especially TD in mechanical and electrical engineering.
Therefore, the analysis on mechanical or electrical TD is
hampered.

CLD allows modelling and analysing interdependencies and
connections in between the related factors. Thus, a CLD
adaption for TD visualisation may help understand and then
monitor the effects, amount as well as the interest of TD.
Following the idea in Franco (2020), this study attempts to
extend CLD to model TD artefacts in the aPS domain,
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focussing on TD relating to mechanical and -electrical
disciplines. Also, a loop dominance analysis, which is another
method in system dynamics, is performed on the model to
derive circular trends of TD over time. Thus, the main
contributions of this work are: (1) CLD™™ concept, (2)
application examples of CLD*™ on TD use cases identified at
an industrial automation company, and (3) challenges leading
to TD addressed from the presented TD use cases.

2. BACKGROUND ON CAUSAL LOOP DIAGRAM AND
TECHNICAL DEBT

First, this section provides a brief introduction of the System
Dynamics approach and its methods, such as CLD or
Reference Behaviour Patterns (RBP). Second, the related work
on TD and its modelling in the domains of classical software
engineering as well as aPS are highlighted.

2.1 Causal Loop Diagram

System Dynamics modelling, an application of Systems
Theory, was introduced in Forrester (1961) under the
management science research theme, which aims to develop a
basis for dealing with management problems. The System
Dynamics approach focuses on explaining problematic
behaviour and how it emerged, using the "feedback" concept.
Causal Loop Diagrams, one of this approach's methods,
supports practitioners to model the inner structures of a
system, i.e., causal relations between the factors (i.e.,
variables) involved, as feedback loops. With CLD, it is
possible to conceptualise and construct the circular
connections and feedbacks in a problem. The diagram consists
of nodes representing factors and their relationships
represented by arrows. The relationships can be positive or
negative, respectively introducing two-loop behaviours, i.e.,
reinforcing loop or balancing loop. System Theory can enable
transferring knowledge between isolated disciplines as well as
predict the behaviour of a problem, according to Haraldsson
(2004). To predict the trend of a factor, one can perform a loop
dominance analysis to derive RBP on a CLD model. The
application of System Dynamics modelling was expanded to
study problems in many other areas such as sustainability of
population growth and global warming, according to
(Haraldsson, 2004).

2.2 Technical Debt

According to Li et al. (2015), TD "is a metaphor reflecting
technical compromises that can yield short-term benefit but
may hurt the long-term health of a software system". The TD
topic recently gained considerable attention in the classical
software engineering domain. Findings in Martini et al. (2016)
expressed that if the amount of TD is not well managed,
extensive refactoring or a redesign would be required to add
new features into the system later. If the interest of TD is small,
the effect of TD is negligible; if interest is large, the system
becomes unsustainable (Digkas et al., 2021). The systematic
mapping study in Li et al., (2015) indicated that the TD
representation or documentation activity received the least
attention among TD management activities, as there was only
four percent of the surveyed studies relating to this activity.
The TD representation or documentation activity is an

essential step since it can provide useful information for other
TD management activities such as TD measurement or
visualisation trends of TD. Thus, the amount of TD can be
monitored (i.e., TD monitoring activity). Based on Ground
Theory, Martini et al. (2015) proposed a crisis point model and
evaluated it with interviews. The case study proposed a more
detailed model, which includes several variables of constantly
accumulated ATD, phases, and kinds of refactoring. From
these initial models, they inferred trends of TD when applying
different refactoring strategies. However, those models were
just partially confirmed. Recently, Franco (2020) has used
CLD to model relationships of software maintenance factors
based on Lehman's (1996) laws. Two TD factors (TD principal
and TD interest amount) were included in the model. The study
showed that different software maintenance strategies could
impact the amount of TD and TD interest. Although the benefit
of TD was considered, the TD benefit factor was not presented
in the model. Modelling TD artefacts in a specific use case was
not addressed, as the research focus was on the strategic level.

In the aPS domain, Vogel-Heuser et al. (2015) reported some
TD examples in mechanical and electrical disciplines.
However, the reported TD items were only from the authors'
personal experience or a laboratory demonstrator. Besker et al.
(2017) conducted a study at one company developing
production systems and reported that TD causes significant
additional efforts. The authors indicated the importance of
further research in mechanical or electrical engineering since
their study focused on the software discipline only. Dong et al.
(2018) reported one mechanical TD example at the design
phase at a machine manufacturer and one software TD
example in a plant manufacturer's commissioning phase.
Vogel-Heuser et al. (2020) reported several industrial TD
examples in mechatronic products. There were two electrical
TD taken before the commissioning phase: (1) "liquid test was
not performed before the commissioning" and (2) "faulty
sensor selection and lack of initial commissioning in the
factory". Waltersdorfer et al., (2020) reported some TD
examples relating to the engineering data exchange between
four data providers (i.e., mechanical, electrical, fluidics, and
software engineers) and two data consumers (i.e., project
managers and simulation engineers). The work focused on the
development phase; thus, the exchange with data consumers in
subsequent phases (e.g., on-site engineers at commissioning,
customers, etc.) was not considered. Unfortunately, none of
the above work focused on modelling TD artefacts in the aPS
domain.

In summary, to the best of our knowledge, there is a research
gap regarding the modelling of TD artefacts in the aPS domain,
and the work on industrial TD use cases relating to mechanical
and electrical disciplines in the aPS domain is also limited.
Based on Systems Theory and the idea in Franco (2020) in the
software engineering domain, this work employs CLD to
model some TD use cases collected at a company in the
automation domain and derives circular trends of TD from a
loop dominance analysis. In this first study, we focus on TD
related to commissioning when there is great business
pressure; thus, the occurrence probability of this TD kind is
high.
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3. STEPS OF THE RESEARCH

Four main steps were conducted in this study. In the first step,
TD use cases were collected by conducting semi-structured
interviews with experts from three German companies
working in the automation domain. The interviewees included:
(P1) a specialist at a very large (over 10000 employees)
automotive manufacturer M1, (P2) a product manager at a
large field level device manufacturer M2 (250-9999
employees), and (P3, P4) two senior managers at a large field
level device manufacturer M3 (same range as M2). P1 and P2
were involved in electrical and software disciplines. P3 and P4
were involved in the mechanical domain. Thus, the different
areas of expertise of these four interviewees are sufficient for
a first study. All interviews were audio-recorded and
transcribed for further analysis. In the second step, a CLD*™P
concept was proposed, based on the idea in Franco (2020). In
the third step, the concept was applied to some TD use cases.
A loop dominance analysis was also applied on the simplest
CLD'™ model example. In the final step, an evaluation of
CLD*T ysefulness was conducted using an online survey.

4. CLD*™® CONCEPT TO MODEL
TECHNICAL DEBT ARTEFACTS

This section first proposes an extension of CLD to model TD
artefacts, namely CLD*™, followed by a loop dominance
analysis on the CLD*™ model to derive RBP, which shows
circular trends of a TD.

4.1 Proposal of a CLD*™ extension and modelling
Technical Debt artefacts with CLD*™

Based on the definition of TD in Li et al. (2015), three main
factors of the TD metaphor are formulated: (1) TD benefit (i.e.,
"short-term benefit"), (2) TD interest (i.e., "hurt the long-term
health of a software system"), and (3) TD. Also, one TD could
induce another TD, for instance, due to interwoven
interdisciplinary relationships in the aPS domain. Thus, the
CLD*™ extension includes: (1) a new factor, namely TD
benefit, which was not presented in Franco's model, (2) and a
supplementary association arrow, namely "TD inducing
arrow". The graphical notations to model TD artefacts in detail
are illustrated in Fig. 1: (1) three modifications of the factor
box for TD, TD interest and TD benefit, (2) and TD inducing
arrow.

(a) TD factor (b) TD benefit factor (c) TD interest factor

1] Technical MBE)| |® Short-term ® Long-term
compromise gain negative effect
TD type TD benefit TD interest

. Mechanical englneerlng
@ Electrical engineering
: Software engineering

(d) TD inducing arrow (TD
induces another TD)

---==- D>

Fig. 1. Proposed additional elements to present TD in
CLD*TP,

A CLD model of the three TD factors is illustrated in Fig. 2.
The reinforcing loop indicates a growth of TD benefit and an
increase in TD taken. The balancing loop indicates an increase
in TD interest resulting in a decrease in TD taken. As TD
interest may occur in the long-term (i.e., TD interest's effect

may not be showing for a long while), a delay is added into the
balancing loop.

@ Long-term 1] Technical MEE] @ Short-term
negative effect compromise gain
TD interest balancmg TD type remforcmg TD benefit

\/&/

1. Reinforcing loop: 2. Balancing loop:
« Taking more TD — TD benefitincreases « Taking more TD — TD interestincreases

« TD benefitincreases — more TD taken « TDinterestincreases — less TD taken

Fig. 2. CLD*P concept — Modelling Technical Debt with
Causal Loop Diagrams.

4.2 Deriving circular trend of Technical Debt from a loop
dominance analysis on CLD*™ model

Based on the idea in Haraldsson (2004), a loop dominance
analysis is performed on the CLD*™ model to derive BRP. A
loop dominance describes which part of the feedback in a CLD
is the strongest (most active) at a given time. Five steps of this
analysis are illustrated in Fig. 3. The phases are presented in
Fig. 3-(al) to (el), and Fig. 3-(a2) to (e2) illustrate how the
amount of TD is influenced. The first step presents the initial
phase (idle stage). The four following steps are highlighted
with thick arrows showing which loop is experiencing loop
dominance behaviour. The second step presents the first loop
dominance, which is the TD growth phase. The TD is allowed
to grow since the TD benefit increases. At the third step, the
feedback starts, and the loop dominance becomes the decline
of TD due to the increment of TD interest. The amount of TD
interest continues for some time until the growth of TD causes
the system to be unsustainable. At the fourth step, the amount
of TD decreases at the decline phase. It could be explained that
due to TD interest increases, the maintenance cost increases;
therefore, less TD is taken, or some TD recovery activities are
conducted. At the fifth step, according to RBP, it is possible to
express the levels when the amount TD stabilises qualitatively,
and when it occurs, the growth phase of the TD starts again.

5. APPLICABILITY OF CLD*™ ON INDUSTRIAL
TECHNICAL DEBT USE CASES

First, this section reports preliminary research results by
presenting application examples of CLD*™ on three industrial
TD use cases obtained from the interview with the experts P3
and P4. There are three tiers involved in these use cases. Tier
1 (customer) represents a company producing the final
products (e.g., car wash machine) for the consumers. Tier 2
(machine or plant manufacturer/constructor) represents a
company producing the machines or establishing the plants for
Tier 1. Tier 3 represents a company producing the devices or
platforms (e.g., sensors) for Tier 2. Tier 3 may also deliver
devices to Tier 1. The three use cases show the strong
influences from the purchasing department of Tier 1 and Tier
2 on the decisions to take TD in the automation, influencing
all tiers participating. Among three use cases, the CLD*™
model of use case 1 is the simplest one. Thus, firstly, the loop
dominance analysis results on that model are presented as an
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Fig. 3. Circular trend of Technical Debt derived from a loop dominance analysis on CLD*™P model based on the idea in
Haraldsson (2004); thick arrows indicate reinforcing or balancing effect of other factors on the Technical Debt factor.

illustration. Due to confidentiality agreements with the
participants, only abstracted results are available. Secondly,
the section reports a synthesised model and some challenges
leading to TD addressed in the use cases. Thirdly, an initial
result of the online survey is presented. Fourth, the result and
improvement ideas are discussed. Finally, the section ends
with a description of the study limitations.

5.1 Application example on Technical Debt use case 1 —
selecting sub-optimal manufacturing process to meet
short-term financial goals

The experts reported a sub-optimal manufacturing process that
was based on a low-cost solution. A system or process is
considered sub-optimal if it does not satisfy certain desired
qualities. For example, the heat of one device could be reused
in another with a more expensive solution. The initial
investment could enable significant energetic savings for the
customer (Tier 1) in the following years. Unfortunately, the
decision-makers in the customer's purchasing department do
typically not stay longer than two years in the company,
according to the expert. Thus, because of short-term financial
goals, the optimal solution was abandoned by those decision-
makers. Therefore, the plant was operating at a sub-optimal
energy utilisation level.

The TD factor was "sub-optimal energy utilisation level",
classified as an Architectural TD as it occurred at the strategic
level. The TD is influenced by the "customer financial goal"
factor, representing a purchase department's decision or an
insufficient budget reserved. The TD benefit factor identified
from this use case was "short-term cost-saving", and the TD
interest was '"long-term energy cost". Application of the
CLD™™ on the TD artefacts identified in this use case is
illustrated Fig. 4.

Following the steps presented in section 4.2, a loop dominance
analysis on the CLD*™ model of the TD use case (Fig. 4-a) is
performed. The TD use case model includes one reinforcing
loop and one balancing loop, which is adapted from the
concept model (Fig. 3-el). Thus, the trend of TD's "sub-
optimal energy utilisation level" would be quite similar to Fig.
3-¢2. The result is depicted in Fig. 4-b. However, a faster
increment at phase I in Fig. 4-b is illustrated, as there is a
contribution of the "customer financial goal" factor.

5.2 Application example on Technical Debt use case 2 —
installing sub-optimal equipment due to expectation gap

According to the experts, there was a sub-optimal equipment
installation between the tiers. Tier 2 extended its service to
Africa but did not communicate the local requirements to Tier
3. Thus, Tier 3 delivered the same devices to the "new" African
plant of Tier 1 as to the European plants. Unfortunately, low-
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(a) Causal loop diagram
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(b) Result from loop dominance analysis on (a)
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[Commissioning TD]
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Fig. 4. Modelling and loop dominance analysis of case 1.

quality parts were chosen at the African plant, and there was
an improper installation for connected components. Moreover,
different environmental conditions such as higher acidity and
fluid flows in the process caused faster wear and tear issues on
the devices. Therefore, the devices malfunctioned, and a high
maintenance rate was caused. Unfortunately, the failure was
not apparent, so the experts required a long time for
troubleshooting, and the plant had to be shut down during the
investigation. The insufficient specifications caused high
additional costs, damage, and delay for the tiers.

In this use case, the identified TD factor was "inappropriate
selected components", classified as a Commissioning TD. The
low-quality accessories were chosen due to "quick and cheap"”
reason, according to the interviewee. Thus, the TD is
influenced by the "financial goal" factor, which relates to
decisions from the purchasing departments at Tiers 1 and 2. In
addition, the TD is also influenced by the "time pressure"
factor. It should be noted that there are similar use cases where
inappropriate components are selected due to lack of necessary
documentation/guideline and insufficient supervision from
Tier 3 to Tier 2 in the commissioning phase at Tier 1. Thus,
the TD might also be influenced by the "documentation
quality” factor. These inadequate aspects are connected to the
"expectation gap" factor, as Tier 3 often expected sufficient

Tier 1
financial goal

\ Expectatlon gap

Tier 2
ﬁnancial goal

Tier 3
documentation quality

Tlme pressure

@ Maintenance rate [I‘ Inappropriate @ Short-term
selected components |(R cost saving

TD interest
Commissioning TD TD benefit

\/“\/

Fig. 5. Modelling TD use case 2.

competencies of Tier 1 and Tier 2, and the delegation of
responsibility, and vice versa. The TD benefit factor identified
from this use case was "short-term cost-saving", and the TD
interest factor was "maintenance rate". Application of the
CLD'™ on the TD artefacts identified in this use case is
illustrated in Fig. 5.

5.3 Application example on Technical Debt use case 3 —
complicated software change instead of adding
expensive hardware

The experts described a case that there was a sub-optimal
design for a process plant. Due to a cheaper way of processing
raw materials (chemicals), a slow method of measuring
temperature changes was selected (measuring temperature
with pressure), which required additional implementation in
software and electrical engineering. Due to the delay in the
temperature measurement, an overheating of the raw materials
was induced, and a part of the desired end products was
destroyed. This induced a bad product quality. An optimal
solution would require more expensive equipment and would
be based on the physical relation of converting the materials.
The process would be quicker as direct temperature control
would not be required. Moreover, the control strategy in
electrical or software engineering would be more simple.
However, more than 50% of the customers tend to choose the
sub-optimal solution, according to the interviewees.

The first TD factor was "choosing sub-optimal material
processing strategy", classified as a Design TD. The design TD
is influenced by the "customer financial goal" factor, which
represents a decision from the purchasing department or an
insufficient budget reserved. It could be explained that the
terms of the purchasing decision-makers (typically several
years) are often much shorter than the plant lifetime (typically
several decades). The design TD induced a commissioning
TD, namely "additional implementation to cover design TD".
The TD benefit factor identified from this use case was "short-
term cost-saving". The first TD interest factor was "control
strategy complexity" as additional control mechanism need to
be implemented in software and electrical engineering. The
second TD interest was "manufacturing production
inefficiency", representing the slow processing and bad
product quality which may cause the additional rejects. An
application of CLD*™ on the TD artefacts in the TD use case
is illustrated in Fig. 6.

-------------------------------------
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Fig. 6. Modelling TD use case 3.
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5.4 A Synthesised Model and Challenges Leading to
Technical Debt in Presented Use Cases

To provide an overview, a synthesised model of the three
presented CLD*T models is depicted in Fig. 7. Some factors
are appearing in multiple use cases. For instance, the Short-
term cost-saving factor appears in all three use cases. Thus, the
frequency of occurrence of some factors is noted (cp. Fig. 7).

Several challenges were leading to TD addressed. The first
challenge identified in use case 1 is that future savings were
not counted in cost calculation, which leads to a low efficient
operation. In use case 2, three challenges were addressed: (1) a
lack of communication in term of preparing necessary
documentation/guidelines and supervision from Tier 3 to
Tier 2 (constructor) in the commissioning phase at Tier 1, (2) a
gap in expectation from Tier 3 to Tier 2 and Tier 1 on technical
competences (the ability to select the right technologies/parts)
as well as delegating responsibilities regarding system's
reliability and compatibility, and (3) impacts from decisions
from the purchasing department at Tier 1 and Tier 2 to meet a
"short-term financial goal". Two challenges were identified in
use case 3: (1) impacts from interdisciplinary decisions (e.g.,
cross-disciplinary TD induced from mechanical engineering to
electrical and software engineering), which are difficult to be
identified and monitored, and (2) financial decisions due to
short-term objectives.

There might be a relationship between the three use cases. Due
to the decision to select a low resource-efficient solution to
meet a short-term financial goal (use case 1), sub-optimal
equipment might be installed (use case 2), then complicated
software change instead of adding expensive hardware (use
case 3). Thus, three use cases might relate to the purchase
departments' decisions (represented by the "financial goal"
factors).

5.5 An Evaluation Using an Online Survey

To check the usability of the CLD*™ approach, an evaluation
was conducted with the interviewees using an online survey
(TUMALIS, 2021). Although the use cases and models were
implemented into the questionnaire, this survey only focused
on evaluating the approach's usability, not on confirming the
use cases. There are some differences between the use cases
and models in the survey and the ones published in the paper.
So far, two responses were received from P1 and P3
interviewees. The survey contained two parts: ten evaluation
questions on the approach and application examples and three
questions to check whether the experts had understood the
models. Overall, the ratings of interviewee P1 are better
compared to the ratings of P3 (cp. Fig. 8).

5.6 Discussion and Improvement Ideas

Hereafter, Q[number] denotes a question. The "quite good"
score 4 (moderately agree) at Q1 shows that P3 could
understand the CLD*™ concept well. However, from Q2 to
Q10, the ratings of P3 were gradually decreased, compared to
the score at Q1 (cp. Fig. 8-a).

At Q2, both P1 and P3 rated a "neutral" score 3. This may be
caused by the differences in the concept model in Q1 and the
concrete model in Q2. The concept had one TD type box and
two loops, but the concrete case had two TD type boxes and
two loops. Moreover, the TD-inducing phenomenon symbol
was just briefly introduced (TD-inducing arrow), thus, might
hinder the wunderstanding. Thus, Q2 introduced more
information compared to Q1. Therefore, a participant might
have problems with Q2 if they did not understand Q1 well
enough. Nevertheless, P1 rated Q2 better than Q1 since QI
showed an abstract model, and Q2 presented a concrete case.
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(a) Usability of CLD+TD

—o—P1 —o—P3
Rating (1: Strongly disagree;
5: Strongly agree)

1 3 5

Question Related figure
| think that CLD+TD concept is easy to understand Fig. 2

| think that CLD+TD provides a sufficient visualization of this Technical Debt use case 1 Fig. 6

| think that CLD+TD provides a sufficient visualization of multiple Technical Debt use cases Fig. 7

| think that CLD+TD can support me to present Technical Debt to different stakeholders in a uniform manner

| think that the concept (circular trend of Technical Debt) is easy to understand Fig. 3

| think that the trend graph provides a sufficient overview on the amount of a TD overtime Fig. 6, Fig. 4-b

| think that loop dominance analysis on CLD+TD can support Technical Debt management activities ...

| think that CLD+TD is easy to visualize my own TD use cases

| think that | would use CLD+TD to visualize my own TD cases frequently

O © 00 N O O~ WN =

N

| would imagine that most people would learn to use CLD+TD very quickly

(b) Understanding of CLD+TD

P1 P3 Corrected answer |Question
11 |False |True |False The main purpose of CLD+TD is to identify Technical Debt.
12 [True [False [True The main purpose of CLD+TD is to document Technical Debt.
13 [True [False [True CLD+TD can represent a Technical Debt related to multiple fields such as mechanical, electrical and software engineering

Fig. 8. Result of the online survey.

At Q3, both P1 and P3 rated 2, which is a "not so good" score.
Introducing the complex model of three use cases in Q3 might
hinder the understanding since not all individual models of use
cases were separately introduced in previous questions. Thus,
the ratings at Q3 went down, perhaps due to the steep
increment of complexity in Q3 with multiple cases and
possibly the lack of understanding on previous question Q2
with one case. Therefore, an overview was not sufficiently
provided because of the model complexity.

Regarding Q4 to Q10, since P3 might not understand the
previous questions well, it might be even harder to understand
the next questions, thus, rated "low" scores. As three answers
of P3 at the understating questions were incorrect (cp. Fig. 8-
b, Q11-Q13), the "low" ratings of P3 may relate to
understanding. Thus, a follow-up discussion was conducted
with P3 to identify the reason for the low ratings. The feedback
was that there was too much information in the visualisation
(models) which caused P3 to lose track. The different scores
from P1 and P3 may relate to their different roles, as P1 was a
specialist and P3 was a manager. P1's ratings were better as the
models might be more understandable for a technical end-user.
The low rating at Q7 from P1 may be due to the too general
trend of TD (similar to Fig. 4-b), which is not sufficient for
supporting TD management activities yet.

A lesson learnt was that it could ease the understanding of the
participants if different levels of detail on the CLD*™ models
are provided. To provide this feature, different views on the
visualisation could be introduced. For example, a group of
factors could be encapsulated as a sub-factor and could be
expanded in a detailed view or collapsed in a more abstract
view. This feature could improve the neutral ratings at Q2.
This feature could also support the practitioners in presenting
TD to different stakeholders in a uniform manner, thus
addressing the not-so-good ratings at Q4.

Another lesson learnt was that a large model — too much
information — should not be suddenly introduced. A step-by-
step explanation could address the low ratings at Q3. To
address the "not so good" ratings at Q5, Q8, Q9, and Q10, more
materials such as videos or a workshop could help. More

detailed examples and a simulation of some models could
improve the low rating at Q7 in future evaluation.

The hierarchy relationship between factors of use cases could
be presented in a 3D view. CLD*P models can be displayed
at different layers (e.g., strategic to implementation). This
view could enhance the visualisation of the synthesised model.
A novel prototypical hierarchy view is illustrated in Fig. 9.
There, the root cause and hierarchy influence of the factors and
the use cases can be visualised. Further improvement could
denote the involved/responsible personnel at each factor or
layer.

Compared with former approaches, firstly, the visualised trend
of TD from the CLD*™ approach confirms the crisis point
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model in Martini et al. (2015). However, the approaches, focus
and results of CLD'™ and Martini et al. are a bit different.
Martini et al. based on Grounded theory and focused on the
trend of TD when different refactoring strategies were applied.
CLD*TP bases on Systems theory and aims at presenting the
circular trend of TD with the concept of feedback. Secondly,
CLD'™ incorporates the TD benefit factor, which was not
presented in the model of Franco (2020). While Franco mainly
focused on the strategic level, CLD'™ considers
implementation, strategic levels and cross-disciplinary aspect.

5.7 Limitations of the Study

There is a limitation as the selection of discussed TD use cases
was based on convenience sampling. Despite the limitation, it
is worth noting that all interviewees were professionals with
significant experience in the automation domain. Another
limitation is that the study was conducted with companies in
two industries (automotive and industrial automation). Hence
the results may not be generalised to other industries. Since the
study was undertaken only with large and very large
companies, the results cannot be generalised to small and
medium companies. Nevertheless, the study contributes a
concept that was evaluated with three TD use cases from a
large organisation, which could provide a decent degree of
generalizability.

6. CONCLUSION AND OUTLOOK

This paper reports three Technical Debt use cases at a German
industrial company working in the automation domain. A
concept, namely CLD*™™_ is proposed to model the TD
artefacts with Causal Loop Diagrams. Application examples
of the CLD*™ concept on the reported TD use cases are
evaluated and presented. The CLD*™ models could support
practitioners to present TD use cases to different stakeholders
in a uniform manner. The initial findings from a loop
dominance analysis on one CLD*"™ model at the strategic level
can help practitioners predict the roughly amount of TD in aPS
over the phases, thus planning for extra maintenance activities
accordingly. Practitioners in the automation domain should
examine occurrences of the reported TD challenges in their
companies to develop appropriate solutions to manage the
reported TD items.

Future work should perform further evaluation, analyse the
proposed model's convenience, and explore the applicability
of the approach. To predict the amount of TD, TD benefit, and
TD interest more precisely, future work can perform
simulation on the presented CLD™™ models at the
implementation level using software such as Simantics System
Dynamics (2020). Future work can explore the cross-tier TD
in the international context.
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/ Das Konzept der technischen Schuld (Technical Debt, TD) beschreibt eine Situation, in der ein tech-
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denen Risiken kdnnen kritisch sein, wenn TD Ubersehen oder nicht richtig behoben wird.
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TD-Klassifizierung fur die Prozessautomatisierung wurde damit um einen besonders kritischen Mas-
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Including validation of process control systems' engineering into
the Technical Debt classification

Abstract

The Technical Debt (TD) concept depicts a situation in which a technical compromise is selected de-
spite a better solution available. The associated risks to TD may be critical if TD is overlooked or not
fixed properly. For instance, the product might not be used safely (in the healthcare supplies industry)
or be contaminated (in the food & beverage sector) due to a design fault not adequately addressed.
This work extends the TD classification for process automation systems that need to undergo a valida-
tion process according to GAMP (Good Automated Manufacturing Practice), which is required for
pharmaceutical production or food processing, for example. The approach analysed industrial engi-
neering documents to identify such TD types and sub-types. Three selected TD use cases confirmed
by industry experts are reported. The presented meta-analysis approach on engineering documents
can be employed as a TD identification method for such process control systems. The TD classifica-
tion for process automation was thereby enlarged for a specifically critical type of machine that may
harm the health of many humans.

1. Introduction and Motivation

Coined by Cunningham [1] in the classical software engineering domain, Technical Debt (TD) de-
scribes a context in which a technical compromise is taken, e.g., delivering low-quality code to meet a
short deadline. The technical shortcut can provide a short-term benefit but may cause a long-term
negative impact on the system quality or the productivity of engineers [2]. The TD concept can be
transferred to the engineering of automated Production Systems (aPS), which are widely used nowa-
days to assemble products in various fields such as automated packaging, pharmaceutical production
or food processing. aPS are a subclass of mechatronic systems. Typically, aPS are developed by en-
gineers from multiple disciplines such as mechanical, electrical or software. Other fields such as hy-
draulic, pneumatic, sensor, process or drive technology may also be involved in aPS development.
There are strong interdependencies between all those disciplines. Analysing TD in the software disci-
pline at one aPS company, Besker et al. [3] suggested further research should study mechanical and
electrical fields in addition to software.

During aPS development, technical decisions from various disciplines and phases are validated and
described in several documents such as product description, operation manual, risk analysis docu-
mentation or technical product requirements. In this work, a meta-analysis is performed to address en-
gineering TD in the aPS domain. The study considers the documents conducted during the develop-
ment of aPS in the healthcare sector followed V-Model [21] and GAMP 5 [20] (i.e. Good Automated
Manufacturing Practice). The examined documents include (1) functional specifications and design
specifications at different disciplines (e.g. hardware, software, electrical/electronics) following V-Model,
and (2) risk trace matrix and corresponding internal guidelines following GAMP 5.

While TD in the classical software engineering domain can be identified with code analysis, the work
on TD in the aPS domain is still limited [5]. Recent work on TD identification in the aPS domain still fo-
cuses on software discipline [29]. Thus, a systematic method is lacking to identify TD in other fields in
the aPS domain. This work is the first qualitative study on multi-disciplinary engineering documents to
study the state-of-the-practice risk analysis to identify and classify engineering TD in the aPS domain.
The main contributions of this paper are: (1) a systematical TD identification approach on engineering
documents in the aPS domain and (2) enlargement of TD classification with TD sub-types from valida-
tion of process control systems' engineering. The work thus yields a sound basis for TD management
to improve overall equipment effectiveness (OEE) in the aPS domain as well as enlarges the body of
knowledge on TD.

The remainder of the paper is structured as follows: In the next section, state of the art on validation of
process control systems of automated manufacturing systems and TD in aPS are outlined. Subse-
quently, research questions are derived. In Section 3, a meta-analysis approach on engineering
documents to identify TD is described. The results are presented in Section 4. The paper concludes
with a summary and an outlook on future works.



2. State of the art in production automation TD and validation to identify open research ques-
tions

This section presents an overview on the validation of process control systems of automated manufac-

turing systems, followed by an outline of TD related work, which derives research questions in detail.

2.1. Validation of process control systems of automated manufacturing systems

In the area of qualification for automation technology, the companies have to follow specific guidelines
to meet requirements from the authorities such as Food and Drug Administration (FDA) or European
Medicines Agency [31] [32] [37]. Good Manufacturing Practices (GMP) should be applied to ensure
safety and traceability to comply with the increasingly strict regulations [40]. Alam [35] indicated that
"pharmaceutical Process Validation is the most important and recognised parameters of cGMP" (Cur-
rent Good Manufacturing Practices) from the FDA. Glennon [30] reported that in the validation field of
computer control systems, "besides factory acceptance tests, identification of potential problems mini-
mises the risk of costly field corrections".

Smith et al. [33] proposed a math model to support risk analysis on the systems. Chowdary et al. [36]
tried to deploy lean tools together with cGMP principles. Examining system life cycle, risk manage-
ment and system testing, Samson et al. [39] indicated that a life-cycle approach would best suit pro-
cess systems engineering validation. There are some guidelines such as NAMUR recommendations
and worksheets [25] or GAMP. The current generally accepted policy for the validation of computer-
aided systems is GAMP 5 (the last version of GAMP), according to [28].

GAMP 5 is a risk-based life-cycle approach to making industry compliant computerised systems; thus,
aPS manufacturers can acquire the certificate to market the manufacturing systems. GAMP 5 provides
the critical fundamental concept to identify and report risks throughout the life-cycle of systems. For
instance, the severity of a fault on product quality is offset against the fault occurrence probability. The
calculation determines the risk classes from | to lll. The risk class is offset against the likelihood that a
fault is identified before damage is caused and results in risk priority categories from Low, Medium to
High. The detection or prevention methods are designed to achieve technical improvements and re-
duce risk take precedence. Consequently, control measures and qualification tests are defined as part
of the completed assessment in accordance with company-specific rules. GAMP 5 recommends two
rounds of risk priority evaluations for each risk reported, and the risk assessment should be carried out
for all changes. Based on GAMP, Neuhaus et al. [27] defined validation procedures for the process
control system of a large scale manufacturing plant.

In pharma and food & beverage, Feigenbaum et al. [34] introduced methods to control food migration
into GMP. Meyliana et al. [41] proposed a blockchain technique to minimise the circulation of counter-
feit drugs. Huysentruyt et al. [43] presented an application of GAMP 5 for Al-based systems. In recent
work, Andriani et al. [42] reported a case study of a GAMP application to analyse and prioritise risks in
the production process. Suseno et al. [38] emphasised knowledge sharing and GMP performance.
Poor exchange of know-how could be a challenge during the implementation of the MES (Manufac-
turing Execution System) in the food and beverage industry, according to Chen et al. [40].

The risks documented by the GAMP 5 risk-based approach are potential sources for quality improve-
ment. Specifically, the reported risks might reveal technical compromises taken along the engineering
process; the discipline initiates the compromises and impacts on the related fields. Examining the
compromises could identify new know-hows that could benefit aPS manufacturers and the customers,
as TD might impact system quality [2]. Furthermore, a cross-disciplinary TD study is necessary [3].
The following section reviews related work on TD in the automaton domain and its near fields to iden-
tify the research gap.

2.2. Technical Debt

Li et al. [2] established a TD classification according to different causes in the classical software engi-
neering domain. Among the TD causes, such as inappropriate architecture, lack of tests, or documen-
tation, the most studied TD was code TD [2]. Avgeriou et al. [4] indicate that TD always relates to cost.
Unexpected significant cost overruns in software development projects could occur if failure to monitor
TD [6]. TD could have an impact on the product delivery date [7] [8] [9] and the organisation's profitabi-
lity [10] [11] [12]. However, the engineers sometimes suggest a TD removal plan, but the management
is often unwilling to approve the improvement due to the business value focus [13]. Additionally, the
staff choosing to initiate TD (e.g., designers) could be different from those dealing with TD (e.g., main-
tenance engineers) [14] [15].



In the embedded software engineering domain, which is nearer to the aPS domain, Martini et al. [16]
examined architecture documentation to study TD. However, the focus was on architectural TD in soft-
ware only.

In the aPS domain, Besker et al. [18] analysed the work of software engineers at one aPS company in
Scandinavia. They reported that the engineers spend significant extra effort due to TD. The reported
effort "on average 32% of the development time" on TD was confirmed by managers. The work implies
that more investigation should be conducted to understand TD at other disciplines of aPS, such as
mechanical or electrical. Vogel-Heuser et al. [19] conducted case studies regarding fault handling in
companies developing aPS to increase OEE. However, the work focused on software discipline only.
A survey conducted by Dong et al. [5] with the machine and plant manufacturers indicated that TD
might introduce unscheduled costs between disciplines and phases. However, TD awareness at these
companies is still low. Vogel-Heuser et al. [17] analysed the interdisciplinary effects of TD in compa-
nies working with mechatronic products. They found that TD "emerges most frequently in the first
three stages of the life cycle” (i.e. Requirements, Architectural and Design). The work was based on
the interview method, and examining engineering documents was not in focus.

To the best of the authors' knowledge, no other studies have been undertaken to explore the aPS en-
gineering documents to identify TD in different disciplines of the aPS domain. Thus, this work analyses
documents of aPS companies to study engineering TD (RQ1). Once identified, the new detected TD
are systematically classified (RQ2), and the extent of benefit with industrial experts should be evalua-
ted (RQ3). Thus, this work aims to fill the research gap to contribute to a potential increase in OEE in
the aPS domain.

2.3. Research Questions

Following the idea of Li et al. [2] in the classical software engineering domain, a study should examine
typical settings in which TD occurs and which constraints, situations, and individuals or disciplines are
involved. As outlined in section 2.1, in some fields such as pharmaceutical production or food proces-
sing, aPS need to meet some predefined requirements, which are often validated using GAMP. Follo-
wing the GAMP principle, quality must be validated at each engineering stage; thus, the study should
examine not only decisions or risks documented from engineering phases but also the documents
from early/preparation phases. To be precise, engineering TD could be determined by analysing de-
sign specifications (RQ1.1), as the design is one of the most frequent stages in which TD emerges
[17]. Further, the risk trace matrix documents centralised not only the identified risks in the project pha-
ses but also the risks during the entire operation; thus, those recorded and traceable risks could be a
potential source to identify engineering TD (RQ1.2). There, the identified TD might relate to specific
engineering phases (RQ2.1) or may link to cross-engineering stages (RQ2.2), as aPS changes or evo-
lutions are multi-stage and multi-disciplinary [18] [5] [17]. Furthermore, an evaluation with industrial ex-
perts is necessary to confirm the identified TD types and the identified use cases. The reported TD
cases could provide a soundness proof concerning engineering risks (RQ3.1). In addition, the useful-
ness of reported TD cases could be perceived as a potential improvement for system quality as well
as risk management process since uncovered TD might pose risks (RQ3.2).

3. Meta-analysis approach on engineering documents

In the beginning, a meta-analysis was conducted with engineering documents provided by a world-
leading machine and plant manufacturer which had been adopting V-Model and GAMP 5. The functio-
nal specifications followed the V-Model process, and the risk evaluation was in accordance with
GAMP 5. The compositions described engineering and risk in electrical, software, and mechanical
disciplines. The risk trace matrix document also includes feedback from the customer of the participa-
ted company.

The solution mentioned in each risk entry was assessed to check whether there was a suboptimal so-
lution; thus, TD could be detected. Two workflows with different approaches were designed for this
study to achieve a TD classification. The two methods supported the researchers with systematically
reviewing and identifying TD in significant long documents (more than a hundred pages). On the one
hand, the bottom-up approach (cp. Fig. 1a) focused on discrimination between implementation and
guidelines/standards. On the other hand, the top-down approach (cp. Fig. 1b) analysed risk entries.
Nevertheless, this analysis design could also be reused in other studies which aim at a similar goal.



Regarding approach 1 (cp. Fig. 1a), the first step was the identification of implemented guidelines in
specifications of different fields (i.e. functional, hardware, software, electrical/electronics). Some exa-
mples of identified aspects were

. the hardware classification followed GAMP 5
. the creation of the software design specification is based on GAMP 5
. The emergency stop and safeguards have been designed and manufactured in com-

pliance with the Directive on Machinery (EC 2006/42)
In parallel, an exploration of potential guidelines on which specifications should be followed was
conducted to identify insufficient conformity to the standards or best industry practices. Aspects with
no procedure mentioned were studied. This step is an iteration process. Some examples of identified
aspects were

. HMI Visual Displays of Machine Status did not mention techniques followed. Some
potential candidates are

o] VDI/VDE 3699 Process control using display screens

0 OMAC [26] stack light concept
. Operating Modes did not mention any guidelines or standards followed. The potential
candidate is

o OMAC

The second step was TD identification by studying the identified guidelines and comparing them with
the implementations. Also, by examining the "Cause of Malfunction” and "Detection/Prevention™ of
each risk entry in the risk trace matrix, the documented solution was checked if there was any "sub-
optimal” or "quick-fix" which often initiates TD, according to Cunningham [1]. Specifically, the analysis
considered some aspects identified in Lueddemann [22] as a potential source of TD. For instance, ina-
dequate reciprocity among hazards, faults, risk control measures, design, implementations, and tests.
Other examples are low traceability of residual risks, redundant data sets within technical documenta-
tion, or inconsistent use of unique data identifiers across projects. More details of this step are descri-
bed in Section 4.1.1. The second step was an iterative process. Consequently, the detected TD items
were added to the well-known TD classification tree in Li et al. [2]. The detected TD items were further
classified following the detailed activities related to the risk assessment process at different phases in
Hegde et al. [3]. For instance, some risk related TD items initiated during the design phase were clas-
sified into a new sub-type TD named Risk analysis TD within Design TD. Another example is some
risk related TD items were organised into a hew sub-type named Risk assessment TD within Docu-
mentation TD.

In the third step, a snowballing was performed. Recent work and aspects relating to the identified TD
(in specifications) were explored to search for potential guidelines. The second step was an iterative
process. If more aspects were detected, the process would come back to the second step. Otherwise,
the process reached the final goal.

Regarding approach 2 (cp. Fig. 1b), entries in a risk trace matrix were identified in the first step. This
step contained two sub-steps: (1) risk aspects were studied, and (2) implemented or potential guide-
lines were explored. An example of results was "Guard locking does not lock", and a possible proce-
dure was OMAC. This step was an iterative process.

In the second step, TD was identified by two sub-steps: (1) studying guidelines and (2) comparing
with implementation. The mentioned guidelines here are specifications from the industrial partner. This
step was also an iterative process.

Similar to the bottom-up approach, in the third step, a snowballing was performed. There, related as-
pects of identified TD (in specifications) were studied to search for potential guidelines. Some related
work to the identified aspects was also explored. The second step was an iterative process. If more
aspects were detected, the process returned to the second step. Otherwise, the process reached the
final goal.

In the following, some examples of the TD identification step are presented, and threats to validity are
reported.
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Fig. 1 Meta-analysis approaches on engineering document to identify Technical Debt — (a) bottom-
up approach, (b) top-down approach



3.1 Examples of TD Identification Step

This section presents the rationale of TD identification. Three selected examples are used to illustrate
how and why a TD was detected. The identified TD items were incrementally denoted as
DocTD.[Number]. The numbers show the order of the TD detected during the meta-analysis following
the approaches presented in Fig. 1.

Regarding the first example, there was a discrepancy between risk assessment guidelines and prac-
tice (DocTD.09). In the internal risk assessment guideline, the company defined definitions and points
to each function in the Severity, Probability and Detection categories. The points were then multiplied
to determine risk classes and risk priorities. For example, 1, 3, and 5 points would be given at Severity
rating; 2 and 4 evaluation levels would not be used. However, in practice, Severity ratings with 4
points still appeared in the risk trace matrix.

In the second example, there was a discrepancy between practice and GAMP 5 (DocTD.07). The in-
ternal risk analysis document noted that the risk evaluation process would be in accordance with
GAMP 5. Five evaluation levels were defined for detection and probability criteria. However, only three
evaluation levels were recommended by the GAMP 5 guideline (see Appendix M3 of GAMP 5 [20]).
Regarding example 3. there was an intentionally judging risk as a low priority although the risk is high
and other options available (e.g. software bug) (DocTD.02). In this use case, according to the sequen-
tial entry numbers, three identical malfunctions occurred at a safety device. The safety function was
triggered due to operator intervention and software bugs. For each risk entry, function tests were defi-
ned, and the priorities were lowered from High/Median to Low. Below these three risk entries in the
risk trace matrix, the fourth risk entry noted that a related malfunction occurred (e.g. safety function
was not triggered), according to the sequence number. The impact documented in the fourth one was
significant (e.g. operator safety might be impacted). However, in the first evaluation, the priority of the
fourth entry was ranked at Low; thus, no second evaluation was performed, according to the internal
risk assessment guideline. Therefore, a potential TD was identified from this use case.

3.2. Threats to Validity

First, there might be a bias when deriving the research questions and hypotheses. The research ques-
tions follow the ideas and suggestions from recent publications to reduce this bias.

Second, the engineering documents were provided by an industrial partner. There is a threat that if the
participant did not offer authentic documents, the authors would not be able to figure this out. Never-
theless, an evaluation was conducted to confirm the results.

Third, during the analysis phase, the data (i.e. engineering documents) were analysed independently
by the first author, then discussed with the second author to reduce data interpretation errors.

4. Overview of the analysis results

This section first reports an overview of the analysis results, followed by the typical TD use cases at
aPS manufacturers. Following the idea of Li et al. [2], identified TD items from the use cases are clas-
sified into the phases in life cycles of aPS. Second, three use cases are selected and presented.
Since the applied research method was a meta-analysis, the reported TD is mainly related to Docu-
mentation TD. Finally, an example of the delta between first and second risk evaluations in the GAMP
5 process is presented. The research questions, hypotheses, results and related sections are summa-
rised in Table 1.

4.1. An enlargement of Technical Debt classification for validation of process control sys-
tems engineering

Based on the meta-analysis method introduced, an enlargement of TD classification in aPS manufac-
turing is achieved. There are 26 TD sub-types derived and generalised from 21 considered use cases.
The TD sub-types are subsequently classified into 4 TD types. Twenty-five of 26 TD sub-types is new.
The sub-types of TD are organised and presented in Fig. 2. The TD sub-types relating to the risk eva-
luation process are grouped into Risk analysis TD within Design TD and Risk assessment TD
within Documentation TD (illustrated with thick border boxes in Fig. 2). It could be observed that most
new TD sub-types belong to Design TD and Documentation TD since the work was a meta-analysis
on engineering documents. As some identified TD relate to a specific engineering phase such as de-
sign or manufacturing, RQ2.1 is addressed.



Table 1 Summary of the results addressing the three Research Questions

RQ1 RQ1.1: Engineering TD | Approach 1 (bottom-up — start | 3
How to analyse | could be determined by an- | from specifications)
documents to study | alysing design specifica- | Discrepancies between require- | 4.2.2
engineering TD? tions. ments and standards (DocTD.04)
RQ1.2: Engineering TD | Approach 2 (top-down — start from | 3
could be identified by ana- | risk analysis)
lysing the risk trace matrix | Insufficient instructions for (sen- | 4.2.3
document. sor) adjustment in operation
(DocTD.13)
RQ2 RQ2.1: Identified TD might | = New TD sub-types classified | 4.1
How are new detec- | relate to a specific engi- in Manufacturing TD
ted TD systemati- | neering phase. * New TD sub-types classified
cally classified? in Process design TD or
Risk analysis TD within De-
sign TD
RQ2.2: Identified TD may | New TD sub-type Risk assess- | 4.1
link to cross-engineering | ment TD within Documentation
stages. TD
Insufficient instructions for (sen- | 4.2.3
sor) adjustment in operation
(DocTD.13)
RQ3 RQ3.1: Reported TD cases | Reported TD cases are presented | 4.4
To which extent of | could provide a soundness | and confirmed by industrial ex-
benefit the reported | proof concerning engineer- | perts.
TD cases are evalu- | ing risks.
ated by industrial ex- | RQ3.2: Usefulness of re-
perts? ported TD cases could be
perceived as a potential
quality improvement.

4.2

Examples of TD Use Cases

Due to confidentiality, the gained results are presented using two lab demonstrators. Firstly, the sec-
tion introduces both demonstrators; the extended Pick and Place Unit (xPPU) [23], a community rese-
arch demonstrator, and MyJoghurt [24] demonstrators. Secondly, the section describes three examp-
les of TD use cases in detalil.

4.2.1 Introduction of xPPU and MyJoghurt Demonstrators

The "extended Pick and Place Unit" (xPPU) represents a lab-size demonstrator in the SPP 1593 pro-
gramme for production automation [23]. The xPPU consists of a stack providing the workpieces (WP),
a crane to transport the WPs, a stamping unit, conveyors and ejectors to sort the different WP types
into slides [23]. This paper focuses on the Linear Handling Module — Resorting Workpieces (cp. Fig.
3).



MyJoghurt [24] is a laboratory Cyber-Physical Production System. The MyJoghurt consists of multiple
modules: (1) a conveyor module for bottle transportation, (2) a handling robot for handling and com-
missioning, (3) preparation or tank control process modules, and (4) two filling stations with storage
modules and separators [24]. This paper focuses on the bottle separation feature of the conveyer mo-
dule (cp. Fig. 4).

1
—P( DocTD.13: Insufficient instructions for (sensor) adjustment in operation I—:—' 4.2.3 |

1 1
TD type ' TD sub-type ! Related
1 1 section
1 —P( DesignTD.01: Lack of risk detection/prevention measures | 1
1 1
: —P( DesignTD.02: Lack of measures to reduce or eliminate risk | :
1 1
1 —b( DesignTD.04: Inappropriate risk detection/prevention measures | 1
1 1
: DesignTD.03: Poor assembly process :
! ] design !
: Process design :
1 TD DesginTD.05: Incapable 1
' manufacturing process for expected | |
Design TD " product properties :
: ( DesignTD.06: Discrepancy between specifications of hardware and :
I software I
1 1
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1 . . 1
Risk analysis TD
' ¥ DesignTD.08 : Poor risk prevention | |
! measures !
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: prevention :
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: DocTD.05: Discrepancy between specifications of production system and :
1 product 1
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I specification ,
1
1
1

Fig. 2 Enlargement of Technical Debt classification for validation of process control systems' engine-
ering



4.2.2 Example 1 - Specifications Versus Standards

A comparison between design specifications and standards/industrial directives showed some discre-
pancies between requirements and standards (DocTD.04). For instance, the design specification used
yellowish-green to represent the normal operating state (e.g. on HMI). However, according to VDI/VDE
3699, the yellowish-green is reserved for the prewarning state. In a follow-up discussion, industrial
partners informed that they were aware of the reported issues, but the company could not resolve
these discrepancies due to specific customers' wishes. In this case, the customer has forced the com-
pany to disobey standards. The partners also raised concerns that significant efforts may be required
to correct or maintain the inconsistencies in different systems sold to other customers if deviations are
large. As an examination of design specifications successfully identifies TD and confirmed by related
experts, this example is proof of answer for RQ1.1.

4.2.3 Example 2 - Workpiece Separation Failure

The risk trace matrix document reported a sub-optimal manufacturing process due to insufficient sen-
sor adjustments. A method is considered sub-optimal if certain desired qualities are not satisfied. For
example, some NOK products could be assessed as OK ones due to insufficient instructions for (sen-
sor) adjustment in operation (DocTD.13). Because of incorrect adjustments, the sensor delivers the
wrong signal; thus, the NOK object is detected as OK (cp. Fig. 5a). Consequently, the NOK object is
separated into the wrong lane (cp. Fig. 5b).

It is worth noting that the "incorrect adjustment" incidents appeared several times in the reported
document. Due to "(sensor) adjustment" Documentation TD, some additional efforts might be required
at other project phases such as assembly or operation. Therefore, the plant was operating at a sub-
optimal level. As an analysis on the risk trace matrix document could support in identifying TD confir-
med by related experts, RQ1.2 is addressed.



a) MyJoghurt demonstrator overview

(b) A bottle separation eatre

\

> 4

> 7

Fig. 4 MyJoghurt demonstrator — () ovrview, (b) bottle separation feature

This use case suggests further analysis should be performed regarding "(sensor) adjustment” to assist
with risk assessment of change control in operation. Thus, the use case illustrates a typical example of
risk management throughout the system life cycle (see section 5.3 of GAMP 5 [20]). As a cross-stage
engineering TD is identified and confirmed, this example is proof of answer for RQ2.2. Also, there
were similar use cases to this example, such as travel paths not being collision-free due to poor de-
sign practice.

4.2.4 Example 3 - Workpiece Manipulation Failure

This example relates to the workpiece manipulation process. A disordered workpiece needs to be ma-
nipulated (e.g. sorted back) (cp. Fig. 6). However, the handling module attempts inaccurately due to
compressed air failure or workpiece density (cp. Fig. 6b1-2).
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Fig.5 Workpiece separation failure — (a) sensor delivering the wrong signal, (b) incorrect workpiece
separation

The analysis identified an intentional misjudgment at the second evaluation (DocTD.02) in this use
case. The risk trace matrix noted different detection/prevention strategies being applied at different le-
vels, such as defect/failure in compressed air supply and bugs in the software (OK / NOK strategy).
Thus, the root cause might not have been identified yet, but the risk priority was reduced from High to
Low/Median, and some undesired additional procedures were added into SOP (Standard Operating
Procedure) for the customer. For instance, when the pneumatic supply returns, the machine sends a
message to check the production system and confirm the HMI. The operators would need to check the
location of the parts before continuing production. Therefore, extra effort might be required (e.g. ope-
rator training) due to letting production compensate for the problem originating in the engineering
phase.

There were two options to handle if this failure occurred. The first option could be an implementation
of an automatic handler with a software update (e.g. temporarily changing conveyor direction to move
back the grey workpiece and then performing the second attempt). The effort for software implementa-
tion was discussed in the previous work [19]. The second option, as presented, would be manual fault
handling. There, the disorder workpiece is manually manipulated by the operator then needs to update
the current state via HMI. The effort could be calculated using HTA (hierarchical task analysis), a tech-
nigue widely used to analyse human tasks by constructing a hierarchical task list associated with a
specific process [44]. Further work would be required to compare the efforts required for these two op-
tions.
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(a) A disorder work piece
needs to be manipulated (
(e.g. sorted back)
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movement direction
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due to compressed air
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> HAEATAE

Fig. 6 Workpiece manipulation failure — (a) white workpiece need to be sorted back, (b1) successful
attempt of handling module, (b2) failed attempt of handling module

4.3 Delta Between First and Second Risk Evaluations

On average, risk priorities are reduced from High to Low (cp. Fig. 7). "Incorrect adjustment” appears
several times in risk analysis at different areas (purple columns). The delta between the evaluations
(grey columns) seems to be pretty high (only risks having both evaluations considered). It should be
noted that the system has three "Assembly" areas (A07, A13 and A16) and the most occurrences of
"Incorrect adjustment” occur at those areas. The results indicate to which extent Documentation TD
might have occurred at areas and where it appeared the most. Thus, further investigation is recom-
mended in those areas.

4.4 An Evaluation with Industrial Experts

An evaluation was conducted with two industry experts from the company which provided the enginee-
ring documents to confirm the results. The presentation includes an introduction to the TD concept,
delta between first and second risk evaluations (cp. Fig. 7), TD classification (cp. Fig. 2). Two selected
examples (reported in sections 5.2.2 and 5.2.3) were presented and confirmed. Convinced by the
present research results, the experts noted that they would need to conduct further discussions with
quality personnel to review the significant difference between the two evaluation rounds. Thus, RQ3.1
and RQ3.2 were addressed.
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Fig. 7 High delta between two risk evaluation rounds and Documentation TD at assembly areas

5. Conclusion and Outlook

This study uncovers the contagious character of TD. TD may not only spread throughout the life cycle
of a manufacturing system but may also burden the operating company and customer consuming yo-
ghurt or a pharmaceutical product. The present TD items are associated with risks of the manufac-
turing systems in the healthcare sector, which requires specific safety-critical validation processes
such as GAMP. Most of these systems often operate for several decades. Thus, the research results
are critical as they could support avoiding harming lives and reducing costs for TD. The reported TD
use cases were presented and confirmed by industrial experts. Therefore, the empirical evidence from
this work contributes to body knowledge with the enlargement of TD classification with TD sub-types
from validation of process control systems engineering that needs to undergo a validation process ac-
cording to GAMP. The research outcome regarding risk evaluation shows areas to improve OEE for
the studied manufacturing system from a TD perspective. TD might significantly impact the OEE for
automated production systems; thus, machine and plant manufacturers should start monitoring TD
more closely. TD identification step reported in this paper is a prerequisite for achieving further TD ma-
nagement goals, such as supporting decision-making to indicate whether TD items are acceptable or
the decision needs to be changed.

The developed meta-analysis approaches can be reused as an analysis method for other work aiming
at a similar purpose (i.e. TD identification using engineering documents). In addition, the presented
meta-analysis techniques can be further applied to engineering documents in different domains.
Thereby, the results from this work can be used as a reference as well as a benchmark.

Future work on TD in aPS can examine other documents such as manuals, maintenance logs or
purchasing documents. The results could support aPS manufacturers and customers to increase OOE
further; thus, improving manufacturing productivity.
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Abstract: This paper first examines the current state of
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and plant manufacturing proving that companies still face
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documentation creates friction since it may increase the
risk of malfunction and high costs, and impede system
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Zusammenfassung: Anhand einer grof$ angelegten Studie
im Maschinen- und Anlagenbau werden der aktuelle
Stand der industriellen Praxis bei der Dokumentation
in automatisierten Produktionssystemen erldautert und
die resultierenden Herausforderungen herausgearbeitet.
Unzureichende Dokumentation erzeugt Reibungseffekte, da
das Risiko von Fehlfunktionen und hohen Kosten gesteigert
und die Systementwicklung aufgrund mangelnder
Nachvollziehbarkeit behindert wird, insbesondere in der
Steuerungssoftware als einem der Hauptfunktionstrager.
Daher wird ein Risikopriorititsindikator =~ RPI4DD
vorgeschlagen, um die Schwachen der Dokumentation
in der Steuerungssoftware systematisch zu erfassen.

Schlagwérter: automatisierte Produktionssysteme; Doku-
mentation; Maschinen- und Anlagenbau; Risikoanalyse;
Risikoprioritatszahl; Softwareentwicklung.

1 Introduction and motivation

In factory automation, machine (MM) and plant manufac-
turing (PM) companies are facing numerous challenges,
such as high variability, Industry 4.0 requirements (e.g.,
small lot sizes) or long lifecycles up to decades [1, 2]. Ger-
man manufacturers in this area, who used to be world-
leading exporters, are confronted with growing competi-
tion worldwide and thus are struggling to stay competitive,
particularly regarding work costs. Some MM and PM com-
panies have to consider relocating engineering divisions to
lower-wage countries with less experienced/qualified engi-
neers who need more mature documentation [3]. Moreover,
the scope of system functionalities realised by software is
increasing, leading to a growing software complexity [4].

B Open Access. © 2023 the author(s), published by De Gruyter. This work is licensed under the Creative Commons Attribution 4.0 International License.
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Thus, companies need to improve complexity management
methods for software.

Fischer et al. [5] indicate that software complexity
strongly influences comprehensibility (readability), a pre-
requisite to maintaining or reusing existing code. Thus,
necessary documentation artefacts (e.g., architecture doc-
uments or code comments) are required to ease the read-
ability of complex software. The impact of insufficient doc-
umentation might be significant, especially among low-
skilled engineers in lower-wage countries where the engi-
neering departments are relocated [3]. A motivational
example is introduced in the following:

In the commissioning phase [...] an error handling routine for a
pneumatic cylinder is missing [...] In the optimal case, a change
request to the programmer, who developed the library function
for controlling pneumatic cylinders, should be made. However,
as the time pressure to start the [systems] is high, the commis-
sioner implements the error handling on the next higher software
architecture level that he may access, i.e., directly in the applica-
tion, since the library function is not accessible for him [...] This
conscious decision of avoiding proper change management and
violating the architectural concept is often accompanied by a lack
of documentation. As the commissioner works as fast as possible
to start up the [systems], she/he does not document the changes
made in the software resulting in many software versions in the
field [6].

Motivated by the example above, a question arises: How
do different factors influence control code documentation?
Since the development characteristics of MM and PM are
typically distinct, they often follow different engineering
practices. Previous studies indicated that software analysis
alone is insufficient to measure software quality (e.g., matu-
rity level [7]) or support software evolution since automa-
tion software is part of a mechatronics system involving
multiple disciplines or stakeholders [8]. Instead, the devel-
opment process characteristics must be considered. There-
fore, a web questionnaire is developed to study software
maturity, complexity, and documentation in MM and PM [7].
The main contribution of this work is to address
selected aspects of (semi-) automatically identifying a lack
of control code documentation. First, based on the results
of [7], a study is conducted to analyse the documentation
aspect from expert responses to the questionnaire, espe-
cially regarding engineering practices or the automatic gen-
eration of information in MM and PM. Second, a concept
to assess risk associated with insufficient documentation is
proposed, and the concept’s applicability to control code
documentation is presented for supporting an early reac-
tion or counter-measures in the development workflow.
The remainder of the paper is structured as fol-
lows. Section 2 provides the background and related work,

DE GRUYTER OLDENBOURG

followed by an analysis of industrial practice regarding
documentation in MM and PM in Section 3. The concept
and applicability of a risk-based approach to indicate insuf-
ficient documentation are presented in Section 4. Finally,
Section 5 concludes the paper and provides an outlook on
future work.

2 Background and related work

This section introduces some backgrounds of the systems
developed by MM and PM so-called automated production
systems (aPS), according to [8], followed by a description of
the quality analysis of aPS software. The section continues
with a discussion on the control code documentation. Con-
cluding, the research gap is presented.

2.1 Development of aPS

aPs$ is developed by engineers from multiple disciplines
[8]. The development often starts in the mechanical engi-
neering discipline, which creates the construction plan of
the mechanical parts. Based on this construction plan and
component lists (e.g., sensors or actuators), the electrical
engineers design the electrical system. Documents from
both disciplines are then forwarded to the software engi-
neers, who use them to develop the software running in
Programmable Logic Controllers (PLC) (i.e. control software
or aPS software), the hardware platforms used to manage
the automation for machines and plants via sensor inputs
and actuator outputs.

There are differences in the languages for PLCs com-
pared to those used in classical software engineering. The
aPS software is often developed following the IEC 61131-3
standard [5]. IEC 61131-3 defines three types of Program
Organization Units (POU): (1) Function (FC), (2) Function
Block (FB), and (3) Program (PRG). Each POU includes a
comment header, a variable declaration section, and an
implementation section. IEC 61131-3 compliant languages
include three graphical languages (i.e., Ladder Diagram LD,
Function Block Diagram FBD, and Sequential Function Chart
SFC) and two textual languages (i.e., Structured Text ST and
Instruction List IL). In the field of PLC programming, there
are guidelines from the communities of PLCopen or MISRA
[9]. PLCopen is a worldwide initiative of different platform
suppliers to reduce engineering effort and enhance soft-
ware quality by providing standards, guidelines, and edu-
cation for platform users in the community of industrial
automation. The PLCopen guidelines, e.g., naming conven-
tions or structuring with SFC, support in ensuring, e.g.,
consistency of automation software. MISRA provides rules
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and directives for coding and documentation that improve
software maintainability. The MISRA guidelines, e.g., using
start and end comment markers, support in, e.g., portability
of automation software.

The aPS development is often validated with GAMP
(Good Automated Manufacturing Practice) [10], which is a
risk-based approach widely used in industry to regulate
computerised systems. Risk Priority in the GAMP method
(i.e., criticality estimation in risk analysis) is based on three
factors Severity, Probability, and Detectability (cf. Figure 1).
For each risk entry, ratings are given to each of the factors.
Risk Priority is calculated with a multiplicative approach:
factors are multiplied by each other in two stages. The
factors are allocated to two levels: Detectability and Risk
class are level 1 factors; Severity and Probability are level
2 factors. In the first stage, the Severity is offset against the
Probability. This calculation determines the Risk class (1-3).
In the second stage, the Risk class is then offset against the
Detectability and results in a Risk Priority (low, medium,
high).

2.2 Quality analysis of aPS software

In classical software engineering, various approaches are
available to measure software characteristics, such as com-
plexity or code documentation (i.e., code comments). It is
due to high complexity or poor code documentation that
might hinder software maintainability, which may intro-
duce undesired additional costs [11]. Analogously, character-
istics of aPS software need to be analysed to measure the
criticality of documentation for the software. Vogel-Heuser
et al. [12] proposed the MICOSE4aPS approach to measure
the maturity of software considering different change types
(e.g., bug fixing or new development). Wilch et al. [13] pre-
sented a semi-automatic concept to identify POU function-
ality based on characteristics of implementation or descrip-
tion. Fischer et al. [5] proposed an approach to compare the
complexity of POUs using a metric for the Overall Complex-
ity based on six sub-metrics, M;~M; as follows.

— ProgramLength (M;) refers to Halstead’s Program
Length, ie, the sum of the tokens (operators and
operands).

— Cyclomatic Complexity (M,) refers to McCabe’s Cyclo-
matic Complexity determined by the number of deci-
sion statements.

Detectability

GAMP
Risk Priorit Risk Class

Figure 1: Factor hierarchy in the GAMP method [10].

Severity |

Probability |
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— FanIn_FanOut (M,) is determined by incoming (e.g.,
input variables) and outgoing (e.g., output variables)
data flows.

— Vocabulary Size (M,) and Difficulty (M;) follow the
ideas of Halstead’s Vocabulary Size and Difficulty,
which are also based on the number of (unique) opera-
tors and operands.

— Data Structure (M) targets the complexity of the data
processed. For instance, the program interface vari-
ables add more complexity than local variables and
sub-variables.

The calculation includes three steps. First, six metrics
M;-M¢ (M; in (1)) are applied to each POU, resulting in
six values with different scales per unit. The median val-
ues M, to Mg are then determined. Second, the metrics
values are scaled using equation (1) to the corresponding
median.
M;(POU)
v;
Third, the Overall Complexity OC, of a POU is calcu-
lated based on the sum of the six metrics values scaled in
the second step (cf. equation (2)). The weights w; are used
to adjust the influences of individual metrics on the overall
complexity. The sum of w; is 1 to scale Overall Complexity
values to a predefined value range (e.g., (0, 1]).

Cret1,(POU) = -100% )

6
0C,(POU) = D" w; - Cyey 5, (POU) ¥))
i=1

2.3 Lack of control code documentation
in the aPS domain

In classical software engineering, the phenomenon of insuf-
ficient documentation is referred to as technical debt (TD),
more specifically, documentation debt [14]. The TD con-
cept describes a context where a technical compromise is
selected against better knowledge [15]. For instance, low-
quality code is delivered to meet an urgent deadline. The
technical compromise can enable a short-term benefit (e.g.,
quicker delivery) but may introduce some undesired effects
(e.g., high maintenance cost). The survey of Li et al. [15] indi-
cates that although documentation debt received significant
attention, studies on documentation debt management are
scarce. Avgeriou et al. [16] reported that TD always relates to
cost. Inadequate monitoring of TD may introduce additional
long-term effort in software projects. TD might cause project
delivery delays, as well as a decrease in organisational prof-
itability. Detofeno et al. [17] suggested that to prioritise TD
in software, one should not only consider source code alone
but also consider external factors such as project character-
istics or test coverage.
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Near the aPS domain, Martini et al. [18] analysed
the accumulation of TD in software in embedded systems
and additional activities (e.g., refactoring) required at five
software companies. They reported that insufficient docu-
mentation “causes the misinterpretation by the developers
implementing code” as well as hinders refactoring activities.
However, code comments were not considered as the work
focused on the level of design and architecture. A survey
with six software companies from Besker et al. [11] indi-
cated that time pressure commonly triggers documentation
debt, such as insufficient updating related documentation
for code implementation. The study reported a significant
productivity loss of software developers due to TD. However,
the code comment was not focused.

In the aPS domain, Besker et al. [14] investigated the
work of software engineers at one company working with
aPS in Scandinavia and reported that there were “quite a
lot of resources in paying the interest on Technical Debt,
on average 32 % of the development time”. Biffl et al. [19]
studied the risks of TD in engineering artefacts related to
data exchange (e.g., process documentation and configura-
tion management). Waltersdorfer et al. [20] reported two
types of documentation debt: Insufficient Data Model and
Insufficient Product Process Resources Model. However, the
code comment was not considered in the above studies.

Due to the nature of aPS, on-site changes are often
performed to adapt the manufacturing systems to unantic-
ipated raw materials or environmental conditions. Under
pressure to start up the system, proper control code docu-
mentation for on-site adaptions might be neglected, result-
ing in documentation debt (cf. Section 1, e.g.). TD is causing
additional development and maintenance costs over time
[14] or developer productivity loss [11]. Due to the long
lifetime of aPS, the impact from TD might be large. Unfor-
tunately, awareness of TD in the aPS domain is still low
in general, according to a survey of 48 German companies
supplying aPS [21].

2.4 Research gap

Research addressing aPS documentation quality is still
scarce. Among the publications, Neumann et al. [22] intro-
duced templates to document design decisions at the archi-
tectural level of aPS. Neumann et al. [23] proposed some
simple metrics such as HeaderCommentLinesOfCode (size
of comment header), MultiLineComments (amount of com-
ments wrapping over multiple lines), and SourceCodeCom-
mentedRatio (density of comments) to assess the software
maintainability. The authors’ previous work [7] mainly
focused on methods for document exchange or on how
code/configuration is generated from documents.
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As aforementioned, to assist the engineers in main-
taining, enhancing, or reusing the control code at a later
stage, the comment header often provides an overview
description of the POU, and the comments in the variable
declaration and implementation section explain the control
code in detail. A well-documented software supports its
reusability in future projects; thus, the development costs
could be optimised. Not only code comments, but a broad
view should also be considered due to interdisciplinary con-
straints. Thus, the availability of documentation in different
disciplines, the use of internal guidelines, or the automatic
generation of engineering documents needs to be studied.
Another factor in enabling reusability is standardisation,
i.e., whether standardised guidelines provided by the com-
munity are followed. To the best of the authors’ knowledge,
there is no method to determine the criticality or quality
of documentation in the aPS domain. By analysing results
from an industrial expert survey in machine and plant man-
ufacturing, this work firstly studies the state of the practice
regarding documentation. Secondly, factors influencing the
documentation activities are derived considering the docu-
mentation debt concept to propose a risk priority indicator
foridentifying the documentation debt. An overview of find-
ings from related work and expert survey corresponding to
the sections is illustrated in Figure 2.

3 An analysis of state of the
practice regarding
documentation

The current state of practice in industry regarding docu-
mentation was surveyed using a questionnaire distributed
via newsletters and web pages addressing a German-
speaking community interested in embedded systems,
mechanical, electrical or software engineering in MM and
PM. For this paper, the focus is on the documentation aspect
of the questionnaire, which was not the target of the previ-
ous investigation [7]. Hereafter, #[number] denotes a ques-
tion with the ordinate number in the questionnaire avail-
able online [24]. The eight questions used in this analysis are
listed in the Appendix. Among 322 companies that started to
answer the questions, 146 finished it. As this work targets
aPS, those 146 completed cases are firstly categorised by
their answers regarding industrial sectors (#65). Thus, only
responses from companies assigning themselves to at least
one of the sectors associated with MM and PM, such as mate-
rial handling or woodworking machinery, are selected. This
reduces the cases from 146 to 71. Second, only companies
assigned themselves to MM or PM in #69 are considered,
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Figure 2: Steps of the study and findings correspond to the sections.

thus reducing the cases from 71 to 61 companies, represent-
ing the study’s base data. In the following, the results of the
documentation aspect are reported.

As a pre-processing step, question #66 surveyed the
company size. Question #72 was used to study the func-
tional description availability in disciplines. The availabil-
ity of documents is lowest in software compared to elec-
trical/electronics and mechanical disciplines (cf. Table 1).
Across the disciplines, the availability is highest at large
companies (>1000 employees) and lowest at small-and-
medium companies (from 50 to 250 employees). The avail-
ability of documents “when design begins” or “provided at
milestones” is lowest in software (cf. Table 1). Thus, docu-
ment availability is mostly poor when engineering begins
and varies later depending on the discipline and company
size.

Questions #51 and #52 are used to study how engi-
neering artefacts are automatically generated in different

disciplines (e.g., code generation or configuration). The
identified sources reveal that requirements documents are
most commonly used across all disciplines (cf. Table 2);
however, the usage frequencies are still low. Thus, auto-
matically generating engineering artefacts is still poor in
general.

Following guidelines or checklists in software engi-
neering supports high-quality code and traceable software
[9]. Question #77 studied the differences regarding the lev-
els of detail of internal guidelines in different disciplines.
Software and electrics/electronics received more precise
instructions (21 % and 20 %, respectively) than mechanics
(11 %) (cf. Table 3). However, the formulation of guidelines
is still poor in general.

Question #34 examined the usage of PLCopen and
company-specific guidelines. The responses of #34 show
a low frequency of usage of PLCopen guidelines (10 %)
compared to in-house guidelines (cf. Table 4). The internal

Table 1: Evaluation of expert surveys on document accessibility across disciplines (#72 [24]).

Availability of documents Discipline

Software Electrics/electronics Mechanics
When design begins 9% 13 % 13%
Often late 28 % 29 % 25 %
Provided at milestones 25% 31 % 25 %
Engineer needs to request 20 % 8% 13%
Engineer has to collect details from customer 3% 4% 3%
Not applicable 15 % 15 % 20 %
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Table 2: Evaluation of expert surveys on automatically generating engineering artefacts across disciplines (#51 and #52 [24]).

. . Discipline

Source for automatic generation

Software Electrics/electronics Mechanics
Requirements documents 38 % 29 % 26 %
Component lists - 1% 1%
E-Plan® - 17 % 7 %
Models 12% - -
Total from above artefacts 50 % 57% 44 %
Nothing 16 % 17 % 18 %
2E-Plan: a tool for electrical engineering of machines and plant systems.
Table 3: Evaluation of expert surveys on detail levels of in-house guidelines across disciplines (#77 [24]).
Detail level of internal guidelines Discipline

Software Electrical/electronics Mechanics
Poor in-house guidelines 33% 36 % 44 %
Fine-grained in-house guidelines 31% 29 % 24 %
Precise instructions 21% 20 % 1%
Not applicable 15 % 15 % 21%

Table 4: Evaluation of expert surveys on usage of PLCopen and
company-specific guidelines in software discipline (#34 [24]).

Types of guidelines in use Response
PLCopen guidelines 10 %
In-house guidelines 80 %
None 10 %

guidelines are employed by a large portion of the surveyed
companies (80 %); thus, the usage of guidelines from the
community is less than company-specific guidelines. Fur-
thermore, the 10 % remaining responses reported that no
guideline is being followed.

In summary, the results show a lack of availability
of required documents, low-moderate automatic gen-
eration of information in engineering, a lack of exact
instructions, and high reliance on in-house guidelines
in MM and PM. These findings reveal the potential triggers
of documentation debt in aPS. Thus, a methodology to indi-
cate the risk of documentation debt is necessary.

4 Concept of indicators for control
code documentation debt

The expert responses presented in Section 3 emphasise that
insufficient documentation is still a critical challenge in

industrial practice of MM and PM companies. The quanti-
tative results in Section 3 are substantiated by a qualitative
study [25] conducted by the authors with an industrial part-
ner developing aPS for the healthcare industry. The results
indicate a high need to improve document availability as
an essential to build up a cross-disciplinary development
process. Especially in software, which must be adaptable
over many years and is increasingly becoming one of the
main carriers of system functionality, a lack of documenta-
tion is a significant cost factor. However, to systematically
improve the software documentation, it is first necessary
to quantify the risk of insufficient documentation and thus
to assess where an improvement in documentation is most
urgent to prevent errors at an early stage, reduce engineer-
ing duration, and shorten the time-to-market. Therefore,
a Risk Prioritisation Indicator of Documentation Debt (i.e.
RPI4DD) is introduced in the following to quantify the risk
of a lack of control code documentation.

This section first derives requirements of indicators for
documentation debt, then presents an approach to transfer
the concept of RPI4DD, followed by a set of selected factors
to indicate control code documentation debt in aPS. The
selected factors are based on current literature and expert
responses identified in Section 3. The section continues with
a description of the proof of concept of RPI4DD, includ-
ing an evaluation using a lab-sized plant. Finally, a sum-
mary of RPI4DD calculation and requirement fulfilment is
given.
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4.1 Derived requirements of indicators
for documentation debt

From the state of the art, requirements of indicators for
documentation debt are derived in the following.

R1. RPI4DD should be extensible with new factors
identified. The requirement for extensibility is due to TD
research in the aPS domain being an ongoing work. The
aspects of identifying TD, in particular documentation debt,
are not fully explored yet. Thus, the list of factors is not
yet fixed. When new factors are identified in future work,
their calculation rules should be seamlessly integrated into
RPI4DD.

R2. RPI4DD should be flexible with calculation rules
of individual factors. Different calculation rules might be
introduced to assess a factor due to the high diversity of
applications in the context of the aPS domain. Therefore,
flexibility is a requirement for RPI4DD.

R3. RPI4DD should be automatable. The program
size of industrial projects is often large; thus, an automatic
method is required to enable applicability in industrial
practice.

4.2 Concept of a risk-based approach
to indicate documentation debt

The concept of determining indicators for documentation

debt is based on the GAMP method, which allows extensi-

bility for additional factors that could be added to an appro-
priate level. Therefore, since the GAMP approach satisfies

R1 (extensible), the approach is used as a basis to derive

RPI4DD. To satisfy R2 (flexible), weights could be added to

reflect the different importance of each factor. In addition,

besides the multiplication operator, other operators (e.g.,

addition) could also be applied to the calculation of the

factors.

In the following, based on the GAMP method, the six
main steps to establish a new risk assessment method for
documentation debt (cf. Figure 3) are described. This work
focuses as a starting point on the control code documenta-
tion, in particular code comments and naming conventions.
However, the design of RPI4DD shall enable the integra-
tion of further documentation artefacts, such as manuals or
architect documents, in future work (cf. R1).

— Step 1: Identify an initial set of factors influencing TD.
In documentation in general and control code docu-
mentation in particular, a successful document often
meets two criteria: (1) the document covers the nec-
essary information of the object being described (i.e.
Document Coherence) and (2) the document is available
on time (i.e., Document Urgency).
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—  Step 2: For each identified factor; identify the sub-factors
influencing the factor. GAMP method stops at level 2
factors (cf. Figure 1); however, this step can be further
applied for sub-factors if necessary. It should be noted
that the ratings in the GAMP method may cause con-
fusion. For example, a Risk class rating of 3 and low
Detectability result in low Risk Priority, while a Risk
classrating as 1 and low Detectability result in high Risk
Priority. This paper does not aim to address the above
issue but just proposes some modifications regarding
the ratings. Still, the offset mechanism of the GAMP
method is followed by grouping related (sub-)factors
into classes, but the classes’ rating is based on Roman
numbers. Besides the three-level rating of the GAMP
method, the rating of (sub-)factors is based on Arabic
numerals. Thus, all low Arabic number ratings indicate
low risk and vice versa. In addition, the ranges of the
(sub-)factors’ rating are more flexible since some (sub-
)factors might need only two or more than three levels.

— Step 3: Snowballing to extend the factor classification.
Related aspects of identified sub-factor are explored.
For example, different Change Type of control code
results in different change of comment which has dif-
ferent quality (i.e. Comment Quality). Thus, standards
of comment (i.e. Comment Compliance) are included in
the factor classification.

— Step 4: Propose calculation rules for (sub-)factors.
Once sub-factors are selected, the calculation rules are
proposed.

— Step 5: Conduct multi-stage assessments. The GAMP
method starts with two sub-factors at level 2 (i.e. Sever-
ity and Probability) to assess their corresponding factor
at level 1 (i.e. Risk class). Thus, the assessment might
start from the lowest-level sub-factors and gradually
move up the factor hierarchy. However, as mentioned,
to enable flexibility, the calculation process and opera-
tors are free of choice.

— Step 6: Visualise and interpret the results for further
action. The value of RPI4DD is reviewed to indicate
the areas if the document is insufficient, incomplete, or
outdated, which indicates documentation debt.

In the next section, the results of the approach are
presented.

4.3 Factor classification of RP1I4DD
formulation

From the approach presented in Section 4.2, a basic struc-
ture to calculate RPI4DD is derived with two main influenc-
ing factors (cf. equation (3)). The Document Urgency factor
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Figure 3: Steps to establish risk prioritisation indicator of documentation debt RPI4DD.

(represented by RPIj;gen,) assesses how acute the need for
control code documentation is. RPIygen, is based on the
assumption that the urgency can vary depending on the
Functionality (RPIppcrionaiiry) implemented by the respective
control code part, the Required Change On-site (RPI ,, i), S
well as the Grade of Test/Quality Of Test (RPIy,,). The Doc-
ument Coherence factor (RPI yperence) @5S€SS€s how coher-
ent the existing documentation is. The expert responses
reported a sub-optimal standardisation of programming
and documentation guidelines, i.e., company-specific guide-
lines are more frequently used than the guidelines provided
by the community (cf. Section 3). Thus, a conformity check of
documentation with standards shall take place. A summary
of the groups of sub-factors influencing the control code
documentation is presented in Figure 4.

RPI4DD = RPIFuntionality ' RPIOn—site : RPITest : RPICoherence
A J

v

RPI, Urgency

3

In the following, the specification of sub-factors and
corresponding rationale are described in the order pre-
sented in Figure 4.

4.3.1 Document urgency (RPIgency)

RPIjpgency Is calculated based on three sub-factors: (1) Func-
tionality, (2) Required Change On-site, and (3) Grade Of
Test/Quality Of Test.

4.3.1.1 Functionality (RPIynctionality)

Depending on the complexity of an implemented function-
ality, different amounts of explanatory documentation are
required to enable maintainability by different persons [26].
Poor functional description availability (#72) poses a high
risk since comprehensibility (readability) received the high-
est rank among the software properties influenced by com-
plexity [5]. Therefore, Complexity Of Software is identified as
a sub-factor of Functionality. The Overall Complexity metric
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Figure 4: Selected factors influencing control code documentation (i.e. factor classification of RPI4DD formulation) following the systematic

classification of Li et al. [15] and GAMP procedure [10].

proposed in [5] has proven as a reliable means to quantify
different aspects of software complexity and, thus, could
be used as a calculation rule for the sub-factor Complexity
Of Software. As identified in [5], the list of characteristics
includes:

- ProgramLength M,

- Cyclomatic Complexity M,
— FanIn_FanOut M,

- Vocabulary Size M,

- Difficulty M;

— Data Structure M

It is worth noting that Cyclomatic Complexity or Data Struc-
ture may be weighted more strongly as they might have
larger effects on the program complexity.

Second, the difficulty of software functionalities might
vary [5]. As documentation activity is quite laborious and
tedious, the documentation effort needs to be prioritised
for the most difficult functionality (i.e., goal-oriented behav-
ior [13]) of software. Therefore, Difficulty Of Functional-
ity is included as another sub-factor of RPIpypciionalicy- AS
identified in [5, 13, 27], the list of functionalities is as
follows.

— Organizational (low weight =1).
— Messages (low weight =1).
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— Status (low weight =1).

— Error/generic/homing (medium weight = 2)
— Motion Control (high weight = 3)

— Safety-related (high weight = 3).

Motion control in aPS is highly challenging in case a produc-
tion step (e.g., work piece handling) requires the synchroni-
sation of multiple drives performing different motion tasks
(e.g., rotatory or linear movements [28]) by simultaneously
fulfilling hard real-time requirements [27]. According to [1],
positioning tasks of the robot-like-systems components are
rated as one of the most challenging tasks to implement in
software. Changes in production (e.g., introduction of a new
product) might require additional or more complex move-
ment; thus, the motion control must be adapted accordingly
(e.g., changing the number of involved cooperating motion
axes of robot arms). The difficulty of motion control is there-
fore rated as high (2). Safety-related tasks are even more
critical since errors or malfunctions in these software parts
may cause severe damage to aPS, or — in the worst case
— even to humans; thus, they are rated with 3. Here, poor
automatic control code generation (#51 and #52) might pose
ahighrisk, e.g., safety-related control code might differ from
the predefined model or requirements document.
Following the calculation rules presented in [5, 28]
for POU complexity, a calculation for RPIp,conaliry 1S Pro-
posed as follows. As the medians M, to My are used (cf.
Section 2.2), they are “stable against outliers and provide
reliable results” [5]. Therefore, the distribution of Overall
Complexity OC values would be mostly symmetrical without
outliers. Thus, RPIpypconaiity 18 based on the mean Overall

Complexity OC.

RP. IFunctionality = OCOrganizational + OCMessages

+ OCStatus +2- OCError

+2- OCMotion +3- OCSafety @

4.3.1.2 Required change on-site (RPI,, ite)

The sub-factors of Required Change On-site include Manu-
facturing Type, Change Frequency and Change Source. First,
while MM companies can usually develop machines entirely
in-house, PM companies often have to integrate and start up
the system on-site [8]. Thus, the Manufacturing Type is iden-
tified as a sub-factor for Required Change On-site. Second,
customers have different schedules (e.g., new product intro-
ductions); therefore, the remote software update intervals
(i.e., Change Frequency) vary. Third, while in-house changes
often undergo a rigorous review process by the software
development department and management, on-site changes

DE GRUYTER OLDENBOURG

are often conducted without feedback from the develop-
ment department (e.g., due to time pressure). Therefore,
the qualification of the person conducting a change or the
origin of changes (Change Source) is identified as another
sub-factor. Other potential sub-factors include code-sharing
strategies, acquiring software status, or company sizes (doc-
umentation availability might vary in sizes of companies,
according to #72).

Regarding the Manufacturing Type, the highest docu-
ment urgency is rated at PM (rating = 3) as PM has the
most required change on site. As on-site changes must be
quickly performed (e.g., to meet hard deadlines or to reduce
the cost of suspending production), it is urgent to provide
exact instructions. The rating is lower for series machinery
manufacturing (rating = 1) and special-purpose machinery
manufacturing (rating = 2).

Regarding Change Frequency, the rating scale is based
on the frequency of software updates reported in [1]:

- <3months=1
- 3-6months=2
- 6-12months =3
-  >12months=4
— Noupdate=5

Regarding Change Source, arating of 1is assigned to Changes
conducted in-house (less risky due to rigorous review), and
On-site changes are given a rating of 2.

The assessment on Required Change On-site is described
in Figure 5. Following the idea in the GAMP method, this
assessment includes two steps with three aspects. Firstly, the
Manufacturing Type (severity of change) is plotted against
the Change Frequency (probability that a change will occur),
giving a Required Change Class (I to III). Secondly, the
Required Change Class is plotted against Change Source, thus
resulting in giving a degree of Required Change On-site (low,
medium, high). There is an adaption in this assessment that
the detectability aspect introduced in the GAMP method is
replaced by Change Source. Nevertheless, the detectability
concept is still included since the detectability of inadequate
documentation may vary with different Change Sources,
which might undergo different review processes.

Finally, the value RPI,, .. 1S determined using
equation (5).

1 if low urgency on-site
5 if medium urgency on-site  (5)
10 if high urgency on-site

RP IOn-site =

4.3.1.3 Grade Of Test/Quality Of Test (RPI+;)
In the aPS domain, the method proposed by Ulewicz et al.
[29] can be followed to identify which control code snippets
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(a) Required Change Class (b) Required Change On-site
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Manufacturing
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N
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Change Class

Reqyired
Char|ge Clgss Il

Low urgency
on-site

1 2 3 4 5

2

Change Frequency

Change Source

Required Change Class
= Manufacturing Type x Change Frequency

Required Change On-site

= Required Change Class x Change Source

Figure 5: Required Change On-site assessment according to the GAMP method [10] (a: Required Change class calculation; b: Required Change On-site

calculation).

are not well tested yet. The process employed the control
code coverage method to determine which control code
snippets are covered by which test cases. Among the pro-
posed metrics in [29], there is a test coverage measure on
the POU hierarchy (i.e., TestDepth) and three control code
coverage measures (i.e., BranchCoverage, StatementCover-
age, and PathCoverage). With StatementCoverage, itis aimed
to traverse all the statements (or lines) at least once. Branch-
Coverage aims to traverse all the control flow paths (e.g., if
statements) at least once. The main goal of PathCoverage is
to execute all possible control flow paths (full paths from
input to output). A brief comparison of these control code
coverage metrics is illustrated in Figure 6. With test cases
TC1 and TC2 (cf. Figure 6a), StatementCoverage shows 100 %;
however, only 75 % of the branches are covered (Branch-
Coverage). Thus, BranchCoverage is a better indicator as it
shows that more test cases are required. Regarding Path-
Coverage, there is a case that the number of paths through
the loop could be significantly large (cf. Figure 6b), infinite,
or not predictable (e.g., number of loops is determined at
run time). Thus, covering all possible paths from input to
output is mostly not realisable in practice. Therefore, among
these control code coverage metrics, BranchCoverage is rec-
ommended as it delivers more accurate results.

In practice, 80 % coverage is generally accepted as good
(following the Pareto principle in testing: given that 80 %
of code is covered, the remaining code part may require a
significant effort but is not worth it). To distinguish between
a poor and a moderate test quality, additional informa-
tion needs to be taken into account. More precisely, the

good
TestQuality =
poor

expectation for test quality depends on various company-
specific boundary conditions, such as software modularity
or reusability. For instance, the boundary conditions at the
industrial partner in the previous study [25] are as follows:
the company has a high-modularised structure of its control
code and a high degree of reuse by applying library modules
and templates (about 75 % of a machine’s PLC project consist
of reused control code). The other 25 % of the machine’s PLC
project is newly developed machine- or customer-specific
control code, e.g., data exchange between the reused library
modules or implementation of the machine-specific process
logic. These newly developed, machine-specific parts are
the error-prone parts of the PLC project, which require
thorough testing. Generally, the company’s engineers know
which requirements target these new code parts, and due
to the company’s mature code structure, they can locate the
code partsin the PLC project. Consequently, the defined tests
usually aim at targeting specifically the requirements linked
to these critical code parts. Again, following the Pareto prin-
ciple, at least 80 % of the 25 % new machine-specific code
needs to be covered by tests. Since the 80 % of the 25 %
new machine-specific code is about 20 % of the total code,
the company-specific threshold for moderate test quality is
set to 20 % of the entire control code in the considered PLC
project. The threshold of 20 % for “moderate” is set given the
assumption that test cases for the machine-specific part are
selected and that the remaining code is already well-tested
and thus assumed to be less error-prone. Therefore, a pro-
posal to assess the test quality with two metrics, TestDepth
and BranchCoverage, is shown in equation (6).

if TestDepth > 80% A BranchCoverage > 80%
moderate if 20% < TestDepth, BranchCoverage < 80% (6)
if TestDepth, BranchCoverage < 20%
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a) BranchCoverage could provide better indicator (e.g. lack of tests) than StatementCoverage

Code: Control flow graph: Test:
1 bool interval (int a) { :s * Possible branches =4 (Z1to Z4)
2 if (a < 10) { 3 * Number of statements =4 (210 5)
3 if (a > 0) 2 :
2 P True (Z1) Test | Variable | Covered | Covered
5 } return false: ’ a<10 case | a branches | statement
6 } (3) TC1 | a=5 2(21,23) | 3(2,3,4)
e (Z:j)/a ~0 Faise TC2 [a=15 1@ |25
1’4 Results of TC1 and TC2:
\/ . > Total statements covered =100%
(E) > Total branches covered  =75%

b) PathCoverage could be not applicable or not practical as loop might require an

/ S Test case | Variable z | Covered paths
1 void increase (int z) { PN
2 while (z < 3){ 2 TC3 z=2 1 (loop executed once)
3 } z=z+1, Z/ \22 TC4 z=1 2 (loop executed twice)
4
5 / N A
} N 3 4 N\ E /

(more test case needed)

infeasible number of tests

Number of loop paths depends on z; thus, introduces a
large number of path variations

Possible loop paths are significant large (range of input z,
int type, is from -2,147,483,648 to 2,147,483,647)
(problematic to cover all possible paths in terms of e.g.
number of test cases and execution time needed)

Figure 6: Comparison on control code coverage metrics proposed in [29]

Finally,
equation (7).

the value RPIy, is determined using

1 if good test quality
5 if moderate test quality
10 if poor test quality

RPI . = ™)

As this paper’s scope focuses on control code documen-
tation, there is no claim for completeness regarding test
metrics. Nevertheless, many test metrics are available in the
literature that can be integrated into the RPI, calculation.

4.3.2 Document Coherence (RPIc perence)

The Document Coherence factor is assessed based on the
three sub-factors Comment Compliance, Comment Quality
and Change Type. Firstly, practice shows that implemen-
tation of the standards could reduce errors. Violation of
coding standards (e.g., MISRA) may result in TD [30]. A

(a: Branch and Statement; b: Path).

lack of exact instructions (#77) or a lack of coding guide-
lines in general (#34) might pose a risk, e.g., poor quality
or standardised code. Therefore, Comment Compliance is
identified as a sub-factor, which is categorised into the Doc-
ument Coherence factor. Secondly, the coherence of control
code documentation and corresponding implementation
may influence the software’s maintainability. Insufficient
Comment Quality (e.g., code comments do not describe the
implementation properly) may hinder on comprehensibil-
ity (readability) of the control code (e.g., causing confusion
for the maintenance staff). Thirdly, different change cate-
gories (i.e., Enhancements, Bug Fixes, New Features, and
New Developments) could influence the software maturity
value, according to [12]. Thus, Change Type is identified as a
factor within the Document Coherence factor.

Regarding Comment Compliance, the rating is based on
results from checking the control code documentation with
MISRA guidelines. MISRA rules or directives for comments
include:
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—  Rule 3.1 The character sequences /* and // shall not be
used within a comment.

—  Rule 3.2 Line-splicing shall not be used in // comments.

—  Rule 20.1 #include directives should only be preceded by
preprocessor directives or comments.

—  Dir 4.4 Sections of code should not be “commented out”

The details of the rating scale for Comment Compliance are
presented in Table 5. Among the available guidelines, MISRA
is proposed as its scope focuses on coding standards. As
an alternative or a broader scope, one could refer to other
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guidelines or standards such as PLCopen, ISO 26262 or ISO
17961.

Regarding Comment Quality (CQ) rating, it is assumed
that a high amount of comments is beneficial to enhance
the software’s understandability, and, thus, reduces the
risk of documentation debt. The metrics HeaderComment-
LinesOfCode (size of comment header), MultiLineComments
(amount of comments wrapping over multiple lines), and
SourceCodeCommentedRatio (density of comments) pro-
posed in [23] could be employed to quantify the amount of
control code comments (cf. equation (8)).

1 if SourceCodeCommentedRatio > 0 A MultiLineComments > 0 A HeaderCommentLinesOfCode > 0

cQ =

3 if SourceCodeCommentedRatio = 0

Regarding Change Type, the scale refers to the change
categories reported in [12]. The details of the rating scale are
presented in Table 6.

The Document Coherence assessment method is
described in Figure 7. Following the idea of the GAMP
method, firstly, the Comment Quality (determined using
equation (8)) is offset against the Comment Compliance
(determined using the rating scale in Table 5). This
calculation determines the degree of excellence of
comment, ie., Comment Class (I to III). Secondly, the
Comment Class is offset against the degree of excellence
of control code (represented by Change Type, which
influences the software maturity value). It results in
Document Coherence (low, medium, high). The Change Type
is determined using the rating scale in Table 6. It could
be observed that the three aspects defined in GAMP (i.e.,
severity, probability, and detectability) are not used but
replaced by the three new aspects in the context of coherent
assessment.

Finally, the RPIqperence 1S determined with equation (9).

1 if high document coherence
5 if medium document coherence (9)
10 if low document coherence

RP ICoherence =

4.4 Proof of concept of risk prioritisation
indicator of documentation debt

To illustrate the applicability, RPI4DD is in the following
determined for two scenarios of the extended Pick and
Place Unit (xPPU) [8], i.e., a lab-sized demonstrator that

2 if SourceCodeCommentedRatio > 0 A (MultiLineComments = 0 V HeaderCommentLinesOfCode = 0)  (8)

stamps, transports, and sorts work pieces with different

color, weight, and material (cf. Figure 8). The work pieces

arrive at the stack, where they are picked up by the crane.

Depending on the work piece type, they are either further

processed to the stamp or directly transported with the

conveyor to be sorted into the respective ramp.
In the following, RPI4DD is calculated for two typical

functionalities in aPS emulated for the XxPPU, i.e.:

—  E_Stamp: Stamping work pieces: This scenario refers to
the code parts controlling a typical functionality of the
system during regular production, i.e., in the case of the
xPPU, the stamping of work pieces at the crane before
they are sorted.

—  E_Restart: Restart operation after emergency stop: The
recovery of the system after an emergency stop to take
up regular production is a highly challenging task in
industrial practice, e.g., due to complex resynchronisa-
tion of drives, which is why the scenario is considered
on a small scale for the xPPU.

Table 7 follows a practical risk assessment template used
to evaluate risks during the development of industrial aPS.
The table template can serve different views to different
stakeholders. The individual sub-factors are intended to be
initially determined by technicians on a fine-grained level
resulting in precise numbers for the different factors (e.g.,
results from complexity metrics). Next, the fine-grained
values are clustered and categorised into a coarse-grained
system (e.g., following a three-level categorisation into low,
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Table 5: Rating scale for Comment Compliance with guidelines or standards.

Rating Description Comment Compliance from checking with guidelines (e.g., MISRA)
1 Noncritical Fully compliance (i.e., no error or warning messages)

2 Minor Partially compliance (i.e., violations only include warning messages)

3 Critical Noncompliance (i.e., violations include error messages)

Table 6: Rating scale for Change Type based on scope and criticality.

Rating Description Rationale according to [12]

1 Enhancements [...] represent the least critical category [...]

2 Bug fixes [...] represent a more critical [...] than enhancements |[...]
3 New features [...] significantly more critical, [...]

4 New developments [...] the most extensive change category |...]

The bold terms highlight the exact phases extracted from ref. [12] explaining the rationale for the corresponding ratings in column 1.

(a) Comment Class (b) Document Coherence

Comment Class
= Comment Compliance x Comment Quality

o 3 - |
=] 1
T HiE
£gl ® la ES High
©38 [ K o y [docupment

! 6‘95"17” cohefence
1 2 3 2 3 4
Comment Change Type
Quality

Document Coherence
= Comment Class x Change Type

Figure 7: Document Coherence assessment according to the GAMP method [10] (a: Comment Class calculation; b: Document Coherence calculation).

Crane Stamp

Conveyor

Ramp

Figure 8: Extended Pick and Place Unit [8] to apply the risk priority
indicator RP14DD.

medium, and high) to make the risk priority number intu-
itively understandable at first glance, e.g., for customers or
management positions.

In the following, the sub-factors are determined for
both scenarios to derive RPI4DD for the software parts
implementing the respective functionalities.

4.4.1 Calculation of document urgency (RPIy,gency)

Regarding the Functionality, F_Restart might involve human
intervention and multiple safety-related tasks; therefore, it
is assumed that documentation for F_Restart is more critical
than documentation for F_Stamp. Particularly, the Complex-
ity Of Software and Difficulty Of Functionality of POUs in
F_Restart is assumed to be higher than F_Stamp’s in gen-
eral; thus, RPIppcionaiity Of F_Restart appears to be higher
than RPIpypcionaiiey Of F_ Stamp, according to RPIpypcionaity
calculation rules in Section 4.3. Hence, RPIppcionaiity Of F-
Stamp and F_Restart are rated with 5 and 10, respectively.
AS RPIpypcionatity Calculation rules follow the mechanism of
[5], they are fully automatable (cf. requirement R3).
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Table 7: A (fictive) example on RPI4DD calculation on two xPPU functionalities Stamping work pieces (F_Stamp) and Restart operation after

emergency stop (F_Restart).

Functionality

F_Stamp | F_Restart

Document Urgency Functionality RPIrunctionaiity 5 10

Required Change On-site RPlonsite 1 5

Grade Of Test/Quality Of Test RPlrcs 10 5

RPlyrgency (RPlrunctionaiity X RPlon-site X RPl7est) 50 250

Document Coherence (*) | Comment Compliance 3 3
Comment Quality 1

Comment Class (Comment Compliance x Comment Quality) 3

Change Type

RPlconerence (Comment Class x Change Type) 3

RPI4DD (RPlurgency X RPICoherence) (**)

Low

(**) Risk Priority Risk of Documentation is assumed
. Low if RPI14DD < 625 (5x5x5x5)
e Medium if 625 < RPI4DD < 1250 (10x5x5x5)
e  High if RPI4DD = 1250

(*) cf. Fig. 7 and equation (9) for calculation rules of Document Coherence

(3) cf. Figure 7 and equation (9) for calculation rules of Document Coherence. (°) Risk Priority Risk of Documentation is assumed. Low if RPI4DD < 625
(5% 5 X5 x5). Medium if 625< RPI4DD < 1250 (10 X 5 X 5 X 5). High if RPI4DD > 1250.

Regarding the Required Change On-site, due to the
involvement of human intervention and multiple tasks, it
is assumed that F_Restart has a larger scope and requires
more on-site changes than F_Stamp. In particular, due to
multiple-machine involvement, the F_Restart would mostly
need to be integrated on-site by PM, while F_Stamp can
be seen as a series machine which could be developed in-
house by MM. Thus, the Manufacturing Type of F_Restart
tends to be larger than F_Stamp. The same tendency
applies to Change Frequency and Change Source. Thus,
RPI,, <o Of F_Restart appears to be higher than RPIj g
of F_Stamp, according to the RPI,, . calculation rules
listed in Section 4.3. Hence, the Required Change On-site of
F_Stamp and F_Restart are rated with 7 and 5, respectively.
It should be noted that the calculation structure is extensible
(cf. requirement R1), which allows the integration of other
sub-factors. For instance, Facility Availability sub-factor can

be included to present the readiness of required equipment
to conduct the changes. In addition, the listed rating scales of
Manufacturing Type, Change Frequency and Change Source
can be modified (cf. requirement R2). For instance, a new
item Changes conducted both in-house and on-site can be
included in Change Source for a large project.

Regarding the Grade Of Test/Quality Of Test, per
larger scope assumption, F_Restart has larger impact than
F_Stamp in the whole aPS; therefore, it is assumed that
more resources are allocated on testing and documentation
for F_Restart. It is because a defective stamping machine
could be quickly fixed or replaced to resume operation,
while a suspension of the whole production to fix an issue
in F_Restart might result in a high cost to both aPS manu-
facturer and customers. With larger test efforts spent, Test-
Depth and BranchCoverage of F_Restart are assumed to be
larger than 80 % (good test quality) and F_Stamp’s are below
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80 % (moderate). Thus, RPI; of F_Restart appears to be
less than RPI, of F_Stamp, according to the equations (6)
and (7). Hence, RPI, of F_Stamp and F_Restart are rated
as 10 and 5, respectively. As results of the test metrics
are provided by test management tools [29], the Grade Of
Test/Quality Of Test calculation can be fully automatable (cf.
requirement R3).

The RPIlygeny 1is determined by multiplying
the RPIpynciionaiityy RPIonsie and RPIpeg, according to
equation (3).

4.4.2 Calculation of Document Coherence (RPIcgherence)

Regarding the Comment Compliance, the scopes of both
functionalities are not trivial; therefore, it is assumed that
there are error messages associated with the Comment Com-
pliance rules listed in Section 4.3. For the fictive examples
focused for the RPI calculation for the xPPU, it is assumed
that both contain comments that are non-compliant with
the MISRA comment guidelines, e.g., in the implementation
of the crane (cf. Figure 9). These non-compliant violations
are critical for both functionalities F_Stamp and F_Restart,
thus are rated with 3 for Comment Compliance. It should be
noted that there are various configurable tools are available
to check compliance with MISRA rules, enabling automated
assessment for this criterion (cf. requirement R3).
Regarding Comment Quality, as aforementioned,
F_Restart scope is larger and relates to plant
manufacturing which mostly requires on-site changes,
while F_Stamp scope mostly relates to series machine
manufacturing which could be mainly developed
in-house. Therefore, it is assumed that the three metrics
HeaderCommentLinesOfCode, MultiLineComments, and
SourceCodeCommentedRatio deliver better results at
F_Stamp than F_Restart. For instance, some header
comments in F_Restart on-site changes might be neglected
due to high time pressure and short deadline, resulting
in HeaderCommentLinesOfCode = 0. Thus, the Comment

POU_1 before change
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Quality of F_Restart appears to be larger than F_Stamp,
according to calculation rules in equation (8). Hence, the
Comment Quality of F_Stamp and F_Restart are rated as 1
and 2, respectively.

The Comment Class is determined by offsetting the Com-
ment Compliance against Comment Quality (cf. detailed cal-
culation rules in Figure 7a).

Regarding the Change Type, a change at F_Restart often
requires a configuration of multiple tasks at multiple com-
ponents; therefore, it is assumed that a change at F_Restart
is generally larger than a change at F_Stamp (e.g., mainly
New Features at F_Restart and mainly Enhancements at
F_Stamp). Thus, according to the rating scale in Table 6,
Change Type of F_Stamp and F_Restart are rated with 7 and
3, respectively.

Altogether, the RPI4DD is determined by multiplying
the RPIygency a0 RPI g erences aCCOrding to equation (3). The
RPI4DD results indicate that the risk of documentation debt
at F_Restart (2500) is higher than at F_Stamp (50). Thus, doc-
ument improvements or actions to prevent damage from
documentation TD related to F_Restart should be planned
for corresponding module developers or application engi-
neers. When transferring the results received for the xPPU
to real-world production systems, companies may benefit
by RPI4DD as a quantitative indicator for different stake-
holders (e.g., from management or software development)
to prioritize starting points for reducing the amount of doc-
umentation debt and, thus, avoid high long-term cost.

4.5 Summary of RPI4DD calculation and
requirement fulfilment

The calculation for RPI4DD is summarised as follows (cf.
equation (10)). The range of each factor RPIpncionaiity»
RPIy, gite» RPIn and RPIcgperence 1S (0, 10] with an
assumption that all operands are equally critical for
TD. This proposal employs the widely-used scale up
to 10 for these factors to simplify the calculations. To
scale the RPI to another range, one can use weights

Panel () ;
2 StartButton
: ManuelMode

:= Panel.StartButton;
:= Panel.ManuelMode; 1]

POU_1 after change

Panel () ;

(* som

4 AutomaticMode := Panel.AutomaticMode; 2 StartButton := Panel.StartButton;
EmergencyStop := Panel.EmergencyStop; ManuelMode := Panel.ManuelMode;
AutomaticMode := Panel.AutomaticMode; Execution
EmergencyStop := Panel.EmergencyStop;
5o - order

e comment, end comment marker is missing

arker is missing

The reviewer of POU_2 might assume that it is
executed. However, because of the inadequate
documentation in POU_1 (e.g. omission of the end
comment marker), the POU_2 will not be executed.

POU 2

1 Check _WPPickedUp := Main.‘Eh‘eck_Stack_WPPickedUp;

this comment is on-compliant *)

Figure 9: A (fictive) example of non-compliant comment based on MISRA rule 3.1 example [9] and xPPU [8].
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(cf. RPIpynctonaity Calculation) or offset the factors (cf.
RPI e Calculation). It could be observed that the range
Of RPIyjpgency (multiplication of RPIgyp onatitys RPIonesite a0
RPI,) (0, 1000] is larger than RPI: perence Tange (0, 10]. It
is due to the criticality of documentation being considered
more important than the coherence of documentation.
For example, if a commissioner has to make changes at
the construction site at the customer’s site, it is crucial
that documentation is available (urgent), but it is not a
priority whether the comments fulfil the MISRA guidelines
(coherent). It is worth noting that the factor Grade Of
Test/Quality Of Test could be optional. RPIy is only
relevant in case changes are conducted in-house (e.g.,
by module developer or application engineer), and test
results are available for assessment. RPIg acts as a
considered issue to tweak RPI4DD. Square brackets denote
the optionality of RPI .

RPI4DD = RPIygency - RPIconerence

= (RPIFunctionality ' RPIOn—site ['RPITest] )

“RP ICoherence (10)

The RPI4DD approach is achieved with a set of selected
factors to indicate control code documentation debt in
aPS (cf. Figure 4), which is extensible (R1), flexible (R2),
and automatable (R3), therefore, feasible for industrial
large-scale software projects, which often involve hundreds
of POUs. The extensibility and flexibility characteristics
presented in the Required Change On-site assessment (cf.
Section 4.4) can generally be applied to assessments of other
aspects (cf. Facility Availability and Manufacturing Type
examples in Required Change On-site in Section 4.4). New
sub-factors can be systematically included in the proposed
hierarchy (cf. Figure 4). All proposed rating scales or cal-
culation rules are adjustable. Thus, R1 (extensible) and R2
(flexible) are satisfied. R3 (automatable) is evaluated as
partially fulfilled since all presented calculation rules can
be automated except Change Source, which might require a
manual assessment. Nevertheless, with trivial effort, semi-
automatic assessment methods can be developed to classify
Change Source (e.g., by a configuration file).

To summarise, the integration of RPI4DD into the risk
management process of machine and plant manufactur-
ing companies yields high potential to support practition-
ers in identifying and analysing the risks associated with
documentation debt in technical systems by providing an
intuitive quantitative indicator based on established risk
assessment approaches. Therefore, earlier reaction or risk-
reduction measures can be developed to enhance the system
quality and drastically reduce costs by preventing errors

Q. H. Dong et al.: Semi-automatic assessment of lack of control code documentation == 17

and mal-functions caused by a lack of documentation in
early phases.

5 Conclusion and outlook

The current state of practice regarding documentation in
aPS manufacturing companies clearly showed a lack of doc-
umentation in industrial development, especially in control
software, causing a high risk of maintainability issues in
later lifecycle phases and thus, increased cost. In particular,
the evaluation of expert surveys indicated low document
accessibility, especially in early engineering phases, poor
automatically generated engineering artefacts, inadequate
formulation of guidelines, and highly dependent on in-
house guidelines in MM and PM. To address this issue, a Risk
Prioritisation Indicator of Documentation Debt (RPI4DD) is
proposed to quantify the risk of documentation debt in con-
trol software. Related work addressing the quality of control
code documentation is still scarce and primarily considers
source code alone. To the best of the authors’ knowledge,
this is the first study to transfer the Risk Priority concept in
the GAMP method to automation software and its boundary
conditions. The RPI4DD approach considers not only inter-
nal software factors (e.g., complexity or functionalities) but
also includes external influencing factors, such as required
on-site changes or tests. Therefore, compared to existing
work, the proposed approach could provide a broader view
on control code documentation since aPS is developed in
a multidisciplinary environment. Besides documentation,
the proposed approach could be generally applied to other
aspects of software quality (e.g., testing) or could be further
applied to other disciplines.

The applicability of the approach is evaluated on a lab-
sized demonstrator. Based on the risk priorities obtained,
follow-up documentation activities can be determined. No
action is required in case the risk priority is low, e.g,
F_Stamp in the proof of concept presented in Section 4.4.
If the risk is high, e.g., F_Restart, the factors contributing
most to the risk must be analysed to plan for additional
documentation tasks, e.g., to review and note changes of
F_Restart at commissioning since F_Restart would mostly
need to be integrated on-site by PM — as aforementioned. If
the outcome is a medium level of risk, it is necessary to check
if current documentation is sufficient for staff working with
the control code.

The presented factors covering an initial basis of influ-
ences need to be adapted or enlarged (e.g., quality of code
comments is not yet covered). The evaluated use case is
limited to the scope of a lab-sized demonstrator consist-
ing of general functionalities. There may be unexpected
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company-specific software structure and documentation.
More concrete factors might be required since the code size
of industrial applications may vary from a hundred to sev-
eral thousand lines of code per POU [12]. In future work, it is
therefore planned to evaluate RPI4DD in industrial settings
to enhance the factor hierarchy and calculation rules. First,
the workflow with involved stakeholders and communica-
tion interfaces between departments would need a study
to collect the required information for RPI4DD calculation
in practice. Second, control code documentation refers not
only to code comments but also to manuals or architect
documents; thus, these documentation artefacts should be
included in future studies to further develop the factor clas-
sification for the extensible RPI4DD. Furthermore, new tools
can be integrated or designed to enable automatic assess-
ments for the identified factors to promote the RP14DD con-
cept to a framework applicable to industrial development
workflows.
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Appendix

This section provides excerpt of the questionnaire used in
this study. The full questionnaire is available online [24].

—  #34: What guidelines/checklists does your company use
to ensure high quality and traceability software?

—  #51: What types of planned reuse do you use for the
development of open-/closed-loop or drive software?

—  #52: From which tools/models is code generated?

—  #65: Which sales markets is your company active in?

—  #66: How many employees work in your company?

— #69: Would you classify your company more as a
machine or plant engineering company?

—  #72: When are the functional descriptions available in
the respective department?

DE GRUYTER OLDENBOURG

—  #77: Does your company use internal guidelines for the
respective discipline that serve to achieve results of the
highest possible quality and traceability?
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